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Abstract

As digital data become central to domains, ranging from personalized medicine and financial
services to scientific research and national security, preserving its confidentiality during
computation has emerged as a foundational challenge. Recent breaches illustrate the severe
consequences of compromised information: privacy violations, identity theft, and loss of
public trust. Traditional encryption protects data at rest and in transit, but leaves a critical
gap during computation, when sensitive inputs are typically exposed. Secure computation
techniques, notably fully homomorphic encryption (FHE) and garbled circuits (GC), close this
gap by enabling meaningful computation over encrypted or distributed data without revealing
the underlying inputs.

Despite remarkable progress, these techniques still suffer from high computational and com-
munication overheads, limiting their practical deployment. This thesis targets a specific, but
broadly applicable, scenario: the secure evaluation of Boolean functions using FHE and GC.
While secure computing techniques are not inherently restricted to Boolean logic, focusing
on Boolean circuits allows us to leverage decades of progress in logic synthesis, a mature
subfield of electronic design automation. By casting secure computation as a domain-specific
logic synthesis problem — one governed by cryptographic cost models rather than silicon
constraints in the conventional context — we develop novel circuit optimization techniques
that bridge classical logic design and modern cryptography.

We make contributions across five technical directions: (i) For leveled FHE schemes, we for-
malize the trade-off between multiplicative depth (MD) and multiplicative complexity (MC),
and introduce synthesis frameworks that jointly reduce both, enabling tighter cryptographic
parameters and faster homomorphic evaluation. (ii) For fast-bootstrapping FHE schemes, rep-
resented by the rorus FHE (TFHE) scheme, under a fixed-plaintext-space function-evaluation
strategy, we develop symmetry- and negacyclicity-aware mapping strategies, combined with
a multi-value programmable bootstrapping (MV-PBS)-aware lookup-table (LUT) network
synthesizer, to minimize PBS count. (iii) For TFHE-based, multi-plaintext-space function
evaluation, we propose the first synthesis framework that strategically transitions between
binary and large plaintext spaces, using XORs for linear logic and concentrating non-linear op-
erations into compact LUTs. (iv) For GC, we introduce the XOR-OneHot-inverter graph (X1G),
anew intermediate representation that improves ciphertext efficiency and unlocks dedicated
optimization passes. (v) Finally, we introduce joint multiplicative complexity (JMC), a garbling-
cost-aware cost model that accounts for shared ownership in GC-based secure multi-party
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Abstract

computation, and propose the first ownership-aware optimizer that reduces jointly evaluated
non-linear gates.

Collectively, these results demonstrate two broad lessons: (1) representation matters — the
choice of intermediate form directly impacts achievable savings and the scope of optimiza-
tions; and (2) cost models must match cryptographic reality — accurate modeling of perfor-
mance bottlenecks is essential to obtain meaningful efficiency gains. Beyond these technical
findings, the thesis argues for stronger standardization and cross-layer interfaces between
cryptographic libraries, compilers, and hardware, to ensure that optimizations at one layer
remain aligned with advances at others. By bridging logic synthesis with modern secure
computation techniques, this work takes a step toward making cryptographic protocols not
only theoretically powerful, but also practically usable at scale.

Key words: logic synthesis, cryptography-aware compiler design, secure computation, fully
homomorphic encryption, garbled circuits
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Résumé

A mesure que les données numériques deviennent essentielles dans des domaines allant de la
médecine personnalisée et des services financiers a la recherche scientifique et a la sécurité
nationale, la préservation de leur confidentialité durant le calcul s'impose comme un défi
fondamental. Les incidents récents illustrent les conséquences graves d'une compromission
de I'information : atteintes a la vie privée, vols d’identité et perte de confiance du public.
Le chiffrement traditionnel protege les données au repos et en transit, mais laisse une faille
critique durant la phase de calcul, lorsque les données sensibles sont généralement exposées.
Les techniques de calcul sécurisé, notamment le chiffrement entierement homomorphe (FHE)
etles circuits brouillés (GC), comblent cette lacune en permettant d’effectuer des calculs utiles
sur des données chiffrées ou distribuées sans révéler les entrées sous-jacentes.

Malgré des progrés remarquables, ces techniques souffrent encore de surcotits computa-
tionnels et communicationnels élevés, limitant leur déploiement pratique. Cette these cible
un scénario spécifique, mais largement applicable, I'évaluation sécurisée de fonctions boo-
léennes a I'aide de FHE et de GC. Bien que les techniques de calcul sécurisé ne soient pas
intrinsequement limitées a la logique booléenne, se concentrer sur des circuits booléens
permet de tirer parti de décennies de progreés en synthese logique, un sous-domaine mature de
la conception assistée par ordinateur. En reformulant le calcul sécurisé comme un probléme
de synthese logique spécifique au domaine — régi par des modeles de cofits cryptographiques
plutot que par des contraintes liées au silicium dans le contexte conventionnel — nous dé-
veloppons de nouvelles techniques d’optimisation de circuits reliant la conception logique
classique et la cryptographie moderne.

Nous apportons des contributions selon cing directions techniques : (i) pour les schémas FHE
a niveaux, nous formalisons le compromis entre profondeur multiplicative (MD) et complexité
multiplicative (MC), et introduisons des cadres de synthese réduisant conjointement les deux,
permettant des parametres cryptographiques plus serrés et une évaluation homomorphe
plus rapide; (ii) pour les schémas FHE a démarrage rapide, représentés par le schéma Torus
FHE (TFHE), dans une stratégie d’évaluation a espace de clair fixé, nous développons des stra-
tégies de mappage sensibles aux symétries et a la négacyclicité, combinées a un synthétiseur
de réseaux de tables de correspondance (LUT) compatible avec le programmable bootstrap-
ping multi-valeurs (MV-PBS), afin de minimiser le nombre de PBS; (iii) pour I'évaluation de
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fonctions basée sur TFHE avec plusieurs espaces de clair, nous proposons le premier cadre de
synthése permettant des transitions stratégiques entre I’espace binaire et les espaces de clair
de grande dimension, en utilisant les XOR pour la logique linéaire et en concentrant les opéra-
tions non linéaires dans des LUT compactes; (iv) pour les GC, nous introduisons le graphe
XOR-OneHot-inverter (X1G), une nouvelle représentation intermédiaire améliorant I'efficacité
des chiffrés et permettant des passes d’optimisation dédiées; (v) enfin, nous introduisons la
notion de complexité multiplicative conjointe (JMC), un modele de cofit conscient du cofit de
brouillage tenant compte du partage de propriété dans le calcul multipartite basé sur les GC,
et proposons le premier optimiseur sensible a cette notion, réduisant les portes non linéaires
évaluées conjointement.

Pris collectivement, ces résultats démontrent deux enseignements généraux : (1) la représenta-
tion importe — le choix de la forme intermédiaire influence directement les gains réalisables
et 'étendue des optimisations; et (2) les modeéles de coiits doivent correspondre a la réalité
cryptographique — une modélisation précise des goulets d’étranglement est essentielle pour
obtenir des gains d’efficacité significatifs. Au-dela de ces conclusions techniques, la these
plaide pour une standardisation renforcée et pour des interfaces inter-couches plus robustes
entre bibliotheques cryptographiques, compilateurs et matériel, afin de garantir que les op-
timisations a un niveau restent alignées avec les avancées aux autres niveaux. En reliant la
synthese logique aux techniques modernes de calcul sécurisé, ce travail contribue a rendre les
protocoles cryptographiques non seulement puissants sur le plan théorique, mais également
véritablement utilisables a grande échelle.

Mots clefs : synthese logique, conception de compilateurs pour la cryptographie, calcul sécu-
risé, chiffrement entierement homomorphe, circuits brouillés.
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|§ Introduction

Securing data privacy is a foundational requirement for contemporary computing and commu-
nication systems. Recent high-profile incidents illustrate the costs of inadequate protection,
including the 2017 Equifax breach that exposed the personal information of approximately 143
million individuals [96], and the 2023 MOVEit breach, where an exploitation of the vulnerability
within the MOVEit Transfer software resulted in hundreds of organizational breaches affecting
tens of millions of people [161]. The genetic data exposure at 23andMe data leak [97] further
underscored risks unique to highly sensitive domains. These events collectively demonstrate
both the scale and diversity of privacy harms that arise from compromised data.

Traditional encryption (e.g., the advanced encryption standard (AES) [141]) is highly effective
for protecting data at rest and data in transit. However, during active processing, plaintext
typically must be exposed to compute on it, creating a “data in use” gap that conventional
mechanisms do not directly address. As a result, while data continue to drive innovation
across domains, the inherently private nature of much of this data often prevents collaborative
computation even when mutual benefit is clear.

The gap created a pressing need for secure computation, also known as privacy-preserving
computation.

1.1 Secure Computation Techniques

Secure computation refers to a class of techniques that enable the execution of computations
on sensitive data while keeping the data itself confidential. Broadly, two paradigms organize
the field:

* Secure outsourced computation (SOC). A data owner delegates computation to an un-
trusted evaluator (e.g., a cloud service [74]) without revealing plaintext data. Figure 1.1 a
depicts a typical SOC scenario.

* Secure multi-party computation (SMPC). Multiple parties, each holding private inputs,
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(a) Secure outsourced computation. (b) Secure multi-party computation.

Figure 1.1: Secure computation paradigms. (a) secure outsourced computation (SOC): a single
client encrypts its data locally and outsources computation to an untrusted server that evalu-
ates directly on protected data (e.g., via fully homomorphic encryption) without access to de-
cryption keys; only encrypted results are returned. (b) secure multi-party computation (SMPC):
multiple parties jointly compute a function over their private inputs using garbled circuits or
related primitives; messages exchanged between parties remain cryptographically protected,
and only the prescribed outputs are revealed. The lock icon indicates computation over pro-
tected data. The key icon denotes possession of the decryption capability. Arrows depict data
flow.

jointly evaluate a function so that nothing is learned beyond the prescribed outputs. Fig-
ure 1.1 b illustrates a collaborative setting, where five participants exchange encrypted
messages to compute a shared result without revealing their private inputs.

1.1.1 Secure Outsourced Computation vs. Secure Multi-Party Computation

To illustrate the distinction between SOC and SMPC, we highlight two representative machine
learning (ML) scenarios:

SOC for ML-as-a-Service (MLaaS): When a single data owner (namely, a client) wishes to
offload intensive ML inference or training to an untrusted compute provider, SOC protects
confidentiality by executing directly on encrypted inputs. Encryption schemes that support
computation over ciphertexts allow the provider to evaluate the model without access to
plaintext; the server returns only encrypted outputs, which only the client can decrypt. Early
systems established feasibility for private inference [85]; subsequent work reduced latency
and improved accuracy, including hybrid protocols that assign layers or operators to the most
efficient secure primitive — mixing ciphertext-based computation with garbled circuits or
secret-sharing, which are SMPC techniques, where advantageous — to lower end-to-end
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cost [103, 132, 101].

SMPC for federated learning (FL): In cross-organizational or cross-device training, many
parties collaboratively train a model without sharing raw data. A widely deployed primitive
is secure aggregation [29], which lets a server learn only the sum of clients’ updates while
hiding each individual contribution. This protects local data while enabling scalable training
across large client populations. Production systems demonstrate practicality at scale and
motivate protocol/implementation research on communication efficiency, robustness to
client dropouts, and adversarial robustness [30].

Although we contrasted two categories (i.e., SOC vs. SMPC), techniques from one can be
adapted to the other. For instance, multi-party homomorphic encryption realizes SMPC-style
tasks using SOC-native tools by enabling joint evaluation over ciphertexts with threshold
decryption, thus reducing online interactivity [136, 135].

1.1.2 Performance Limitations of Modern Secure Computation Techniques

The two broad styles of modern secure computation tend to hit very different bottlenecks in
practice.

SOC techniques: computation and memory are the limiters. In SOC tasks, a single un-
trusted server (or a small set of servers) evaluates the function on encrypted inputs returned
to the client at the end. With fully homomorphic encryption (FHE) [155], this evaluation is
performed directly on ciphertexts. The required arithmetic (e.g., large-degree polynomial
operations and periodic “refresh” steps to control encryption noise) remains orders of mag-
nitude slower than ordinary arithmetic on plaintexts. Ciphertexts and keys are also much
larger than their plaintext counterparts, so moving them through the memory hierarchy can
become the dominant cost. Overall, FHE workloads tend to be compute- and memory-bound,
not network-bound.

SMPC techniques: communication is the limiter. Protocols in which several parties jointly
compute on their private inputs typically require the parties to exchange information re-
peatedly as the computation proceeds. Even when the number of exchanges (“rounds”) is
kept small, the volume of data that must be transmitted can be large. A prominent example
is the garbled circuit protocol (GC) [190]: it compresses interaction into a few rounds, but
each non-linear gate of the circuit is represented by encrypted table entries that must be
sent over the network. In both cases — many small exchanges (which is the case of the secret
sharing protocol [159]) or a few very large transfers — end-to-end performance is dominated
by network latency and bandwidth rather than local computation.
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The boundary is blurry, but the bottlenecks persist. As briefly mentioned before, techniques
are often adapted across settings. For example, FHE can be used in multi-party protocols
(e.g., threshold [9] and multi-party variants [136]), and, conversely, the GC protocol can be
tuned to facilitate outsourcing computation privately [45, 84]. However, the dominant cost
usually follows the primitive being used: FHE-based SMPC protocols remain limited by heavy
encrypted computation and memory traffic, whereas SOC protocols built from GC or other
SMPC-native techniques remain limited by data movement over the network.

Scope of this thesis. Given these performance bottlenecks, improving secure computation
is both urgent and consequential. The community is attacking the problem across the stack.
Before surveying this landscape, we briefly introduce the two workhorses we focus on in this
thesis: fully homomorphic encryption (FHE), which enables computation over ciphertexts
but is dominated by heavy encrypted arithmetic and memory traffic, and the garbled circuits
protocol (GC), which evaluate Boolean circuits via encrypted lookup tables and are chiefly
limited by data transfer. From this point forward, we reason directly in terms of FHE and GC
(rather than the broader SOC/SMPC labels) and tailor our contributions to their characteristic
performance profiles. Formal definitions and technical details for both will be introduced in
Chapter 2.

1.1.3 Fully Homomorphic Encryption

Origins. Theidea of computing on encrypted data traces back to privacy homomorphisms [155]
and early partially homomorphic schemes (e.g., systems that support either only additions or
only multiplications on ciphertexts).

Early general constructions. A full solution arrived with Craig Gentry [82]: a construction
over ideal lattices' that supports both operations and thus arbitrary circuits. Hiding a message
by adding a small random error to a linear relation with a secret key, the security rests on
the presumed hardness of certain lattice problems. Homomorphic operations transform
ciphertexts and their error (a.k.a. noise):

¢ additions add the noises (and are therefore gentle),

* multiplications grow noise much faster (due to cross terms and rescaling).
Thus, without intervention, the noise eventually exceeds the decryption radius, breaking
correctness. Correspondingly, Gentry also introduced bootstrapping: homomorphically evalu-

ating (a low-depth version of) the decryption circuit to refresh a ciphertext’s noise so further
computation remains possible.

IWery informally, a lattice is a discrete additive subgroup of R”; an ideal lattice is a lattice whose basis vectors
arise from a ring ideal.
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Shortly after, integer-based designs by Marten van Dijk et al. [73] showed FHE can be built
without polynomial rings — the plaintext is a bit, ciphertexts are noisy integers, and homo-
morphic operations are just addition and multiplication of integers. Security relies on the
approximate greatest common divisor (approximate-GCD) problem: given many integers of
the form x; = p-q; +r;, where the secret p is fixed and the “errors” r; are small, it should be hard
to recover p. Despite being conceptually simple, it is far too slow for practical workloads — to
achieve even modest security, p must be enormous, resulting in prohibitively large ciphertexts
and, therefore, correspondingly slow homomorphic operations.

* Leveled schemes. These schemes avoid bootstrapping during evaluation by budgeting
a maximum multiplicative depth (MD) in advance. They are typically built from the
learning with errors (LWE) assumption: given linear equations modulo g with small ran-
dom noise added, recovering the hidden vector is presumed hard. The ring-LWE (RLWE)
variant moves from vectors to polynomials, which accelerates arithmetic via the number
theoretic transform (NTT) and yields compact keys and ciphertexts. Representative
schemes include BGV [35] and BFV [81] for exact modular arithmetic. They control
noise using tools such as modulus switching | rescaling (lowering the modulus to shrink
noise relative to ciphertext scale) and relinearization | key switching (keeping ciphertext
size small after multiplications). CKKS [52] adds approximate real/ complex arithmetic:
ciphertexts encode fixed-point vectors and operations track small rounding errors,
which is ideal for ML inference and analytics that tolerate approximation.

* Fast-bootstrapping schemes. FHEW [75] showed sub-second bootstrapping for bi-
nary gates, and TFHE [57] pushed this further with highly optimized programmable
bootstrapping (PBS): a refresh that simultaneously evaluates a small function, enabling
efficient Boolean logic and small-integer operations.

Features and practice today. Across these families, several patterns recur:

* Packing RLWE-based schemes can pack many plaintext values into one ciphertext (via
the Chinese Remainder Theorem on cyclotomic rings), enabling single-instruction-multiple-
data (SIMD) parallelism.

* Noise growth and refresh. Every homomorphic operation increases noise; leveled
schemes manage growth until the pre-set depth is exhausted, while fast-bootstrapping
schemes refresh frequently to reset noise.

» Workload fit. BFV/BGV are preferred for exact modular arithmetic; CKKS dominates
approximate, real-valued workloads (e.g., private inference); FHEW/TFHE excels on
Boolean circuits and small-integer computations.
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1.1.4 Garbled Circuits

Originally proposed by Andrew Yao for secure two-party computation (2PC) [190], the GC pro-
tocol turns a Boolean circuit for a function into an encrypted artifact that one party (“garbler”)
prepares and the other (“evaluator”) executes. At a high level, the garbler assigns two random
labels to every wire (one per logical value), encrypts each gate’s truth table using the input
labels as keys, and sends the resulting “garbled tables” plus the appropriate input labels to
the evaluator. The evaluator obtains its own input labels through a standard private retrieval
subroutine (oblivious transfer (OT)), then evaluates the garbled circuit gate-by-gate without
learning intermediate plaintexts. GC’s round complexity is constant — communication hap-
pens in a small number of bursts independent of circuit depth — which has made it especially
attractive over wide-area networks.

Milestone extensions. Over nearly four decades, several key ideas made GC practical at
scale:

¢ From 2PC to MPC. The Beaver-Micali-Rogaway (BMR) [18] paradigm generalized Yao’s
two-party design to multi-party settings by letting several parties jointly “share” the
garbler role while still producing a single garbled circuit that any designated evaluator
can run.

¢ Lower communication per gate. Techniques such as garbled row reduction (eliminating
one ciphertext per garbled table) [139], free-XOR (making XOR gates cost-free by a global
label offset) [108], and half-gates (garbling an AND gate with just two ciphertexts, which
is proved to be the optimum) [197] dramatically cut table sizes.

* Cheating resistance. Cut-and-choose style compilers and related checks [117, 116]
lift GC from the semi-honest model (parties follow the protocol) to malicious security
(parties may deviate), trading extra work for stronger guarantees.

» Systems advances. OT extension (amortizing multiple oblivious transfers) [107], vector-
ized, AES-based implementations [20], and optimized circuit libraries (e.g., for compar-
isons, arithmetic, and cryptographic primitives) [72, 143] pushed GC into the million-
gate regime.

What GCis good at today. GC is aleading general-purpose tool when the target computation
is naturally Boolean or when one wants constant-round protocols. It underpins private
set operations, privacy-preserving analytics, auctions, and components of secure machine-
learning inference and training [143]. Mature software stacks and hybrid frameworks combine
GC with other techniques (e.g., arithmetic secret sharing [150]) to match workload structure.

6
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Figure 1.2: Ongoing full-stack efforts to make FHE-based secure computation practical.

Where costs come from. GC'’s performance is dominated by communication: every non-
linear gate contributes encrypted table entries that must be transmitted, while XOR is essen-
tially free under modern optimizations. As a result, improving GC typically means either

(i) synthesizing circuits that use fewer costly gates, or

(ii) adopting garbling schemes that reduce bytes per gate.

Both themes we will return to in later chapters (Chapters 6-7).

1.2 Research Efforts for Accelerating Secure Computation: The Case
of Fully Homomorphic Encryption

Despite the theoretical appeal and growing maturity, secure computation techniques still
suffer from substantial practical limitations — most notably, the computational and commu-
nicational overhead compared to plaintext computation. These overheads remain a central
barrier to adoption. They span orders of magnitude and manifest across various system
levels. Consequently, a wide range of research efforts has emerged to mitigate this overhead,
spanning the full system stack — from algorithm design to cryptographic primitives, compiler
design and hardware acceleration.

To illustrate the diversity and structure of these efforts, this section presents a layered view
of optimization strategies, using FHE as a representative example, as Figure 1.2 depicts. FHE
is selected here due to its broad applicability, strong theoretical foundations, and significant
progress in both academic and industrial contexts. Nevertheless, the layered framework
discussed below applies, with minor adaptation, to the GC protocol as well.
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1.2.1 Application-Level Optimization

At the application layer, the strongest gains come from co-designing the task specifically for
FHE. A common pattern is to start with a plaintext algorithm or model and address com-
ponents that are poorly matched to homomorphic arithmetic (e.g., comparisons, divisions,
softmax) by:

* refactoring them into low-degree polynomial approximations or algebraic surrogates
that preserve accuracy while keeping multiplicative depth low; or

* hybridizing with a complementary secure-computation primitive so that each subrou-
tine runs under the most cost-effective protocol.

Classical Statistical Learning with FHE Early work mapped classical statistical learners (e.g.,
logistic regression, linear models, naive Bayes) to FHE using fixed-point encodings and polyno-
mial surrogates for divisions and comparisons. These early techniques laid the foundation for
more advanced applications, particularly in tabular and medical analytics [11].

Extending to Neural Networks Subsequent efforts adapted the same principles to modern
ML. CryptoNets demonstrated end-to-end private convolutional neural network (CNN) infer-
ence by retraining networks with low-degree activation polynomials and exploiting aggressive
SIMD batching under leveled FHE [85]. CryptoDL further refined this approach by system-
atizing activation approximation and data-layout refactoring to balance accuracy, depth, and
rotation counts [79]. To extend to recurrent neural network (RNN) models, researchers have
proposed leveled FHE implementations of gated RNNs with manually optimized MD per re-
current step and restrained sequence length through architectural rearrangements [182]. Such
designs avoid the costly use of bootstrapping and maintain model accuracy across common
benchmarks, facilitating practical applications such as private text classification [183]. More re-
cently, FHE-compatible Transformer inference has been enabled by simultaneously reducing
attention dimensionality and replacing softmax/normalization with low-degree polynomial
surrogates [49].

Notably, across these neural architectures, approximated leveled schemes, such as CKKS, have
become the method of choice due to their SIMD-friendly computation model and tolerance
to numerical noise — traits that align well with the data-massive and fault-tolerant natures
of NN models. For the same reason, combining precise leveled schemes (e.g., BGV or BFV)
with neural network approximation techniques, such as model quantization [113], or adopting
approximate representations on both the cryptographic and model sides [47], has also proven
to be an effective strategy in practice. In contrast, FHE solutions based on fast-bootstrapping
schemes remain less common, though promising advances continue to emerge [54, 61].
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Protocol Co-Design for Efficiency A complementary line of work improves performance
by co-designing the computation protocol. The shared design principle is to retain high-
throughput linear algebra under FHE and implement branching and comparisons under
protocols better suited for discrete operations.

Gazelle combines FHE with GC for deep neural network (DNN) inference, keeping linear
layers in FHE while offloading discrete nonlinearities to GC [103]. Delphi optimizes this parti-
tioning to further reduce latency [132], and CrypTFlow2 generalizes this hybrid composition
by integrating arithmetic secret sharing, FHE, and GC to support diverse ML pipelines [147].

Recent work shows that cross-protocol partitioning of Transformer layers — not simply re-
placing each plaintext layer with its FHE equivalent — can reduce ciphertext rotations and
expensive inter-protocol conversions, leading to substantial performance improvements [187].

1.2.2 Cryptographic Construction-Level Optimization

At the cryptographic-construction layer, performance is dictated by how a scheme realizes
arithmetic on ciphertexts and by the efficiency of its supporting subroutines. Below, we
summarize the main optimization families and how modern libraries expose them.

Parameterization and security. Schemes surface tunables such as the polynomial degree #,
ciphertext modulus g, and plaintext modulus p. Choosing just-large-enough parameters is
critical: increasing n or g typically raises cost super-linearly (NTT sizes, key-switch dimensions,
memory footprint) and can weaken security if not jointly sized. In practice, libraries couple
standardized security guidance for (R)LWE (e.g., the HomomorphicEncryption.org standard [1]
and the LWE estimator [2]) with pragmatic noise-growth models to right-size depth and
precision. Mis-sizing remains a recurrent source of overhead: overly conservative chains waste
time and memory; overly aggressive ones force re-designs or bootstraps.

Leveled schemes vs. fast-bootstrapping schemes. Leveled schemes (BGV/BFV/CKKS) se-
lect parameters so an entire circuit runs without bootstrapping; maintenance consists of
relinearization and modulus/scale management. By contrast, fast-bootstrapping schemes
(FHEW/TFHE) embrace frequent programmable bootstrapping (PBS) to refresh noise and
optionally evaluate a small function during the refresh. Some leveled stacks now include
improving bootstraps, but TFHE-style families are architected around sub-100ms PBS in
optimized builds.

Leveled schemes: encoding, automorphism, and ciphertext maintenance. For BFV/BGYV,
the Chinese Remainder Theorem (CRT) packing turns the plaintext ring into many independent
“slots” [92]; similarly, CKKS encodes complex vectors at a given scale. While packed ciphertexts
enable slot-wise SIMD, aligning data across slots requires automorphisms (rotations), each

9
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realized via key switching. Consequently, data layout (how tensors are packed) is often the
largest single source of speedup [26].

After multiplications, ciphertext “degree” and noise grow. Three maintenance primitives
control this growth: relinearization (degree reduction via key switching), modulus switch-
ing (BGV/BFV), and rescaling (CKKS) to keep scale stable. When to apply them is a major
scheduling choice: eager maintenance simplifies correctness but wastes work; delayed or
fused maintenance (e.g., defer last relinearization, align rescale boundaries with algorithmic
layers) routinely yields double-digit speedups [93, 51].

Fast-bootstrapping schemes: table-lookup style computation. In FHEW/TFHE, PBS not
only refreshes but also evaluates a small function — classically a Boolean gate or a lookup
table (LUT). Performance rests on highly tuned PBS kernels (fast Fourier transform (FFT)/NTT
backends, cache-aware gadget decompositions [57, 140]) and on reducing the count of PBS
calls with higher-arity operations [123] and LUT fusion [43]. These features contribute to
end-to-end speedups for Boolean and small-integer workloads.

Library ecosystems and exposed controls. Mature stacks package these techniques behind
ergonomic APIs while exposing expert knobs for compilers: HE1ib (BGV/BFV; rotation hoist-
ing, relinearization controls) [93], SEAL (BFV/CKKS; residue number system (RNS)/NTT kernels,
scale/modulus management) [51], PALISADE/OpenFHE [14] and Lattigo [111] (BGV/BFV/CKKS;
auto parameter selection and key management), and TFHE-rs/Concrete (PBS; FFT/NTT
backends) [199, 198].

Meanwhile, thanks to sustained cryptographic research, these libraries continue to evolve with
increasingly performant kernels. For instance, notable progress has been made in accelerating
bootstrapping operations across both leveled and fast-bootstrapping FHE schemes [94, 32,
55].

Typical controls exposed by the libraries include modulus-chain builders, encoder/packing
toolkits, rotation-key planners (for leveled schemes), and PBS planners (for fast-bootstrapping
schemes) — precisely the hooks that a compiler exploits to translate application structure into
efficient encrypted circuits.

1.2.3 Compiler-Level Optimization

Even with mature FHE libraries, writing performant applications remains a specialist task:
depending on the target FHE scheme, developers must select secure yet tight parameters,
place ciphertext-maintenance operations (e.g., relinearization, rescaling/modulus switching),
manage data layout and rotations for SIMD batching, and control multiplicative depth while
preserving correctness. FHE compilers raise the abstraction: they accept a high-level program,
lower it through one or more intermediate representations (IRs), and automatically and op-

10
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timally insert scheme-specific operations and data movement to produce efficient kernels
targeting software or hardware backends.

Existing tools show two families:

* general-purpose compilers (e.g., ALCHEMY [66], RAMPARTS [7], HECO [177], HEIR [3]), and

* ML-oriented compilers (e.g., nGraph-HE [25], SEALion [80], Orion [76], ANT-ACE [115]).

A layered compiler view. A useful organizing principle is a multi-stage pipeline:

(i) Program transformations that restructure high-level code into the primitives provided by
the target cryptographic library;

(ii) Circuit optimizations that transform a naive realization of the program (a circuit) into a
functionally equivalent, lower-cost one;

(iii) Cryptographic optimizations that choose parameters and place maintenance (and, where
available, bootstrapping) to meet security and accuracy at minimal cost;

(iv) Device-aware scheduling that lowers to CPUs/GPUs or emerging accelerators.

This end-to-end view motivates distinct IRs, each exposing just enough structure to enable
the right optimizations at that level. A visualization of the pipeline is offered in Figure 1.3.

Program transformations (front-end). Compilers first normalize control flow, inline or
flatten loops with static bounds, and canonicalize expressions. For leveled schemes, they
aggressively batch work to exploit SIMD slots, but — because FHE supports only restricted
data movement (primarily cyclic rotations) — automatic batching must reason globally about
index patterns rather than perform purely local vectorization. HECO [177], for example, unrolls
statically sized loops, merges associative chains into n-ary operations, and introduces a
BatchedSecret abstraction; it replaces elementwise arithmetic with whole-vector operations
and aligns operands via rotations chosen by a target-slot heuristic, enabling a clean-up pass to
eliminate redundant rotations/extracts. A dedicated rotate-and-sum pass captures common
ML and stencil idioms, reducing multiplicative depth. The prevalence of domain patterns at
this stage also motivates application-specific compilers for ML, which can surface additional
structure for later passes.

Circuit optimizations (middle-end). Once mapped to homomorphic operations, the pro-
gram is a circuit. For leveled schemes (additions and multiplications as the basic elements),
algebraic rewrites — re-association into balanced trees, common-subexpression elimina-
tion, and sharing exposure — reduce the number and span of multiplications (and thus

11
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multiplicative depth). For fast-bootstrapping schemes (e.g., TFHE), where programmable
bootstrapping (PBS) evaluates table lookups, the compiler synthesizes a compact LUT network
that realizes the target function with as few LUTs (PBS calls) as possible. These passes, while
individually modest, compound with parameter planning. They are standard across tools
such as Cingulata (which also leverages Boolean-level EDA optimizers) [42] and CHET/EVA
(graph rewrites and maintenance placement for CKKS) [69, 70].

Cryptographic optimizations (parameter and maintenance planning). Choosing param-
eters (polynomial modulus degree, coefficient moduli, scaling strategy) is both correctness-
and performance-critical. For leveled schemes, compilers estimate noise growth to select
the smallest sound parameters and to schedule maintenance (e.g., relinearize after certain
multiplies, rescale/mod-switch at suitable cut points). When bootstrapping is available, recent
planners treat it as a costed operation and insert it only when it reduces overall latency or
memory [185, 53, 119]. For fast-bootstrapping schemes, PBS plays both roles — function
evaluation and noise refresh — so explicit maintenance placement largely disappears; the
focus shifts to LUT synthesis and PBS key management.

Device-aware scheduling (backend). Finally, compilers lower to CPU libraries (e.g., SEAL [51])
or to low-level polynomial/RNS dialects suitable for vector instruction set architectures (ISAs)
(e.g., AVX2/AVX-512) and accelerators. Register/memory scheduling, kernel fusion, and ISA-
aware loop transformations matter because ring-NTT pipelines and RNS decompositions
dominate runtime. Recent modular IRs enable specialization per backend and pave a path to
heterogeneous targets [110].

In summary, the compiler’s role is to harmonize application intent with the capabilities and
constraints of a chosen FHE library, automatically exploiting batching and data layout, reduc-
ing multiplicative depth and expensive operations, and selecting parameters and schedules
that satisfy security/accuracy while minimizing end-to-end cost, while the specific tasks are
scheme-dependent.

1.2.4 Hardware-Level Optimization

At the hardware layer, accelerating FHE hinges on two broad levers:

(i) exploiting data parallelism in the heavy primitives (NTT/FFT, modular arithmetic, key
switching, and bootstrapping), and

(ii) co-designing microarchitectures around scheme-specific kernels (e.g., PBS for fast-
bootstrapping schemes, rescale/relinearize for leveled schemes).

12
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We review three complementary directions — CPU vectorization, GPU offloading, and dedi-
cated FHE accelerators — emphasizing their roles, trade-offs, and representative systems.

CPU vectorization (SIMD on general-purpose cores). Modern CPUs support wide SIMD
extensions such as Intel AVX2 and AVX-512 (advanced vector extensions), which allow the
same arithmetic/logical operation to be applied across many integers in parallel. FHE li-
braries increasingly exploit these lanes in their low-level kernels (NTT butterflies, modular
multiplication, etc.), often via intrinsics. A canonical example is Intel’s open-source HEXL
library, which provides AVX2/AVX-512 vectorized primitives that several higher-level libraries
(e.g., SEAL and PALISADE/OpenFHE) use to speed up ring-NTTs and modular reductions [24].
Vectorization does not require specialized device, portable across servers, and benefits from
mature compiler backends; however, memory bandwidth and the width of the SIMD unit cap
throughput, and CPUs cannot match the massive thread-level parallelism of GPUs.

GPU acceleration (massively parallel kernels). GPUs offer thousands of lightweight cores
and high memory bandwidth, a natural fit for the batched, regular dataflow in NTT/FFT and
key-switching. Using CUDA or HIP (programming models for GPUs, developed by NVIDIA and
AMD, respectively), several efforts implement scheme backends directly on GPUs. For TFHE-
style PBS, the cuHE line of work demonstrated order-of-magnitude speedups by mapping
blind-rotation and external product to FFT/NTT kernels on GPUs [68]. For approximate CKKS,
recent systems such as Cheddar target end-to-end GPU execution and report large gains over
CPU baselines by careful kernel fusion and memory hierarchy tuning [58]. GPUs provide
excellent throughput and decent latency for large batches, with strong software ecosystems.
Their limitations include host-device movement, contention in multi-tenant environments,
and the need to re-tune kernels across device generations for peak performance.

Dedicated accelerators. When latency, energy, or scale dominate, dedicated accelerators
let designers co-optimize datapaths, memory tiling, and arithmetic widths around the FHE
workload. These designs can be categorized along two axes: whether they target leveled or
fast-bootstrapping schemes, and whether they specialize in optimizing individual kernels or
accelerate end-to-end computation.

Kernel-level accelerators for leveled schemes. When full programmability is unnecessary, spe-
cialized designs offer tighter optimization. Wang et al. focus on RNS-CKKS key switching,
implementing a pipelined application-specific integrated circuit (ASIC) design that avoids
frequent random-access memory (RAM) access and allows tunable parallelism for higher
throughput [181]. Pont et al. target non-power-of-two NTTs in BGV by combining prime-
factor and rader algorithms, achieving up to 5x area efficiency over prior circuit designs [146].

End-to-end accelerators for leveled schemes. Roy et al. propose an Arm+field programmable
gate array (FPGA) co-processor for BFV-based FHE, using pipelining and parallelism to achieve
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a 13x speedup over optimized CPU software [162]. Microsoft’s HEAX architecture exemplifies
a domain-specific design targeting leveled schemes, featuring replicated NTT/multiplication
tiles and on-chip buffers for ciphertext residues to reduce latency and improve key-switching
throughput [151]. F1 extends this idea with a programmable wide-vector architecture and
compiler-driven data movement scheduling to support general FHE programs with high
throughput [157]. BTS introduces bootstrapping as a first-class citizen, proposing a tiled grid
of processing elements and a communication-aware network on chip (NoC) to deliver high
performance on workloads such as ResNet inference and logistic regression under leveled
FHE schemes [104]. CraterLake demonstrated an ASIC for unbounded FHE computation
by accelerating bootstrapping itself, showing large speedups and energy savings over prior
software and reconfigurable baselines [156].

Kernel-level accelerators for fast-bootstrapping schemes. Bertels et al. accelerate the FHEW
bootstrapping kernel via an optimized NTT module for negatively wrapped convolutions,
achieving 7.5x speedup with manageable LUT and DSP footprints on FPGA [23].

End-to-end accelerators for fast-bootstrapping schemes. MATCHA targets the same setting with
a pipelined architecture based on multiplication-free FFT approximations to minimize la-
tency and energy [102]. FPT reinterprets torus arithmetic in fixed-point and implements a
datapath on FPGAs that enables 35us bootstrapping, further enhancing throughput without
compromising accuracy [175].

This growing body of work reflects an ongoing architectural evolution tailored to the dis-
tinct performance bottlenecks of each FHE family — whether by building deeply pipelined
datapaths or tightly tuned engines for kernels.

While the above discussion focuses on FHE as a representative case study, similar full-stack
optimization principles apply to the GC protocol. Though the concrete challenges and cryp-
tographic primitives differ between FHE and GC, the overarching architectural view and the
need for end-to-end co-design remain consistent.

1.3 Research Scope

1.3.1 Role of Logic Circuit Optimization

Where this thesis sits in the stack. Figure 1.3 positions this thesis squarely inside the circuit
optimization stage (middle-end) of a full FHE compilation flow. While the figure illustrates
the specific case of an FHE compiler, the process for GC follows a similar structure, and
our GC-related contributions also reside in this middle layer. Concretely, despite the secure
computation scheme, we assume the target task is a generic Boolean transformation f :
B" — B™ that is not subject to certain applications, and we operate on its Boolean circuit
implementation. Then, based on the chosen secure computation scheme and its software
library (the “crypto backend”), our goal is to build a multi-level logic network whose primitive
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Scheme & library profile
(operators, constraints, cost, etc.)
H Parameterized & ' Backend-specific
Plaintext | Optimized maintenance-planned H kernels/

Program . [program transformations | FHE circuit | Gircuit optimizations | FHE circuit | Cryptographic optimizations | FHE circuit | Device-aware scheduling| §  instructions
H (front-end) (middle-end) (parameters & maintenance) (backend) :

Figure 1.3: An end-to-end FHE compilation pipeline. Each box denotes a compiler stage.
Arrows labeled in blue indicate the evolving artifact: from a high-level plaintext program, to an
FHE circuit (homomorphic operator graph), to an optimized FHE circuit, then a parameterized
and maintenance-planned FHE circuit, and finally backend-specific kernels/instructions
(CPU/GPU/accelerator). The scheme/library profile (available operators, constraints, etc.)
feeds into the front-end. The contribution of this thesis focuses on the circuit-optimization
stage (highlighted in red).

nodes are the library’s supported operations (e.g., homomorphic addition and multiplication
in the case of leveled FHE schemes), such that the network realizes f while minimizing a
scheme-specific cost metric. In this sense, each protocol induces its own logic representation
and cost model, and therefore its own optimization problem: what the “gates” are and what
they “cost” are determined by the cryptographic construction.

A brief look back: logic synthesis in its native CMOS setting. To appreciate the novelty and
boundaries of our contributions, it is helpful to recall the classical role of logic synthesis in
complementary metal-oxide-semiconductor (CMOS)-based digital design. Within electronic
design automation (EDA), logic synthesis maps high-level specifications to optimized gate-
level netlists, with quality measured by performance, power, and area (PPA). Specifically,
traditional flows emphasize minimizing gate count, depth (critical-path delay), and switching
activity [71]. Two trends have recently renewed attention on logic-level optimization:

(i) As transistor scaling slows, fewer PPA gains come “for free” from process technology, so
synthesis must deliver more; and

(ii) Emerging devices bring non-standard constraints that must be enforced at the logic
level (e.g., path balancing in superconducting electronics to ensure correct timing of
single-flux-quantum pulses [15]).

In short, logic synthesis evolves whenever the target substrate (CMOS or otherwise) changes
the rules of what costs matter and what structures are permissible.

Why secure computation needs its own logic optimization. This thesis carries the logic-
synthesis mindset into the cryptographic substrate. In our setting, the “technology library”
is a secure computation scheme; its “cells” are cryptographic primitives; its “timing” and
“area” translate into protocol-level costs such as ciphertext generation, transmission, and
homomorphic evaluation latency.

15



Chapter 1 Introduction

1.3.2 Contributions of This Thesis

Prior efforts have already leveraged this perspective to optimize circuits for secure compution:

¢ Fully homomorphic encryption (FHE). In the circuit optimization problem for leveled
schemes (e.g., BFV/BGV), cost is dominated by multiplicative depth [42, 41, 12, 112].
In fast-bootstrapping schemes (e.g., TFHE), computation proceeds via programmable
bootstraps (LUTs), making the number of PBS calls the primary driver, whose circuit opti-
mization requirement can be interpreted as an area-oriented LUT mapping problem [89,
86].

* Garbled circuits (GC). Linear gates (XORs) are essentially free when being garbled under
free-XOR [108], whereas non-linear gates incur garbling cost (ciphertexts to be generated,
transmitted, and evaluated), which motivates formulating the corresponding circuit
optimization problem as reducing the multiplicative complexity of XOR-AND-inverter
graphs [166, 152, 172, 171].

These cost models underpin much of the literature on circuit optimization for secure computa-
tion. However, as the broader stack evolves (see Figure 1.2) — with advances in cryptographic
constructions, compiler analyses, and hardware support — the “right” objective at the circuit
level may shift. This thesis revisits those assumptions: we
(i) re-examine scheme-specific logic representations (intermediate forms),
(ii) refine the cost models that truly capture today’s protocol bottlenecks, and
(iii) design scalable algorithms that optimize against these updated objectives.

In short, we close a gap between traditional circuit proxies and the realities of modern secure
computation.

A detailed, chapter-by-chapter summary follows in the next section on thesis organization.

1.4 Thesis Organization

The remainder of this thesis is organized into a foundations part (Chapter 2) and two method-
ologically focused parts: Part I develops logic-level techniques for accelerating FHE, and Part I
advances GC generation through new representations and cost models. Each technical chapter
is self-contained, but dependencies are indicated where results build on earlier material.

Chapter 2 (Preliminaries). We introduce the mathematical and systems background used
throughout the thesis. The chapter covers Boolean logic and logic-network formalisms, se-
cure computation techniques at a high level (with brief, self-contained overviews of FHE
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and GC families), and the specific optimization lenses we adopt. It also reviews the logic
synthesis preliminaries relevant for later chapters (cuts, Boolean classification, and algebraic
vs. Boolean-aware optimizations, etc.), establishing notation and cost models used thereafter.

1.4.1 PartI: Efficient Fully Homomorphic Encryption from the Ground Up

Chapter 3 (Beyond Depth: Multiplicative Depth vs. Complexity in Leveled FHE). In leveled
FHE (e.g., BFV/BGV), the multiplicative depth (MD) — the length of the longest chain of
ciphertext multiplications — largely dictates parameter selection. A higher MD forces larger
rings and modulus chains to keep noise below the decryption threshold, which increases
runtime and memory [42]. For this reason, most prior circuit-level optimizations target only
MD minimization. However, multiplicative complexity (MC) — the total number of ciphertext
multiplications — also strongly impacts performance, since a ciphertext multiplication is
orders of magnitude more expensive than addition. As in classical logic synthesis (area-delay
tension), aggressively lowering MD often inflates MC; in practice, MD-only flows commonly
enforce a crude cap on MC growth and halt once the cap is hit, yielding suboptimal designs [41,
12,112].

This chapter addresses the joint optimization problem head-on. We

(i) formalize the MD-MC trade-off for leveled schemes and adopt a composite objective
guided by an empirically derived Pareto frontier;

(ii) develop an exact synthesis engine for small/medium cuts that efficiently returns provably
optimal implementations under this objective; and

(iii) design a scalable, Boolean-correct rewriting framework that is simultaneously MD- and
MC-aware, reducing peak multiplication depth without gratuitously increasing the mul-
tiplication count.

On standard benchmarks we report consistent MD and MC reductions, corresponding pa-
rameter savings, and tangible end-to-end improvements in both circuit synthesis time and
homomorphic evaluation latency.

Chapter 4 (Technology Mapping for TFHE: Gate-Set Design and Multi-Value PBS). Chap-
ters 4-5 both target fast-bootstrapping FHE for Boolean computation; this chapter considers
the single-plaintext-space setting. In TFHE, a programmable bootstrap (PBS) can realize any
two-input Boolean function in one refresh [57], which motivated prior work to cast circuit
generation as an area-oriented two-input-LUT mapping problem and to reuse off-the-shelf
EDA flows [89, 86]. Subsequent theoretical results showed that enlarging the plaintext space
enables higher-arity LUTs per PBS — reducing the total number of PBS calls at the cost of
a slower per-PBS kernel — often yielding net speedups for end-to-end evaluation [31, 123].

17



Chapter 1 Introduction

This enlarges the design space: given a single (globally chosen) plaintext space, how do we
best pack logic into PBS operations so that the reduction in PBS count outweighs the per-PBS
latency increase?

A further complication — and opportunity — comes from multi-value PBS (MV-PBS) [43],
which amortizes PBS cost across multiple LUTs that share the same inputs. To fully capitalize
on MV-PBS, the logic synthesis must not only raise LUT size where profitable, but also shape
the network so that many LUTs reuse identical fan-ins.

This chapter develops both theory and tooling to meet that goal. On the theory side, we give a
constructive strategy for stuffing larger-input functions into a single PBS by exploiting Boolean
symmetry (output depends only on Hamming weight) and negacyclicity (structure induced
by the polynomial ring domain), which together increase the set of functions representable
within a fixed LUT size. On the engineering side, we devise an MV-PBS—-aware LUT mapper
that jointly

(i) selects LUT arities under a chosen ciphertext space, and

(i) maximizes input sharing across LUTs to trigger MV-PBS amortization.

Across standard Boolean benchmarks, the resulting TFHE circuits use fewer PBS calls and
exhibit lower end-to-end latency than prior mappers that exploit large LUTs and MV-PBS
insufficiently [90, 40].

Chapter 5 (Encoding Strategy Management for TFHE: An ESOP-Guided Approach). This
chapter also targets fast-bootstrapping FHE for Boolean computation, but from a different
angle than Chapter 4. Fast-bootstrapping schemes (e.g., TFHE) can operate in a leveled fashion:
when the plaintext space is binary, XOR can be realized by (cheap) ciphertext addition, whereas
AND corresponds to ciphertext multiplication. As in leveled-FHE schemes, however, ciphertext
multiplication is far more expensive (and noise-inflating) than addition; XOR alone is not
functionally complete. Hence, a pure leveled-binary approach is rarely competitive [56].

A recent insight changes the picture: a PBS can also serve as a domain switch, converting
between plaintext spaces [28]. This enables a dual-space strategy: exploit the binary space
when linear operations (XOR) dominate, and jump — via PBS — into a larger plaintext space
where more expressive non-linear functions are realized efficiently as LUTs, then return to
binary as needed. The synthesis question becomes: how should a TFHE circuit be structured
so that these space transitions occur at the most advantageous cut points, maximizing linear
work in binary while minimizing PBS and conversion overhead?

This chapter provides the first systematic answer. We introduce a framework for cipher-
text encoding—space switching that orchestrates computation across (at least) two encoding
domains:
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(i) aformal semantics with correctness conditions for inter-space conversion;

(ii) aplanner that places switches and selects LUT granularities to minimize the total cost
(both PBS calls for conducting computation and for switching encoding-space) under
the homomorphic evaluation latency models; and

(iii) an implementation showing end-to-end latency gains on composite workloads when
mixing spaces, compared to single-space baselines.

Conceptually, Chapter 4 optimizes within a fixed plaintext space, whereas Chapter 5 enables
cross-space design choices, leveraging binary for cheap linear algebra and larger spaces for
compact non-linear evaluation, coordinated by PBS-based switching.

1.4.2 PartII: Toward Practical Garbled Circuits

Chapter 6 (Ciphertext-Efficient Garbled Circuits via XOR-OneHot Graphs). In the gar-
bled circuits (GC) protocol, the free-XOR technique renders linear gates (XORs) essentially
free — no garbled tables, hence no communication [108]. Accordingly, most prior work
models GC-oriented synthesis as an MC reduction problem: realize the target function as
an XOR-AND-inverter graph (XAG) and minimize the number of AND gates [166, 152, 172,
171]. This chapter re-examines that premise: while AND is a basic carrier of nonlinearity, it is
not necessarily ciphertext-optimal once translated to GC. We analyze the expressive power
and garbling cost of small primitives under modern garbling techniques (e.g., GRR3 [139],
garbling gadget [16], etc.) and show that a three-input OneHot gate offers superior cost-per-
nonlinearity. Motivated by this, we introduce the XOR-OneHot-inverter graph (X1G) as a
ciphertext-efficient representation for GC generation. To make X1G practical, we

(i) devise an optimal, algebraic mapping from XAGs to X1Gs that preserves prior MC-
reduction gains while exploiting OneHot efficiency; and

(ii) develop X1G-specific optimization algorithms that unlock additional savings unique to
the representation.

Together, these techniques substantially reduce the communication cost of the resulting
garbled circuits.

Chapter 7 (Redefining Cost in Garbled Circuits: Joint Multiplicative Complexity). This
chapter starts from a simple but consequential observation: after a Boolean network (e.g., an
XAG) is synthesized, not every gate must be garbled. Any gate whose value depends solely on
one party’s inputs can be evaluated locally in plaintext; only gates whose evaluation jointly
depends on multiple parties need secure GC evaluation. To make this actionable, we formalize
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node ownership and introduce joint multiplicative complexity (JMC): the number of non-linear
gates (ANDs) that cannot be derived by any single party and therefore incur garbling cost.

Building on these notions, we present the first automated, general-purpose, gate-level opti-
mization framework that reduces JMC. The framework labels ownership throughout the netlist,
identifies jointly derived regions, and applies a cut-based peephole resynthesis pass that
restructures logic to push computation across ownership boundaries, maximizing what can be
done locally while preserving functionality. A decomposition-driven synthesis engine (based
on Ashenhurst—Curtis style reasoning [10, 67]) supplies low-JMC replacements for highlighted
cuts, and a global accept/reject policy commits only those rewrites that strictly decrease JMC
in the full circuit.

Conceptually, this delivers an orthogonal and complementary dimension to Chapter 6: whereas
Chapter 6 improves the ciphertext efficiency of nonlinearity via the X1G representation, Chap-
ter 7 shrinks the amount of nonlinearity that must be garbled in the first place. Together, they
reduce both the cost per jointly evaluated non-linear gate and the number of such gates,
driving down GC communication end-to-end.

To aid quick orientation, Table 1.1 distills the five technical chapters into a single view, map-
ping each chapter to its target scheme, core problem, adopted logic representation, the
optimization objective, and headline gains. Readers can use this table as a roadmap and then
consult the corresponding chapters for details on formulations, proofs, algorithms, and full
experimental results.

Chapter 8 (Conclusions and Outlook). This chapter closes the thesis in three parts. First, it
summarizes the five technical chapters:

(i) leveled FHE: joint, Pareto-guided optimization of multiplicative depth and multiplicative
complexity;

(i) TFHE under a single plaintext space: PBS-efficient technology mapping that exploits
larger LUTs nd MV-PBS amortization;

(iii) TFHE with mixed ciphertext spaces: an encoding—space switching framework that coor-
dinates binary/large-space gate evaluation via PBS;

(iv) GC with a new representation: X1G and an algebraic XAG—X1G mapping with X1G-
specific optimizations;

(v) GC with ownership awareness: node ownership, joint multiplicative complexity, and a
peephole resynthesis flow that minimizes jointly evaluated nonlinearity.

Second, it distills cross-cutting lessons: representation choice directly enables savings and
new optimizations (e.g., LUT vs. XAG in TFHE; X1G vs. XAG in GC), and cost models must
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track cryptographic reality (e.g., MD-MC composite for leveled FHE; JMC for GC), not just
traditional circuit proxies.

Third, it offers higher-level guidance for the community: versioned cost-model interfaces
between libraries and compilers, reference benchmarks and workloads, and better-defined
APIs to hardware backends. These practices may stimulate advances across cryptography,
compilers, and hardware, thereby accelerating the path toward practical and widely deployable
secure computation.
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Chapter 1

Part Scheme Principal Contribution Logic Representation Cost Model Representative Gains
I Leveled  Multiplicative depth (MD) and multiplicative XOR-AND-inverter graph MC x MD? 21.32% average reduction
(Ch. 3) FHE complexity (MC) joint optimization (XAG) in evaluation latency
TFHE, . N . .
I single PBS-efficient %mﬂm circuit mapping with Look-up table (LUT) network # PBS with 29.94% average reduction
(Ch.4) plaintext a large plaintext space and with a dedicated gate-set MV-PBS amortization in evaluation latency
’ multi-value PBS (MV-PBS) awareness
space
TFHE
’ E ing— itching: pl h
I dual/multi :ooaﬂzm.%m.om switching .ﬁ anwhen (o 23.34% average reduction
. compute in binary (cheap linear ops) vs. XAG #PBS . .
(Ch.5) plaintext . in evaluation latency
larger spaces (compact non-linear LUTs)
spaces
I Ciphertext-efficient logic representation XOR-OneHot-inverter graph Up-to 26.14% average reduction
GC . . S . # OneHot . o
(Ch. 6) with dedicated optimization algorithms X1G) in communication cost
II GC Ownership-aware optimization that XAG #AND that requires 3.30% average reduction
(Ch.7) minimizes joint computation joint computation in communication cost

Table 1.1: Overview of the five technical chapters: secure-computation scheme, problem focus, logic representation, cost model, and
representative gains. Part I targets FHE (leveled and fast-bootstrapping); Part II targets GC. Quantitative results are summarized here at a high
level; full datasets appear in each chapter’s experimental section.
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2.1 Logic Synthesis Preliminaries

Logic synthesis is the process of transforming a high-level description of a Boolean computa-
tion into an optimized gate-level representation. In its narrow sense, logic synthesis asks: given
a Boolean function, produce a high-quality implementation in a specified target representa-
tion, e.g., exclusive-or sum of product (ESOP) [158], binary decision diagram (BDD) [38], AND-
inverter graph (AIG) [127], look-up table (LUT) network [62]. “High-quality” is application
dependent and must be judged with respect to a cost metric defined on that representation.

Representation and cost are application-driven. Different application domains naturally
privilege different forms and objectives. In secure computation, for instance, XOR-AND-
inverter graphs (XAGs) are attractive because they separate linear (XOR) from non-linear
(AND) primitives — mirroring the common asymmetry in cryptographic cost models where
XORs are cheap while ANDs dominate either computation (FHE) or communication (GC).
In such settings, the primary objective is often to minimize the number of non-linear nodes.
Other examples abound: for exclusive-or sum of prodcut (ESOP) forms, one may minimize the
number of product terms and/or bound cube arity [144]; for binary decision diagrams (BDDs),
one typically targets finding a variable ordering such that node count [188], sometimes com-
plemented by depth [109], can be minimized; for netlists mapped to a standard cell library,
the metric may be total cell area or critical-path delay [169].

We briefly review the two ingredients we will rely on throughout the thesis:

(i) logic representations that expose structure relevant to our cost models, and

(ii) logic optimization techniques that reshape a network toward a chosen objective.

The review is not exhaustive, but focuses on the machinery that directly underpins the contri-
butions of this thesis.
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2.1.1 Logic Representation

The same Boolean function admits many semantically equivalent, yet operationally distinct,
representations — ranging from truth tables, two-level representations (e.g., sum of products,
exclusive-or sum of products), and multi-level representations (e.g., look-up table networks,
AND-invertor graphs). No single representation is universally “best.” Each exposes a different
structure (algebraic, topological, or combinational), offers different algorithmic affordances
(canonicality, algebraic rewriting rules, cut-based logic rewriting, etc.), and aligns with differ-
ent cost models. Consequently, the most suitable choice is use dependent: what is ideal for
mapping into garbled circuits may be suboptimal for leveled or fast-bootstrapping FHE, and
vice versa.

This section briefly introduces the specific representations employed later in the thesis. The
discussion is intentionally selective rather than exhaustive; our goal is to equip the reader with
just enough background to understand the optimization problems and algorithms that follow,
not to survey the full landscape of Boolean representations.

Truth Table

A truth table lists the output of a single-output function f : {0,1}" — {0, 1}, for every input
assignment. With a fixed variable order and input enumeration, it is canonical: each function
corresponds to exactly one bitstring.

Notation in this thesis. We encode a single-output n-input function as a 2”-bit string pre-
fixed by # with the rightmost bit equal to f(0,...,0) (LSB). For compactness, we sometimes use
hexadecimal (four bits per digit) as well. Examples: the truth table of the three-input majority
function is #¥11101000(*e8); for the two-input XOR function, it is #0110(*6).

Use and limits. Truth tables are ideal for exact specification, small-cut matching, cofactoring,
and property checks. However, they scale poorly — space/time & (2") — so, we reserve them
for small subproblems and rely on other forms for large functions.

Exclusive-or Sum of Products (ESOP) Form

An ESOP is a two-level, polarity-aware form that writes f :{0,1}"* — {0, 1} as an XOR of product
terms (cubes):

fX1,.., %) =P1@Py®---0Pp, Pi= N\ i,

XjES,‘

where each literal /;; € {x;, 7x;} and variables not in S; are don’t-cares for cube P;. ESOPs are
not canonical — many distinct ESOPs may compute the same function.
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Figure 2.1: An XAG implementation of a one-bit full adder.

Minimizing ESOP cost (e.g., number of cubes, total literal count) is NP-hard, but there exist
powerful heuristics and exact methods [144, 129, 153]. Because all non-linear ANDs appear in
one level and combine through XOR, ESOPs are a strong fit when XOR is cheap/free and the
dominant objective is to limit non-linear depth — e.g., in cryptographic and quantum settings
focused on multiplicative-depth reduction [95, 192].

Logic Network

Basic concepts. A logic network, Boolean circuit, is a directed acyclic graph (DAG) G = (V, E)
whose vertices V are either primary inputs (PIs) or logic gates, and whose directed edges E
model wires. An edge n; — n, € E indicates that n; is a fan-in of n, and n, is a fan-out of
n;. Edge-level complementation (inverters) is recorded as an attribute, keeping the structure
compact. The set of Pls is I < V; the set of primary outputs (POs), O, consists of references
(optionally complemented) to nodes in V.

Why multi-level networks. We adopt multi-level logic networks as a primary representation
for three reasons:

* Scalability. Multi-level graphs scale to large functions; by contrast, other forms, such as
truth tables and ESOP, grow exponentially and become intractable beyond a few dozen
inputs.

* Optimization leverage. The graph structure admits fast, local transformations.

* Cost fidelity. There is a near-structural isomorphism between a logic network and
the target circuit realization. Thus, optimizing the network is a reliable proxy for the
eventual circuit implementation.

XOR-AND-inverter graphs (XAGs). Restricting the gate library to {XOR, AND, NOT} yields
an XOR-AND-inverter graph (XAG). NOT is modeled as edge complementation — dotted
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edge indicates logic complementation; internal nodes are typically two-input XORs (&) and
two-input ANDs (A). Figure 2.1 shows an XAG for a one-bit full adder. Throughout the thesis,
we choose the node library to match the target secure-computation scheme.

Multiplicative complexity (functional vs. structural). The multiplicative complexity (MC)
of a Boolean function is a measure of its intrinsic nonlinearity: it is the minimum number
of AND gates required to realize the function over the basis{XOR, AND, NOT} [34]. This is a
functional quantity — it depends only on the Boolean function itself (equivalently, its truth
table), not on any particular implementation.

In contrast, when working with a concrete XAG we will often speak of structural MC, namely
the number of AND nodes present in that implementation. Structural MC is the direct driver
of cost in several settings; for example, in the task of garbled circuit generation, it coincides
with the number of non-linear gates that must be garbled and communicated [193], and thus
has served as the principal optimization target in GC-oriented synthesis [152, 172, 171]. In the
XAG of Figure 2.1, the structural MC equals two because there are exactly two AND nodes.

By definition, the functional MC of a function lower-bounds the structural MC of any of its
XAG realizations. Computing functional MC is challenging in general: beyond special classes
(e.g., symmetric functions [33]), the best exact methods determine MC only for small input
sizes (up to about six variables) [39]. Consequently, practical flows rely on heuristic or guided
synthesis to minimize structural MC — that is, to search for XAGs with as few AND gates as
possible — even when the true functional MC is unknown [171].

Cuts. Many effective, heuristic logic optimization techniques follow a peephole strategy:
expose overlapping sub-networks and improve them locally. Two structural notions are
central: cuts and the maximum fanout-free cone (MFFC). A cut C highlights a logic cone via a
root r and a set of leaves L, such that

(i) every PI-to-r path passes through at least one / € L, and

(ii) each [ € Llies on some PI-to-r path.

A cut is k-feasible if |[L| < k. In Figure 2.1, three nontrivial 3-feasible cuts rooted at ¢, ; are
Cy ={v3, vs}, Co ={v3, V4, Cin}, and C3 ={a, b, c;,}. Cut enumeration [63] lists all k-feasible cuts
for each node, exposing many local views.

Let f, : B — B be the global function at node n. Given a cut C for n with leaves L, the

corresponding local functionis f¢ : B'' — B, i.e., f,, seen in terms of L only. In Figure 2.1, fCC1

—1v3 A T1vs. Since Cs spans the Pls, fcfit = fe,.. = {a, b, cip) (Majority). Dynamic programming

out =
over cuts selects locally improved cones to minimize a global cost [63, 128].
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Maximum fanout-free cone (MFFC). The MFFC of node 7 is the set of nodes in #’s transitive
fan-in such that every path from any of those nodes to any PO passes through n. Intuitively,
nodes in MFFC(n) are used exclusively by n; removing n lets us delete its MFFC without
affecting other outputs. For example, in Figure 2.1, the MFFC of node ¢,,,; consists of node v3
and vs. Conversely, there are no nodes in the MFFC of node s, as its two fan-in nodes, node
v4 and node c;,;, also contribute to node vs. MFFC size estimates a local “area” contribution
and underlies popular accounting heuristics such as area flow (sharing-aware) [121] and exact
area (MFFC-based) [130].

2.1.2 Logic Optimization

From one-shot synthesis to flows. Producing an optimal implementation in one step is
rarely feasible: across representations and objectives, the underlying optimization problems
are typically NP-hard [138]. Exact approaches scale poorly (see the sub-subsection on “Exact
Synthesis”). Hence, practical toolchains adopt a flow:

(i) Initial synthesis constructs a workable implementation in the target (or an intermediate)
representation — common choices include AIGs due to their simplicity and amenability
to fast transformations;

(ii) Logic optimization applies heuristics to improve the implementation w.r.t. the cost
metric;

(iii) Technology mapping (when an intermediate form is used) converts the optimized net-
work into the final target while attempting to preserve, or even increase, the gains.

Consequently, in this thesis, the term “logic synthesis” generally refers to the end-to-end
process, and our contributions predominantly focus on the optimization stage (including
mapping when it is cost-aware).

Below, we review core techniques frequently employed in logic optimization.

Exact Synthesis

Exact synthesis seeks a provably optimum realization of a Boolean function in a fixed repre-
sentation under a fixed cost metric. Modern approaches commonly encode the search as
Boolean satisfiability (SAT), leveraging powerful SAT solvers [164]. The quality of the SAT for-
mulation strongly influences scalability [91]. Despite steady progress, exact synthesis remains
intractable in the worst case [138] and is therefore practical mainly for small functions or
highly structured subproblems. In practice, exact methods are often used locally (e.g., inside
sub-circuits) or to pre-compute optimal implementations for small functions that are then
reused during heuristic circuit rewriting.
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Boolean Function Classification

Classifying Boolean functions up to natural equivalences is essential because the design
space explodes doubly exponentially: there are 22" n-input Boolean functions. This growth
makes many otherwise-straightforward tasks impractical — for example, building a complete
database of optimal implementations (to accelerate logic rewriting or technology mapping)
becomes infeasible if every truth table is treated as a distinct entry. By categorizing functions
into equivalence classes and choosing a canonical representative per class, we shrink storage
by orders of magnitude, make table lookups fast, and allow any synthesis result computed
for a representative to be reused for all members of the class. We briefly review two notions
relevant to this thesis below.

NPN classification. Two n-variable functions are NPN-equivalent if one can be obtained
from the other by input negation, input permutation, and output negation [87]. Storing one
representative per NPN class drastically compresses libraries used in rewriting.

Affine/spectral classification. Affine (or spectral) equivalence extends NPN with linear
transformations over B: variable translations x; — x;®x; and global translations f — fe&x; [77].
These operations preserve key algebraic properties and are useful in cryptographic settings.

Crucially, the choice of equivalence relation is application driven: two functions belong to
the same class precisely when the transformations that map one to the other are (nearly) free
in the target setting. In CMOS-oriented digital design, NPN classification is natural because
input/output inversions and wire permutations are inexpensive relative to other gates. In
cryptographic analysis, affine classification is preferred since affine changes of variables
preserve algebraic degree, nonlinearity, and spectral characteristics — properties central to
security metrics — while linear layers are typically modeled as costless or low-cost.

Algebraic (Rule-Based) Rewriting

Algebraic methods treat logic networks as algebraic objects and apply fast, local axioms to
reshape the graph. Because these transformations ignore some Boolean constraints, they
are extremely efficient and scale to large designs. Typical passes include factoring/distribu-
tion, common-sub-expression extraction, re-association, and depth/area balancing. Such
methods are especially potent on near-homogeneous networks (e.g., AIGs, majority-inverter
graphs (MIGs) [4]) where local patterns recur and can be recognized and applied cheaply.

Logic Rewriting

Logic rewriting optimizes a network by replacing small, selected sub-circuits with (near-
Joptimal implementations of their Boolean functions. In contrast to algebraic (rule-based)
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rewriting, which applies syntax-level identities within a chosen algebra, logic rewriting is
semantics-aware: it explicitly reasons about Boolean equivalence of the highlighted region
and its replacement. This Boolean awareness enables more powerful transformations that
may change structure and primitive types while preserving function.

Workflow. A typical pass proceeds as follows.

1. Region selection. Enumerate k-feasible cuts for each node. Each cut C = (r, L) induces a
sub-network and a local Boolean function fc : B! — B at the root r.

2. Function extraction & canonicalization. Compute a compact representation of f¢ (e.g.,
truth table or AIG hash), optionally canonicalize it under an application-appropriate
equivalence (NPN or affine; cf. “Boolean Function Classification”) to enable database
lookup and result reuse.

3. Candidate generation. Obtain a high-quality implementation for f¢ in the target repre-
sentation:

* On-the-fly synthesisvia a dedicated engine (exact or heuristic).

* Database lookup of precomputed optimal/near-optimal implementations for the
canonical representative.

4. Gain estimation. Evaluate the global impact of replacing the current realization of f¢ by
the candidate.

5. Commit or skip. If the estimated cost (area, depth, non-linear count, etc.) improves
and constraints are met (e.g., depth bound), apply the replacement; otherwise discard.
Iterate in topological passes until convergence.

Synthesis engines: exact vs. heuristic. The design of the local synthesis engine is technically
central: it must strike a balance between quality (how close to optimal under the chosen cost
metric) and efficiency.

» Exact engines (SAT- or integer linear programming (ILP)-based) provide provably op-
timal implementations for small k or for constrained objectives (e.g., depth-optimal
AIGs [6]). Their scalability is limited, so they are typically used with small cuts or selec-
tively on hotspots.

» Heuristic engines (pattern growth, Boolean decomposition, etc.) generate high-quality
candidates quickly and scale to larger k (e.g., [189]).

Importantly, local optimality does not guarantee global optimality: a replacement that is
optimal for fc may reduce logic sharing or increase downstream cost.
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The design of these local synthesis engines is a recurring theme in this thesis. We will revisit
it with different objectives and representations: an exact engine tailored to leveled-FHE
cost models in Chapter 3, an ESOP-guided cut-replacement engine for encoding-switch-
aware TFHE in Chapter 5, an XOR-OneHot-inverter graph (X1G)-oriented exact engine in
Chapter 6, and an Ashenhurst—Curtis decomposition (ACD)-based engine for low-garbling-cost
GC generation in Chapter 7. Each instance illustrates how tuning the engine to the application-
specific representation and metric can be as impactful as the surrounding optimization
framework.

Don’t-Care-Based Optimization

Don’t cares (DCs) are input conditions for which the output is unspecified. They arise struc-
turally from reconvergent fanout and environment constraints and are classically divided
into:

(i) Controllability don’t cares (CDCs): minterms that never occur at a node due to upstream
structure;
(ii) Observability don't cares (ODCs): output variations that are unobservable at any PO due

to downstream masking [36].

Exploiting DCs enlarges the space of admissible local replacements and can yield substantial
reductions. Modern flows compute and localize DC information via SAT solving [126], and
then drive optimization using this flexibility.

2.2 Cryptographic Preliminaries

2.2.1 Fully Homomorphic Encryption

This subsection gives a concise, self-contained introduction to fully homomorphic encryp-
tion (FHE), focusing on shared concepts across schemes.

Homomorphism, noise, and bootstrapping. An FHE scheme enables computation over en-
crypted data by providing ciphertext-domain operations that track their plaintext counterparts.
Informally, if Enc and Dec are the encryption and decryption algorithms, a homomorphic
addition/multiplication satisfies

Dec(Enc(x) ® Enc(y)) = x+ y
Dec(Enc(x) ® Enc(y)) = x -y

where +/- and @/® are addition/multiplication in the plaintext and ciphertext domains,
respectively; = means equality for exact schemes (BGV/BFV) and a controlled approximation
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for approximate schemes (CKKS). Supporting both addition and multiplication suffices to
realize arbitrary arithmetic circuits over the message space; with a binary message space
setting, addition and multiplication correspond to Boolean XOR and AND operations, thus
covering Boolean circuits as well.

While the encryption depends on a specific scheme, ciphertexts typically carry a noise term,
as the security comes from the underlying (ring) learning-with-error ((R)LWE) problem [149].
The noise component is benign at creation but grows under homomorphic operations. Addi-
tions increase noise mildly; multiplications inflate it significantly. If noise exceeds a scheme-
dependent threshold, decryption fails. Thus, multiplicative depth (MD) — the length of the
longest multiplication chain — limits how far one can evaluate before noise must be reduced.

Noise can be reset by bootstrapping, i.e., homomorphically evaluating a low-depth decryption
circuit using an encrypted secret key so that the refreshed ciphertext can sustain further
computation. Leveled schemes choose parameters large enough to finish a computation
without bootstrapping; fast-bootstrapping schemes pay frequent, cheap refreshes instead.

Rings, encodings, and packing. Practical schemes operate over polynomial structures: a
plaintext ring (for user data) and a ciphertext ring (for encryptions) defined modulo a cy-
clotomic polynomial. Many schemes exploit SIMD packing: via the Chinese Remainder
Theorem (CRT), a plaintext polynomial can encode dozens to thousands of independent slots,
enabling vector-style parallelism; automorphisms implement slot rotations homomorphically
to realize data movement among slots. These features are crucial for throughput, but rota-
tions typically require key switching and are therefore relatively costly compared to slot-wise
addition and multiplication.

Security posture. Security reductions rely on post-quantum hardness ((R)LWE-type assump-
tions) with dedicated concrete estimates [2] and standardized parameter choices [1]. It is
worth noting that baseline FHE provides confidentiality, but not integrity or circuit privacy,
unless deliberately augmented [59, 120, 105].

2.2.2 Modern FHE Schemes

This subsection provides two mainstream instantiations used throughout this thesis: BFV [81],
representing leveled schemes, and TFHE [57], representing fast-bootstrapping schemes.
BFV

Design goal. BFV [81] is a ring-LWE-based, leveled scheme: choose parameters large enough
to evaluate a target circuit without invoking bootstrapping, then leverage SIMD packing and
automorphisms for improving throughput.
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Spaces and encoding. BFV targets exact modular arithmetic over Z,, where p is the plaintext
space size. Plaintexts are polynomials of degree < n with coefficients in Z; ciphertexts are
tuples of polynomials in the analogous ring modulo a larger modulus g, also referred to as
the ciphertext space size. While a scalar message m € Z, can be naively embedded as a
constant polynomial, a common practice is that one reinterprets the plaintext ring — via CRT
— as many independent slots so that a single plaintext encodes a vector (often thousands of
integers). In this way, homomorphic addition and multiplication over ciphertexts act slot-wise,
achieving the effect of SIMD execution. Meanwhile, automorphisms enable cyclic rotations of
these slots for data movement.

Operations and maintenance. Each ciphertext has two components, namely, [cy, ¢1] € Rfl.
Multiplying two ciphertexts yields a three-component ciphertext (quadratic in the secret).
To keep ciphertexts linear in the secret (and to control noise), BFV applies relinearization, a
key-switch-based procedure that collapses a degree-2 ciphertext back to degree-1. BFV is
typically used without bootstrapping (leveled mode). Therefore, synthesizing a low-MD circuit
implementation allows choosing a modest budget, and careful planning of relinearization and
modulus switching is essential to finish the computation within the chosen budget.

Performance profile. BFV'’s strengths are throughput (thanks to large SIMD batches) and
exact modular arithmetic. The main homomorphic evaluation costs are ciphertext multi-
plications, slot rotations, and the memaory traffic due to large RNS moduli. This makes BFV
attractive for data-parallel workloads (e.g., vector arithmetic) where the circuit’s MD is modest
and data movement is structured.

TFHE

Design goal. TFHE exemplifies the FHE family that prioritizes fast bootstrapping over batch-
ing. Instead of sizing parameters to avoid noise refresh, TFHE embraces frequent refresh and
uses each bootstrap to compute a small function (a gate or LUT) while resetting noise. This
yields sub-100ms bootstraps in optimized software [57], which can be further reduced to as
low as 35us on dedicated hardware accelerators [175], enabling low-latency computation over
binary values or small integers.

Spaces and ciphertext types. TFHE’s ciphertexts live over the torus, T =R/Z (i.e., reals mod-
ulo 1), organized as polynomials modulo an irreducible polynomial. This domain natively sup-
ports linear operations (notably addition and scalar multiplication), but ciphertext—ciphertext
multiplication is not a primitive. To accommodate this, nonlinearity is introduced via boot-
strapping using GSW-style ciphertexts [83] that encrypt (gadgeted) secret-key material: during
bootstrapping, torus ciphertexts are transformed by multiplying them with these encrypted
keys. In the commonly implemented gate-bootstrapped variant, Boolean gates and small LUTs
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are realized by programmable bootstrapping (PBS). We defer the detailed construction of PBS
to Chapter 4, where it is presented alongside our proposed improvements.

Programming model and primitives. The scheme offers efficient MUX gates and general
LUT evaluation inside the bootstrap, so circuits can be described as networks of LUTs with
small fan-in (e.g., two-input logic gates as described by the TFHE library). More advanced
constructions (e.g., weighted finite automata) expand the design space for arithmetic func-
tions, facilitating advanced applications such as private-preserving DNN inference [54]. In
this scheme, since bootstrapping plays both the role of proceeding computation and resetting
noise, performance is largely driven by the number of PBS operations, while per-PBS latency
largely depends on the gate arity.

Summary. Insummary, TFHE forgoes SIMD batching: one gains low latency per bootstrap-
ping but loses massive slot parallelism. As a result, TFHE excels for latency-sensitive, control
logic-heavy workloads, while high-throughput vector workloads may favor leveled schemes
with batching [176].

2.2.3 Garbled Circuits
The GC Protocol

Originally proposed by Andrew Yao for two-party computation (2PC) [190] and later gener-
alized to MPC [18], the garbled circuit (GC) protocol evaluates a Boolean circuit on private
inputs without revealing intermediate values. We sketch the 2PC version (the core of MPC
variants), following the formalization style of [19].

In the protocol, two parties—commonly referred to as the garbler and the evaluator — jointly
compute a Boolean function

f:00,13"—{o,13"™

over their private inputs without revealing them to each other. The function f is represented
as a Boolean circuit composed of logic gates.

Wire labels and garbled tables. At a high level, the garbler assigns two random wire labels
Wy, Wi € {0,1}* to each wire w in the Boolean circuit, where k is the security parameter.
These labels encode the semantic values 0 and 1, respectively. For each gate g with input
wires u and v (assuming gate g has two inputs) and output wire w, the garbler constructs a
garbled truth table consisting of four ciphertexts. For each input assignment (a, b) € {0,1}?, the
garbler computes a ciphertext that encrypts the output label W, where ¢ = g(a, b), under the
keys U, and V},. This is typically realized using symmetric-key encryption as in the original
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X € {Xo, X1} {0, 1}F Enc(H(X,, 11), 2)
x€ol | AND 2 OAU=T L Enc(H(X, Y0), %) | Z
y— Garbling _ EnC(H(Xo, Yl), Z())
fr————— Y
Enc(H(Xo, Yo), Z)
Boolean circuit Garbled circuit

Figure 2.2: From a plain AND gate to its four-row garbled truth table.

construction [190] or, equivalently, via a pseudo-random function [19]. Garbling all gates in
this manner yields a garbled circuit' for f, which the garbler transmits to the evaluator.

A concrete example. Figure 2.2 depicts this transformation for a two-input AND gate. On
the left is the plain Boolean gate with inputs x, y € {0, 1} and output z = x A y. On the right is its
garbled form: a four-row table whose entries are ciphertexts of the appropriate output label Z,
(here ¢ = a A b) under the corresponding input labels X, and Y;,. The horizontal arrow labeled
“garbling” highlights the one-to-one conversion from gate to table, where X € {Xy, X1} < {0, 1},
Y € {Yy, Y1}, and Z € {Zy, Z1} denote the wire labels for the inputs and output. In the full
garbling of a circuit, this conversion is performed gate-by-gate; the resulting network of tables
is exactly isomorphic to the original Boolean circuit.

Input acquisition and evaluation. The evaluator obtains the wire labels corresponding to
its private input via an oblivious transfer protocol and receives the labels for the garbler’s
input directly from the garbler. For any gate g during evaluation, the evaluator therefore
holds exactly one label per input wire, say U, and V},. In tandem with the point-and-permute
technique [18], the evaluator always knows which row of the table to attempt to decrypt. Using
these as decryption keys, the evaluator decrypts exactly one ciphertext in the gate’s garbled
truth table — recovering the output label W, ;). That output label then feeds subsequent
gates as their input label, and the process repeats in topological order. Throughout, the
evaluator manipulates only opaque labels and thus learns nothing about intermediate or
private values beyond the final output.

Output decoding. After evaluating the last gate, the evaluator holds a garbled output label
for each primary output wire. The garbler provides the corresponding decoding information,
enabling the evaluator to map each output label back to its plaintext bit and thereby obtain
[’s cleartext output.

IThroughout this thesis, we use “GC” when referring to the secure computation protocol based on garbled
circuits, and reserve the full term “garbled circuit” for the cryptographic encoding of a Boolean circuit.

34



Preliminaries Chapter 2

System Performance Bottleneck in Garbled Circuit Execution

A GCis a network of encrypted tables; each table entry is a ciphertext that must be commu-
nicated to the evaluator. The garbling cost — the total number of ciphertexts transmitted
(equivalently, the total table size) — dominates overall latency and bandwidth. Large appli-
cations can be communication-bound; e.g., garbling a modest three-layer neural network
already entails on the order of hundreds of megabytes of data [17].

Because the Boolean circuit and its GC are essentially isomorphic (each logic gate < one
encrypted table), there are two orthogonal avenues to reduce garbling cost:

1. Logic-level (representation) optimizations: choose and optimize the circuit represen-
tation to favor gates with low ciphertext footprint under modern garbling schemes.

2. Scheme-level optimizations: improve how individual gates are garbled to shrink per-
gate table sizes.

2.2.4 Advanced Garbling Techniques

Within the two orthogonal axes that we approach reducing the garbling cost of secure compu-
tation along, the contributions in Chapters 6-7 belong to the logic-level-optimization axis: we
propose logic representations and synthesis flows that restructure circuits to be more garbling-
efficient. Crucially, these logic-level methods are designed to be practical — they assume
(and fully exploit) the strongest scheme-level constructions available today. In particular, we
adopt free-XOR [108] for linear gates, garbled row reduction (GRR3) [139] and half-gates [197]
for nonlinear gates, and, where applicable, garbling gadgets for larger symmetric gates [16].
For completeness, and to make clear the baseline our results build upon, we briefly review
these techniques below. Because garbling gadgets are tightly coupled to our reasoning and to
the logic representation we introduce in Chapter 6, we defer the relevant discussion to the
preliminary section of that chapter (Section 6.2.1).

Free-XOR Optimization

The free-XOR technique [108] makes XOR gates in a garbled circuit essentially free — no
ciphertexts to generate, transmit, or decrypt. The garbler samples a secret global offset A €
{0,1}* (kept fixed for the whole circuit) and encodes each wire w using a pair of k-bit labels

W1:W()®A,

where @ is bitwise XOR. With this affine structure, the evaluator can compute the output label
of an XOR gate with a single label XOR:

Waep=Ugz® V).
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Therefore, no garbled table is needed for XOR.

Efficient Garbling of Nonlinear Gates

Nonlinear gates (e.g., AND) dominate GC cost because they require ciphertexts. Two widely
used optimizations — both compatible with free-XOR — are garbled row reduction (GRR3)
and half-gates.

Garbled Row Reduction (GRR3). Yao’s classical garbling uses four ciphertexts for a two-input
gate. GRR3 [139] reduces that to three by fixing one row (typically the (0,0) row) to an all-zero
string that need not be transmitted. Concretely, for a gate g with inputs u, v and output w,
ciphertexts are of the form

Ca,b:Enc(H(Ua’Vb)) Wg(a,b))’ a,bE {Orl};

where H is a key-derivation/hash function and Enc is a symmetric cipher or XOR-pad. The
garbler chooses Wg(,0) so that Coq = {0}, namely, a string of k zero-s. Using point-and-
permute [18], the evaluator identifies the correct row and never needs the omitted ciphertext
— saving one transmission per gate.

Half-Gates. Building on GRR3, the half-gates construction [197] achieves two ciphertexts
per two-input AND, which is optimal under standard assumptions. It uses the identity

anb=(anr)® (an(ber)),

for any bit r. The garbler sets r (e.g., to the select bit of Wp) and reveals p = b&r to the evaluator
via the label’s select bit, which leaks nothing about b. The AND is split into:

¢ Garbler half-gate: computes a A r. Since r is known to the garbler, the computation is
garbled with one ciphertext (via GRR3).
* Evaluator half-gate: computes a A (b @ r). Because the evaluator knows p=b@r, the

computation is also garbled with one ciphertext (again via GRR3).

XORing the two half-gate outputs yields the correct output label for a A b. Combined with
free-XOR for all linear wiring around ANDs, the half-gates + free-XOR toolkit is widely adopted
as the baseline for communication- and compute-efficient GC protocols.

2.3 Benchmark Suites

To assess the performance of the algorithms proposed throughout this thesis, we employ a
diverse set of benchmark suites, each designed to capture different aspects of secure Boolean
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computation. Rather than introducing these suites separately in each technical chapter, we
consolidate their descriptions here to avoid redundancy and to provide a unified reference
point.

Each benchmark suite is introduced with a brief overview of its origin, the types of circuits it
contains, and its relevance to secure computation. All benchmark circuits are first mapped
into the XAG format, which — as discussed in Section 2.1.1 — is a logic representation of
particular interest in cryptographic contexts due to its alignment with the cost models of
many secure computation protocols. For completeness, we also summarize the characteristics
of each benchmark circuit in tabular form, including input/output sizes and multiplicative
complexity (i.e., number of AND gates), which serve as key indicators of cryptographic cost
under various protocols.

It is important to note that not all benchmark suites are used in every technical chapter.
Since each suite is tailored toward a particular class of applications or security settings, we
select benchmarks based on their alignment with the research objective of the corresponding
chapter. For example, benchmarks targeting SMPC are not considered in chapters focused on
FHE (Part ), as the latter targets SOC tasks. Additionally, we prioritize suites for which baseline
or state-of-the-art performance results are available, to enable meaningful comparisons. For
instance, the EPFL benchmark suite, which is general-purpose, is used in our GC evaluations
(Part II) to align with prior work on optimizing garbling cost via MC reduction [152, 172, 171,
118].

All benchmarks considered in this thesis represent combinational Boolean functions, consis-
tent with our focus on optimizing secure computation over Boolean logic.

2.3.1 EPFL Combinational Benchmark Suite

The EPFL Combinational Benchmark Suite was proposed to serve as a comparative standard
for logic synthesis and optimization tools [5]. It comprises originally 23 purely combinational
circuits, partitioned into three categories: arithmetic, random/control, and “MtM” (more-
than-million) circuits. We exclude the three MtM benchmark circuits — as aligned with
prior works’ setting [172, 171, 118] — given their extreme size and intractability for many
secure-computation schemes.

Although the original benchmarks are provided in AIG format, for this thesis, we use their
optimized, known MC-minimal XAG versions, jointly collected from prior works ([152, 172,
171, 118]). Their profiles (after XAG conversion and optimization) are summarized in Table 2.1.
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Benchmark #Inputs #Outputs  MC
Arithmetic

adder 256 129 128
barrel shifter 135 128 832
divider 128 128 5132
log2 32 32 8773
max 512 130 872
multiplier 128 128 7585
sine 24 25 1959
square-root 128 64 5217
square 64 128 4596
Random/Control

round-robin arbiter 256 129 1174
coding-cavlc 10 11 394
ALU control unit 7 26 45
decoder 8 256 328
i2c controller 147 142 557
int to float converter 11 7 85
memory controller 1204 1231 4695
priority encoder 128 8 323
look-ahead XY router 60 30 93
voter 1001 1 4257

Table 2.1: Profile of the EPFL benchmark suite after MC-minimal XAG conversion.

2.3.2 Cryptographic Benchmark Suite

The Cryptographic Benchmark Suite is a subset of the publicly available Bristol-style MPC
circuits? originally dedicated to support SMPC evaluations. It includes hand-crafted, gate-level
implementations of various cryptographic primitives and comparison circuits in a uniform,
textual format compatible with many SMPC frameworks.

For this thesis, we adopt a subset of these circuits focused on symmetric cryptography and inte-
ger comparison, following the evaluation setup used in prior works to ensure fair comparison.
Specifically, we include:

AES: both with and without key expansion,

DES: both with and without key expansion,

* Integer comparison: four versions of 32-bit comparisons, covering signed/unsigned
and strict/non-strict variants (namely, < and <),

Hash functions: MD5, SHA-1, and SHA-256.

2Available at: https:/ /nigelsmart.github.io/MPC-Circuits/
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Benchmark #Inputs  #Outputs MC
AES (KeyExp) 1536 128 5440
AES (No KeyExp) 256 128 6800
DES (KeyExp) 832 64 6915
DES (No KeyExp) 128 64 6833
Comp. 32-bit SLT 64 1 84
Comp. 32-bit SLTEQ 64 1 87
Comp. 32-bit ULT 64 1 84
Comp. 32-bit ULTEQ 64 1 87
MD5 512 128 9367
SHA-1 512 160 11483
SHA-256 521 256 26464

Table 2.2: Profile of the cryptographic benchmark suite after MC-minimal XAG conversion.

To reflect state-of-the-art circuit structures, we use the optimized versions of these circuits
as presented in the works by Testa et al. ([172, 171]) and Liu et al. ([118]), which apply logic
optimizations targeting low MC. Their profiles, including input/output sizes and number of
AND gates, are summarized in Table 2.2.

2.3.3 MPCircuit Benchmark Suite

The MPCircuits Benchmark Suite is a parameterized collection of Boolean circuits for evaluat-
ing SMPC protocols [152]. The circuits target a range of privacy-sensitive, real-world appli-
cations, covering domains such as auctions, statistical analysis, voting, and stable matching.
Unlike fixed-structure benchmarks, the MPCircuits implementation provides parameter-
ized templates, allowing users to instantiate a variety of use cases and scales within each
application class.

In this thesis, we adopt a representative subset of four circuit families — auction, k-nearest-
neighbor (k-NN) search, voting, and stable matching — following the same parameter settings
used in prior work [171] to ensure fair comparisons. The benchmark instances are summarized
below:

¢ Auction circuits (auction_n_b): Each circuit receives 2" bids of b bits each and returns
the maximum bid and the ID of the bidder. We evaluate six parameter pairs: (7, b) €
2,16),(2,32),(3,16),(3,32), (4,16), (4,32).

* k-NN search circuits (knn_comb_k_n): Given a 32-bit reference value and n candidate
values (also 32-bit), the circuit outputs the k values closest to the reference. We adopt:
(k,n) €(1,8),(1,16),(2,8),(2,16),(3,8), (3,16).

* Voting circuits (voting_n_m): Each of the 2" voters casts a vote for one of 2" candidates
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Benchmark #Inputs  #Outputs MC
auction_2_16 64 18 97
auction_2_32 128 34 193
auction_3_16 128 19 232
auction_3_32 256 35 456
auction_4_16 256 20 495
auction_4_32 512 36 975
knn_comb_1_8 288 32 554
knn_comb_1_16 544 32 1162
knn_comb_2_8 288 64 881
knn_comb_2_16 544 64 1919
knn_comb_3_8 288 96 1060
knn_comb_3_16 544 96 2394
voting_1_3 8 1 7
voting_1_4 16 1 15
voting_2_2 8 2 21
voting_2_3 16 2 55
voting 2_4 32 2 104
voting_3_4 48 3 275
stable_matching_4_8 192 24 16001
stable_matching_8_8 384 24 59773

Table 2.3: Profile of the MPCircuit benchmark suite after MC-minimal XAG conversion.
(by submitting an n-bit ID). The circuit outputs the ID of the winning candidate. We
evaluate: (n,m) € (1,3),(1,4),(2,2), (2,3),(2,4), (3,4).

e Stable matching circuits (stable_matching_r_s): Each party in two groups of s mem-
bers provides a preference list over r candidates from the other group, and the circuit
returns a stable matching. We consider: (r, s) € (4,8), (8,8).

Table 2.3 summarizes the structure of each instance.

2.3.4 LOBSTER Benchmark Suite

The LOBSTER Benchmark Suite comprises 25 Boolean circuits curated by Lee et al. [112] to
represent computations that are likely to become recurring components in future FHE appli-
cations. The benchmark collection emphasizes diversity and practical relevance, spanning a
wide range of functional domains that align with secure computation needs.

Specifically, the suite includes:

» FHE-targeted algorithms from application domains such as medical diagnosis, stream
ciphers, pattern search, and sorting, originally gathered from the Cingulata benchmark
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Benchmark #Inputs #Outputs MC

cardio 112 4 109
dsort 48 48 708
msort 48 48 810
isort 48 48 810
bsort 48 48 810
osort 48 48 702
hdo1 32 32 87
hdo2 32 32 76
hd03 16 8 27
hdo4 16 8 75
hd05 64 32 121
hd06 64 32 121
hd07 8 8 17
hd08 8 1 18
hd09 32 32 134
hd10 32 32 35
hdi1 32 32 391
hd12 32 32 116
bar 135 128 3141
cavlc 10 11 655
ctrl 7 26 107
dec 8 256 304
i2c 147 142 1157
int2float 11 7 213
router 60 30 170

Table 2.4: Profile of the LOBSTER benchmark suite.

collection [42];
* Oblivious sorting algorithms from [48];
* Bit-twiddling primitives from the Hacker'’s Delight collection [184];
* Selected circuits from the EPFL benchmark suite [5], included to provide coverage of

general-purpose logic blocks.

Besides their potential as building blocks for FHE workloads, these circuits were selected since
their structural diversity provides a strong foundation for stress-testing synthesis and opti-
mization techniques under cryptography-aware cost models. The structural characteristics of
each circuit are summarized in Table 2.4.
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8] Beyond Depth: Multiplicative Depth
vs. Complexity in Leveled FHE

3.1 Motivation

As reviewed in Chapter 2, fully homomorphic encryption (FHE) enables computation directly
over encrypted data [155], with Gentry’s bootstrapping theorem establishing the first con-
struction capable of arbitrary computation [82]. Despite substantial advances, homomorphic
evaluation remains orders of magnitude slower than plaintext computation. Nevertheless, the
ability to delegate computation without exposing plaintext makes FHE a compelling founda-
tion for privacy-preserving applications, from outsourcing medical analytics [44] to private
neural network inference [69]. Continued acceleration efforts are therefore essential.

Modern FHE broadly divides into leveled schemes (e.g., BGV [35], BFV [81]) and fast-bootstrapping
schemes (e.g., FHEW [75], TFHE [57]). These families rely on fundamentally different con-
structions and thus invite different optimization objectives and techniques. This chapter
focuses on leveled schemes and, specifically, on logic-level optimization of Boolean circuits to
accelerate homomorphic evaluation under BFV/BGV, which support exact computation over
encrypted bits.

Leveled schemes operate over large plaintext/ciphertext moduli and control noise growth
through mechanisms such as modulus switching. With a sufficient noise budget —i.e., a
ciphertext modulus composed of enough prime factors — a circuit can be evaluated without
intermediate bootstrapping [134]. For functional completeness, an FHE scheme must support
both additions and multiplications; in practice, homomorphic multiplication is significantly
more expensive than addition for two reasons:

e its arithmetic is intrinsically more costly, and

* it causes substantially greater noise growth.

Each homomorphic multiplication consumes a level of the noise budget, and the accumulated
noise along a path dictates the required parameter sizes. Consequently, the per-operation
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latency in leveled FHE is closely tied to the multiplicative depth (MD) of the implementing
circuit — the maximum number of sequential homomorphic multiplications along any PI to
PO path. High-MD circuits either require very large parameters or incur bootstrapping, both
of which inflate runtime. Minimizing MD has therefore become a central objective.

This emphasis on MD harmonizes naturally with Boolean modeling. In the binary domain,
addition and multiplication correspond to XOR and AND, respectively; target computations
can thus be represented as XOR-AND-inverter graphs (XAGs) and optimized using logic
synthesis techniques aimed at depth reduction [41, 12, 112]. The appeal is further strengthened
by the alignment between binary plaintext spaces and conventional software abstractions,
which facilitates compilation pipelines that translate high-level programs into Boolean circuits
for secure execution [42].

However, minimizing MD in isolation commonly increases the total number of multiplications,
i.e., the circuit’s multiplicative complexity (MC). Depth reduction techniques often trade a
serial chain of multiplications for many parallel ones, inflating MC even as MD decreases.
Since end-to-end circuit evaluation time in leveled FHE depends jointly on both MD (which
drives parameter sizes and thus the cost of all operations) and MC (which counts the ex-
pensive multiplications actually executed), MD-only optimization can yield circuits that are
theoretically shallow yet practically slower. Existing tools typically address the MD-MC tension
in an ad hoc fashion — e.g., running MD-reduction passes until a heuristic MC threshold is
exceeded — rather than optimizing the two criteria jointly. This reveals a methodological gap.

Contributions. We address this gap by formulating leveled-FHE circuit optimization as a
joint problem over MD and MC, guided by an FHE cost proxy that captures
¢ parameter-growth penalties due to depth, and

e the intrinsic expense of multiplications.
Concretely, we introduce:
1. an exact logic synthesis engine for small-scale Boolean functions that explores the

optimal MD-MC trade-off and returns FHE-cost-optimal realizations;

2. ascalable MC-aware MD minimization algorithm that invokes exact synthesis locally
on critical cuts to optimize large circuits’ FHE cost;

3. anintegrated optimization framwork that composes our pass with the strongest MD-
only reducer from the literature — ESOP balancing [95] — to systematically traverse the
MD-MC design space.

While the precise form of the “FHE cost” remains an open modeling question, we adopt
the empirically supported metric MC x MD?, derived from simplifying the analysis in [64],
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as a practical instantiation; The framework remains agnostic and supports alternative user-
specified models. Under this configuration, our experiments show substantial speedups
in homomorphic evaluation over MD-optimized circuits, with an average improvement of
21.32% and a reduction of circuit optimization time by roughly four orders of magnitude,
compared to the prior learning-and-rewriting approach proposed in [112].

The technical content of this chapter is based on the work published in [192].

3.2 Preliminaries

This section recalls the scheme-level distinctions relevant to this chapter (leveled vs. fast
bootstrapping; Section 3.2.1), introduces the specific Boolean-network notations we use
(Section 3.2.2), and summarizes prior work on accelerating homomorphic function evaluation
via circuit optimization under leveled schemes (cf. Section 3.2.4). We conclude by motivating
MC-aware MD minimization (see the “Significance of MC-Aware MD Minimization” sub-
subsection in Section 3.2.4). General foundations (logic networks, logic synthesis, and the
history of HE constructions) are covered in Chapter 2.

3.2.1 FHE Schemes: Leveled vs. Fast Bootstrapping

FHE schemes are often categorized by how they manage noise during homomorphic mul-
tiplications. Leveled schemes (e.g., BGV, BFV) provision a noise budget so that a circuit of
multiplicative depth (MD) d can be evaluated without refreshing; supporting depth d typically
requires (d+1) modulus “layers” [134], as each multiplication consumes one layer. Once the
budget is exhausted, further multiplications require bootstrapping, which is expensive and
thus avoided whenever possible. The advantage is that, within the budget, all computation
proceeds without bootstrapping; the drawback is that larger d forces larger parameters (keys/-
ciphertexts and polynomial arithmetic), raising the cost of every operation. This trade-off
makes circuit MD a primary driver of performance under leveled schemes and motivates the
optimization focus of this chapter.

Fast-bootstrapping schemes (e.g., FHEW, TFHE) instead refresh noise frequently. Under these
schemes, every gate within an FHE circuit is evaluated by a bootstrapping that both realize
the logic of the gate and resets the noise. Since each refresh acts as a lookup table (LUT)-
like evaluation on encrypted inputs, the bootstrap operation in this category of schemes is
distinguished as programmable bootstrap (PBS) [57]. Consequently, runtime depends chiefly
on the number of bootstraps, not on circuit MD, and complex Boolean functions can be
collapsed into single PBS calls when representable by compact truth tables. Empirically, single
PBS costs are on the order of a few to a few tens of milliseconds and largely independent of
global MD [40]. These differences drive distinct optimization goals: leveled FHE prioritizes
MD reduction (even at modest increases in gate count), whereas fast-bootstrapping schemes
prioritize minimizing PBS invocations [90, 40, 196]. This chapter is devoted to the leveled
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Figure 3.1: An XAG for the four-variable function with truth table #7800. Node MDs appear in
blue; a critical PI—PO path is highlighted in red.

paradigm; fast-bootstrapping and its synthesis implications are treated in Part A, Chapters 4-5.

3.2.2 Multiplicative Depth in Logic Networks

We model a leveled FHE Boolean circuit as a logic network with node set V and edge set E:
PIs I and logic gates G. In the binary plaintext setting, homomorphic addition and multipli-
cation correspond to Boolean XOR and AND, respectively; thus, we use the standard XAG
with two-input XOR/AND gates and optional input negation. We use network and circuit
interchangeably.

Figure 3.1 depicts an XAG for a four-variable function (truth table #7800), with A and &
denoting AND and XOR. Let |I| < i < |I| + |G| index gate steps; each step is x; = xj, o; xj, with
oje{An,®}and 1 < j; < jo < i. Define node-wise multiplicative depth (MD) recursively by

max{o;,0;}, o0; =@,
O'i:{ { 1 ]z} 4 3.1)

max{o;,0j,}+1, oj=A.

PIs have o = 0. The circuit MD is d = max{o;}. Any PI-PO path achieving d is a critical path.
The circuit’s multiplicative complexity (MC) [34] is the number of AND gates

c={i :0;=A}. 3.2)

3.2.3 Circuit Optimization in Leveled FHE Schemes

To evaluate a Boolean function on encrypted data, the target function is compiled to a circuit
compatible with the chosen scheme. Under leveled FHE schemes, three lines of work are
particularly relevant.
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3.2.4 MD Reduction

Early efforts reused depth-optimization in ABC [37] to indirectly reduce MD [42]. Carpov et
al. [41] then introduced algebraic, structure-aware rewrites (e.g., re-association on critical
paths) tailored to MD. The tool LOBSTER [112] combines offline rule learning from training
circuits and online maximal rewriting to minimize MD; despite strong depth results, its
learning and matching stages can be costly.

A technique less publicized in crypto but highly effective for MD is ESOP balancing [95],
originally for T-depth minimization in fault-tolerant quantum computing. Each ESOP cube is
realized as a balanced AND tree; cubes are combined by XORs (which do not increase MD),
yielding low-MD XAGs. ESOP balancing exploits Boolean-specific structure and is therefore
applicable only to Boolean circuits. We will compose with ESOP balancing in our integrated
flow (Section 3.5.2).

Arithmetic Circuit vs. Boolean Circuit

An orthogonal strand focuses on word-level/datapath optimizations. Many applications
leverage arithmetic over large plaintext moduli in BGV/BFV or approximate real arithmetic in
CKKS [52], performing more work per homomorphic operation (e.g., one ciphertext addition
vs. 32 bit-level adders). Appropriate algorithm choices and arithmetic circuit designs can
yield substantial speedups [88, 179]. These high-level optimizations are complementary to
the Boolean gate-level focus of this chapter. In practice, an FHE compiler can apply word-
level transformations first, then invoke the Boolean backend presented here to optimize the
remaining bit-level components.

Automatic Bootstrapping Management

For workloads with large MD (e.g., private neural network inference), selectively bootstrapping
to refresh noise may be beneficial [53]. Deciding where to bootstrap is the automatic boot-
strapping management problem. Due to complexity, most work treats it separately from MD
optimization, typically assuming a pre-set MD bound [114, 142]. In this chapter, we confine
ourselves to leveled circuit design and do not manage bootstrapping.

Because the underlying schemes differ, the “bootstrapping management” addressed in Part A,
Chapters 4-5 is semantically distinct from the leveled setting considered here: in leveled
schemes, bootstrapping serves solely as a noise-refresh operation, whereas in fast-bootstrapping
schemes it additionally evaluates a small function and — crucially for Chapter 5 — can change
the ciphertext space. Consequently, the scheduling problems in those chapters optimize
the placement and number of bootstrapping invocations and space switches, rather than
enforcing a depth budget as in leveled FHE.
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Significance of MC-Aware MD Minimization

Lower MD at the expense of increased MC raises the total count of homomorphic multiplica-
tions, potentially negating depth gains. Effective leveled-FHE optimization must therefore
account for both MD and MC. This poses two challenges:

(1) designing synthesis and optimization techniques that jointly optimize MD and MC, and

(2) formulating a cost model — the FHE cost ' — that captures how depth affects parameter
size and how multiplication counts affect runtime.

The second remains open and may vary by scheme and parameter set [64]; e.g., for BFV,
ciphertext size has been fit by a power law in depth d: [ = 1.2215 - d*°'7® [64], while the
asymptotic bit complexity of homomorphic multiplication aligns with arbitrary-precision
integer multiplication & (nlognloglogn) [12].

For concreteness in evaluation, we adopt MC x MD? as a working FHE cost. Crucially, our
framework is cost-agnostic: users may provide any x (MC(G),MD(G)) for an XAG G. This
flexibility supports both deployment-specific tuning and future research toward sharper cost
models.

The remainder of the chapter develops exact and scalable methods for joint MD-MC optimiza-
tion and integrates them with state-of-the-art MD reduction (ESOP balancing), while Part A,
Chapters 4-5 adapt the cone-identification viewpoint to the TFHE setting.

3.3 FHE-Cost-Optimum Synthesis for Boolean Functions

This section addresses the exact-synthesis problem:

Given a Boolean function with a small number of inputs and a specified FHE cost metric that
depends on both MC and MD, how can we synthesize an exactly FHE-cost-optimal circuit (XAG)
implementation?

We formulate an exact method that is parameterized by target MC and MD and leverages two
abstractions — the AND fence and the abstract XAG — so that cost is driven solely by (MC, MD)
while functional feasibility is decided by Boolean satisfiability (SAT).

n this chapter, “FHE cost” always denotes a leveled-FHE cost model; we drop “leveled” for brevity. TFHE-
specific costs are treated in Chapters 4-5.
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3.3.1 Overview of the Methodology
AND Fence

An XAG’s AND fence compactly summarizes how AND gates populate MD levels [195]. Given
an XAG of MD d, we define the fence as

F =(c1,02,...,C4),

where c; € Z5( counts AND gates whose node-wise MD equals i. As a consequence,
d
MC(ZF)=) ¢; and MD(ZF)=d. (3.3)
i=1

For example, the fence of Figure 3.1 is (1, 1). In what follows, we attribute MC and MD directly
to the fence &. Because the FHE cost used in this chapter depends only on (MC,MD), &
suffices to determine cost — independently of the XOR interconnections.

Abstract XAG

An abstract XAG generalizes an XAG by replacing chains of two-input XORs with flexible XOR
clouds (XOR nodes of arbitrary nonzero fan-in) [163]. A single-input XOR acts as a buffer.

In the original form, an abstract XAG satisfies:

(i) Each AND has two XOR-cloud fan-ins;
(ii) Each XOR-cloud fan-in is either a PI or the output of a lower-logic-level AND;

(iii) Each PO is an XOR cloud.
We enhance MD-awareness with two constraints that make the per-step MD explicit:

(i) Every fan-in to step x; comes from a strictly lower MDlevel, i.e., Vxj € L; UL;>: 0 <0;;
(ii) Atleast one fan-in originates from the immediately preceding MD level, i.e., 3x; € L; 1 U

Lip:0j=0;—1.

With these constraints, the fopology of an abstract XAG is determined by the fence & =
(c1,...,¢4): there are c; steps at MD 1, ¢, at MD 2, and so on, with (i) and (ii) constraining
permissible fan-ins per step.

Each abstract-XAG step consists of a two-input AND fed by two XOR clouds. Hence, the
number of steps equals the MC c. For an n-input function f, step x; (n<i<n+c) is

xi=( @ x)n (B x) 1=i<i, (3.4)

ijLi,l x]'ELiyz
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x5 xﬁg

Lsy ={x1} L5 = {x2}

@@@ @@@

Figure 3.2: Deriving an abstract XAG from an XAG in two steps. (a) The original XAG (repro-
ducing Figure 3.1); (b) topology induced by fence & = (1, 1); (c) fan-in configuration of XOR
clouds matching the original function (explicit lists shown in blue).

and the PO XOR cloud realizes f as a linear form

f=@x, 1=sis=n+c (3.5)

x;€L

Example 3.3.1. Given the XAG in Figure 3.2a with fence & = (1,1), we deduce o5 =1 and 0 =2,
which determines the abstract-XAG topology in Figure 3.2b. By configuring XOR-cloud fan-ins
accordingly, we obtain a functionally equivalent abstract XAG in Figure 3.2c.

The XAG—abstract-XAG conversion above is deterministic; the inverse is not unique because
several XOR-cloud configurations can implement the same function with the same fence. A
canonical XAG can be recovered by decomposing each XOR cloud into two-input XORs; since
(MC,MD) is preserved, any FHE-cost-optimum abstract XAG yields an FHE-cost-optimum
XAG after decomposition. Thus, the search for a cost-optimum XAG reduces to testing abstract-
XAG feasibility for a fence.

Sketch of Methodology

We rely on three observations:

(1) An XAG's FHE cost depends only on its fence & via (MC(&), MD(%)).

(2) For a given function f and fence %, feasibility of an abstract XAG implementing f can be
decided by SAT.

(3) Decomposing an abstract XAG to a concrete XAG preserves (MC,MD) and hence FHE cost.
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We therefore enumerate fences in ascending FHE cost and, for each &, solve a SAT instance.
The first satisfiable instance yields the FHE-cost-optimum abstract XAG (and thus XAG) for f.

3.3.2 SAT Encoding

We encode the feasibility question — “does there exist an abstract XAG with fence & that
realizes f?” —into SAT.

Variables
We use two classes of Boolean variables:

Selection variables.

@ sijk forn<isn+c,1<j<i, and k€ {1,2}, where Sijk =true iff x; is an input to the k-th
XOR cloud of step x; (i.e., xj € L; t).

(i) sjfor1=< j<n+c, wheres;=trueiff x; is an input to the PO XOR cloud (i.e., x; € L).

Function variables. f;;for1<j<n+cand0=<l< 2" —1. Let (by,...,b1)2 be the binary
expansion of . For j < n, fj; = bj encodes Pl values. For j > n, fj; =true indicates that step x;
evaluates to true on the PI assignment (xy,...,X,) = (by,..., by).

Clauses
We enforce correctness, non-emptiness of XOR clouds, and MD-aware fan-in constraints.

Clause 1 (step semantics). For each n<i < n+ cand each [,

i1 i1
fii = (G?(Siﬂ/\sz)) A (G?(Sijz /\fjl))~
j= j=

Clause 2 (PO function). For each [, let f(l) € {0, 1} be the truth-table value of f atindex /. We
require

n+c

F=jA fip.
j:l

(The left-hand side is a constant bit; thus we use ‘=’ rather than ‘<.
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Clause 3 (non-empty XOR clouds).

i—-1 i—1 n+c
Vsin A Vsijz (n<isn+o), and V s
j=1 j=1 j=1

Clause 4 (fan-ins from lower MD levels). For each step x; of MD o7,
sijk=false whenever o;=0;, (n<i<sn+c ke{l,2}).
This enforces constraint (i).

Clause 5 (at least one fan-in from the immediately preceding level). For each step x; of MD o,

Vo (sijvsij)-
1=sj<i
gj=0;—-1

This enforces constraint (ii).

The resulting formula is converted to CNF via Tseitin encoding [173] and solved. A satisfiable
instance certifies the existence of an abstract XAG (with fence %) implementing f.

3.3.3 Identification of AND Fence Candidates

To guarantee optimality, we must consider all fences that could yield a lower FHE cost than

a known reference. Enumerating every Boolean function is infeasible: for n =5 there are 232

functions. We therefore apply affine classification [77] to work with class representatives. Since
affine-equivalent functions share the same MC minimum [172] and, when inputs have equal
MD, preserve MD as well, we can use representatives to bound the search space.

Theorem 3.3.1 (MD preservation under affine equivalence). Let f : {0,1}"* — {0,1} be im-
plemented by an XAG, and suppose all primary inputs have the same MD oy. If g is affine-
equivalent fo f, i.e., there exist an invertible linear map A € B"™*" and vectors u € {0,1}",
v € {0,1} such that

glx)=f(Axou) &,

then, the minimum achievable MD of g equals that of f.

Proof. We first note two facts about XAGs:

(i) XOR gates do not increase MD (they take the maximum of their fan-in MDs), and

(ii) AND gates increase MD by exactly one.
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We denote by MD (/) the minimum MD over all XAGs that implement a Boolean function i
under the given input MD assignment. Throughout, all n inputs are assumed to enter the
circuit at the same MD oy.

(1) MD(g) = MD(f). Start from an MD-optimal XAG for f. Prepend an input linear layer that
computes y = Ax® u using only XORs (and constants), producing the 7 signals y,..., y,. Since
all inputs have MD o and XOR does not increase MD, each y; also has MD oy. Feed y into
the original (nonlinear) part of the f-circuit; this realizes f(Ax ® u). Finally, append a single
XOR with the constant v to obtain g(x). The added linear layers do not increase MD anywhere,
hence the overall MD is the same as that of the original f-circuit. Therefore MD(g) < MD(f).

(2) MD(f) < MD(g). Because A is invertible over B, x= A" (y® u) and f(x) = g(A™ (x® u)) ® v.
Apply the same construction as above but with A™! and u: prepend the XOR-only layer
y= A~ N(x® u), evaluate g on y, then XOR with v. Again, the linear layers do not increase MD,
so any implementation of g with MD d yields an implementation of f with MD at most d.
Hence MD(f) <= MD(g).

Combining (1) and (2) gives MD(f) = MD(g), proving MD preservation under affine equiva-
lence when all inputs share the same initial MD o.

Relation to generators. The standard generators of affine transformations — input permuta-
tions, input/output negations, translations: x; < x; ® x;, and the disjoint translation that XORs
an input directly into the output — are all XOR-only modifications. With equal input MDs,
these generators preserve the per-signal MD at the input to every AND gate, so the maximal
count of AND levels on any PI—-PO path (the circuit MD) is unchanged. O

For n =5, there are 48 affine classes [174], and the MC-minimum XAG per representative is
known [163]. For any 5-variable function f, let (c,,d;) denote the MC and MD of its MC-
minimum implementation (obtained from its representative). Any strictly better FHE-cost
implementation must satisfy

czc, d<d;, c-d*<c-d°.

Given target (c, d), the set of compatible fences is
d
Fe,d)={(c1,...,ca) €28 | Y ci=¢, ca=1},
i=1

i.e., the weak compositions of ¢ into d parts with at least one AND at level d. Enumerating
& (c,d) reduces to a standard integer-partition/composition problem [106]. Considering all
F € F(c,d) for the admissible (c, d) pairs ensures that, if a lower-cost implementation exists,
it will be discovered by our SAT feasibility check.
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Algorithm 3.1: Exact synthesis of an FHE-cost-optimum XAG for a Boolean function
Input: Boolean function f; MC ¢, and MD d, of an MC-minimum XAG for f.
Output: FHE-cost-optimum XAG N* for f.

1 K —cp-d? // current best FHE cost
2 N* — XAG of cost « (the MC-minimum design)

3d<—d,

4 whiled >1do

5 d—d-1 // attempt to reduce depth
6 Cmax — |x/d?] // cost admissibility bound
7 improved — false

8 for ¢ — ¢, to cpax do

9 foreach & € Z (c,d) do

10 ¢ — SATENCODING(f, %)

11 N’ — SATSOLVE(() // returns abstract XAG or NULL
12 if N' #NULL then

13 K —c-d?

14 N* — DECOMPOSEXORCLOUDS(N')

15 improved — true

16 break // move to smaller MD
17 if improved then

18 ‘ break

19 if not improved then

20 ‘ return N* // no feasible fence at MD d; prior N* is optimum

21 return N*

3.3.4 Exact Synthesis Paradigm for Boolean Functions

Algorithm 3.1 synthesizes an FHE-cost-optimum XAG. Starting from the MC-minimum realiza-
tion (cost x = ¢, df), it attempts to reduce depth to d, — 1, enumerating admissible MC values
and fences in ascending cost. Upon finding a feasible abstract XAG at depth d, it updates
the incumbent solution and proceeds to depth d — 1. If no fence at depth d is feasible, the
previously found solution N* is optimal.

A natural alternative is to enumerate fences directly by increasing FHE cost. Empirically,
however, MD-first scheduling avoids a surge of unsatisfiable SAT instances that often occurs
when “jumping” across (c, d) pairs in pure cost order, and Theorem 3.3.2 guarantees no loss of
optimality:

Theorem 3.3.2 (Monotonicity in MD). If no abstract XAG exists for a Boolean function f with
any fence %, of MD d, then no abstract XAG exists for f with any fence %, of MD d — 1.

Proof. We prove the contrapositive. Assume there exists an abstract XAG N, that implements
f with fence %, = (cy,...,c4-1) of MD d — 1. We construct an abstract XAG N; of MD d that
still implements f.
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Let r denote the (unique) PO signal of N». Form N by adding one final step at local MD level
d whose two XOR-cloud fan-ins are both the singleton {r}, i.e., the new step computes

r'=rar=r.
This preserves the overall Boolean function (since r A r = r), increases the depth by exactly
one, and respects the abstract-XAG constraints: each fan-in comes from a strictly lower MD
level and at least one comes from the immediately preceding level. The resulting fence is
F1=(c1,...,¢4-1,1), which has MD d.

Thus, if a realization exists at depth d — 1, a realization also exists at depth d. Taking the
contrapositive, if no abstract XAG exists at MD d, then none exists at MD d — 1. O

3.4 Exact Synthesis for Sub-circuits

While the exact synthesis method of Section 3.3 yields optimum implementations for small
Boolean functions, scalability limits its direct use on larger instances. To produce high-quality
designs for practical networks, we lift the granularity from whole functions to cuts (sub-
circuits): we replace sub-circuits along the critical path by locally optimal implementations,
thereby improving the global circuit.

3.4.1 Effects of Non-zero Input MD

Our global goal is to minimize the (leveled) FHE cost. Locally, we optimize cuts rooted
on the current critical path. For a cut, we prioritize minimizing the MD of its root, while
constraining MC via the admissible fences collected in Section 3.3.3. This is consistent with
MC awareness: we exclude candidates that would drastically inflate local MC; we also avoid
relying on potentially brittle global sharing to “pay back” local MC increases.

Crucially, treating a cut’s local function as a stand-alone Boolean function and applying
Section 3.3 does not generally minimize the root MD of the cut. The reason is that the cut’s
leaves are usually internal nodes with non-zero MDs, not PIs. Thus, the present problem
generalizes Section 3.3: there, all leaves have MD 0.

For an n-leaf cut €, we write its input MD vector as
L =(01,...,03),

where o; is the MD of the i-th leaf. We call £ balanced if all entries are equal, and imbalanced
otherwise. The optimal implementation of a cut depends on £ even when its local function is
fixed, as the example in Figure 3.3 shows.

To analyze this dependence rigorously, we work in the abstract XAG model (cf. Section 3.3.1),
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Figure 3.3: Two XAGs, N; and N, implementing the same four-leaf cut ¢ with local function
#7800 under input MD % = (1,0,0,0). Node MDs are annotated in blue. (a) N; has fence
Z1=(1,1), MC =2, MD = 2; (b) N, has fence %, = (2,1), MC = 3, MD = 2. Although N} is
cheaper as a stand-alone implementation of the Boolean function (lower MC), the root MD
under % is 3 for N; and 2 for N,, making N> locally preferable for this cut.

which preserves (MC,MD). Let € have leaves xi,...,x, with input MDs £ = (04,...,0,).
Consider a c-step abstract XAG with fence & = (cy,...,c4) (so ¢ = ZE cp and MD(%) = d).
Define the local MD 6 (v) of a node v as

0(v) =d — (# AND levels from v to the root),
so the root has 0,40t = d. For each leaf x;, let
Aj =0ro0t —0(x;)

be the maximum number of AND levels on any path from x; to the root (equivalently, the
largest local-depth “distance” used by x;). Then the MD of the root is

Troot = MAX {oi+ A}, (3.6)

with bounds 0 < A; < d. The lower bound corresponds to using x; only at the PO XOR; the
upper bound is realized if x; first appears at local level 1.

Balanced inputs. If £ is balanced, say o; = a for all i, then
Oroot=a+d=a+MD(%F), 3.7)

independent of which leaf is critical. Thus, for balanced £, minimizing the cut’s root MD
under fence & reduces to minimizing d; no per-leaf scheduling is required.

Imbalanced inputs. When % is imbalanced, the identity of the critical leaf depends on how
the leaves are scheduled into local MD levels; see Eq. (3.6). Hence, we must extend the SAT
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encoding of Section 3.3.2 to encode per-leaf availability across local MD levels.

3.4.2 Integrating Scheduling into SAT Encoding

For a fixed fence & of depth d, we associate a scheduling vector
F=(Ay,...., AN €el01,...,d}",

where A; is as in Eq. (3.6). Equivalently, define the availability level
li=d—-A; €1{0,1,...,d},

the smallest local MD at which leaf x; is permitted to feed a step (with /; = 0 meaning “PO
only”). We refine the SAT encoding by forbidding illegal fan-ins: Scheduling clause (per leaf).

Let 7/5 be the set of abstract-XAG steps at local MD ¢ € {1,...,d} (determined by ). For each
leaf x; with availability ¢,

Ve<[lj, VieVy, Vkell,2}:  s;ji =false.
This ensures that x; cannot feed steps below its availability level.
Fixing (%, %) determines the target root MD

Oroot(F, S, L) = mialx{ai + AL

We then iterate SAT instances in increasing o0t until the first satisfiable instance; its abstract-
XAG witness is decomposed to obtain the XAG.

3.4.3 Strategic Selection of Scheduling Solutions

Enumerating all schedules is prohibitive: there are (d + 1)” possibilities for a fence of depth d.
We therefore

(i) choose a promising initial schedule, then

(ii) relax it minimally if infeasible, increasing oot by one each time.

Throughout, assume £ is sortedas o < --- < oy,.

Choosing the Initial Schedule

Intuitively, we would like each leaf to appear as late as possible (large A;), thereby minimizing
Oroot- However, each local MD level must have enough fan-in candidates (leaves or outputs
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Table 3.1: Nonlinear functions realizable by one abstract-XAG step as a function of available
fan-in candidates.

# candidates ‘ 2 3 4 5
# nonlinear functions ‘ 1 9 55 285

from lower levels) to realize the required number of nonlinear functions at that level; otherwise
the SAT instance is trivially infeasible.

Example 3.4.1. Consider a 4-leaf cut with £ =(0,0,0, 1) and fence %, = (2) (two steps at local
MD1). If we schedule only x1, x, to be available at level 1 (i.e., % = (1,1,0,0)), then either both
steps compute x1 A X» or one step degenerates to a linear function over {x,, x,} — effectively
reducing to fence %, = (1), which would have been explored earlier. This instance is therefore
infeasible without solving SAT. Scheduling % = (1,1, 1,0) admits distinct nonlinear choices for
both steps and avoids the trivial reduction.

We estimate the minimum number of distinct nonlinear functions realizable at a level as a
function of the number of candidates, by counting choices for the two XOR-cloud inputs
L;1,Li» (excluding linear cases L;; = L; 2; quotienting by commutativity; and eliminating
subset-redundant pairs [39]). For up to five candidates, the results are reported in Table 3.1.

Armed with this bound, we choose the initial schedule as follows: for each locallevel /=1,...,d,
ensure that the cumulative pool (scheduled leaves for level ¢ plus outputs from levels < /) is
large enough to support the ¢y steps; then schedule any remaining leaves as late as possible
(namely, as soon as possible relative to the current o o) without creating a unique critical path.
This process of selecting the initial schedule for a given fence is summarized as Algorithm 3.2.

Relaxing the Schedule (Next Schedule Candidate)

If the SAT instance for (&,.%) is unsatisfiable, we relax the schedule by allowing leaves to
appear one level earlier (thereby increasing o0t by one). Concretely, if . yields target oo,
the next schedule is

= (min{d, Oroot +1—01},...,min{d, Oroot +1-04}),
unless all entries are already d (in which case no (#,.%) implementation exists). This mirrors

the second phase (lines 13-14) of Algorithm 3.2.

3.4.4 Exact Synthesis Paradigm for Sub-circuits

The procedure first computes the stand-alone optimum for €. f (Section 3.3); if £ is balanced,
Eq. (3.7) ensures optimality and we return. Otherwise, we use its root MD under £ as an
upper bound. For each fence, we derive an initial schedule and the associated target root MD;
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Algorithm 3.2: Selecting an initial schedule for fence &
Input: Fence & = (cy,...,¢4); input MD £ = (01,...,0,) (sorted).
Output: Schedule & = (4;,..., A,); target root MD G got.

1 S<{1,...,n} // indices of unscheduled leaves
2 #cand — 0 // current candidate pool size
3 for/{—1toddo

4 m<—REQUIREDCANDIDATES(Z€:1 ct) // from Table 3.1
5 #need — max{0, m — #cand}

6 if #need > 0 then

// schedule the first #need leaves to be available at level /
7 choose S’ € S with |S'| =#need (smallest indices)
8 foreach j € S' do
9 Aj —d-?
10 S—S\{j}
11 #cand — #cand + 1
12 #cand — #cand + ¢y // outputs from level /

// compute current target root MD from the scheduled prefix
13 J<—{1,...,n}\S
14 Opoor < Maxjer{oj+Aj}
// ASAP for remaining leaves without lowering availability below

PO-only
15 foreach i€ Sdo
16 ‘ A; —min{d, o100t — 0}

17 return (&%, Oroot)

we then iterate over increasing o arget, solving the extended SAT instance for each (&,.%) at
that target. The first satisfiable instance yields the locally optimal implementation; if none is
found below the upper bound, we return the function-optimal design.

Correctness note. Fixafence &% and input MD Z. The extended encoding ensures that a SAT
witness for schedule .# achieves 0ot (F,#, £). Enumerating schedules in increasing oot
therefore returns a solution with minimum root MD if one exists for that fence; minimizing
over fences via the outer loop preserves optimality.

3.4.5 Classifying Exact-Synthesis Queries

Optimizing an entire network triggers many cut-synthesis queries. Many are equivalent and
can reuse results. As in Section 3.3, we use Boolean classification, but under imbalanced %,
affine equivalence need not preserve MD. We therefore adopt NPN classification [87] and
augment it with an input-MD signature so that two queries are identical iff

(i) their local functions share an NPN representative, and
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Algorithm 3.3: Exact synthesis of an MD-minimal implementation for a cut
Input: Cut € with local function €. f and input MD ¥..%; library of admissible fences
lib.
Output: Locally optimal XAG N for €.
N — EXACTSYNTHESISFORFUNCTION(%. f) // Sec. 3.3
if ISBALANCED (¥¢.%) then
‘ return N // Eq. (3.7)
Oroot — COMPUTEROOTMD(N,€.%) // upper bound
foreach & € libdo
| (F.%,F .0r000) — INITIALSCHEDULE(F, 6 .%£)

Otarget <~ mingejipF .Oroot
while 0 14/ger < 0 100 dO
foreach % € libdo
if .0 100t = O arger then

{ — EXTENDEDSATENCODING(G.f, %, F.¥)

N’ — SATSOLVE(()

if N' #NULL then

| return DECOMPOSEXORCLOUDS(N')

(F.S#,F .Or00t) — UPDATESCHEDULE(F, % ..¥)
16 O'target “ Otarget + 1
17 return N // fall back to function-optimal design

© N oo g~ w N~

[ e e =
_ W N = O

—
]

(i) their input-MD signatures match.

We generate signatures in two steps:

Lemma 3.4.1 (Alignment). Let 61,%6» be n-cuts with the same local function and input MDs
£ =(01,...,0p) and £>=(01,...,07). Ifo; — 0, is a constant a for all i, then the two cuts have
identical optimal implementations.

Proof. Fix any fence & of depth d and any schedule # = (Ay,..., A;) €{0,...,d}" (the earliest
local-MD level at which each leaf may be used). For an input-MD vector %, the root MD
realized by (¥,.%) equals

Oroot(F, ;L) = IIBE?E;{UL' + A
IfO';. =o;—aforall i, then
Oroot(F,S; Lo) =max{o; + Aj} =max{o; + A; — a} = 0ot (F, F; L)1) — a.
1 1

Hence, for any two candidate implementations N; and N, (each induced by some (%, %)
and ($2,.%)), the ordering of their root MDs is preserved under the shift from £ to %:

O 100t (N1; 1) = Oro0t (N2; L1) <= Oro0t(N1; L2) < Oroot(N2; L2).
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Therefore, the set of minimizers (optimal implementations) is the same for £ and ¥,. O

Alignment subtracts the minimum element from £.

Lemma 3.4.2 (Dominance). Let 6] be an n-cut with input MD £, = (01,...,0,) (Sorted) and
optimal XAG MD d. If there exists i with o; —0;_1 = d, then the optimal implementation
for 61 is also optimal for any n-cut 6, with the same local function and input MD %> =
,...,0,0i41—0i,...,0,—0}).

Proof. Let d be the minimum root MD achievable for €). Consider any candidate implemen-
tation (fence and schedule), and let A, be the maximum number of AND levels from leaf x,,
to the root (so 0 < A, < d). The root MD under & is

Oroot(&1) = max {o,+ Agl.
l<asn

Step 1 (non-critical prefix). Because 0; —g;-1 = d and A, < d, for every a < i — 1 we have
Oa+As<0;1+d=<o0;.

Hence, leaves 1,...,i — 1 can never exceed the contribution of leaf i (whose term is at least ;).
Therefore,

Oroot(Z1) = Ifllfl?({o'a +Adl.

Intuitively, a sufficiently large gap at position i prevents earlier leaves from becoming critical
in any depth-d implementation.

Step 2 (flatten the prefix). Define a modified input-MD vector
33 = (O'i’---ro-i) Ui+1»-~-y0n)-
\w'—d
1 entries

For any implementation (same A),
Or00t(£3) = max {0, maxtoq + Al} =max(oq + Aa} = Tro0t(£1).

Thus, the ordering of implementations (and hence, the set of optimizers) is identical under £,
and %;.

Step 3 (align to %£»). Observe that %, is obtained from #3 by subtracting the constant o;
from every entry: the first i entries become 0, and the remaining entries become o, — 0. By
Lemma 3.4.1 (Alignment), subtracting a constant from all inputs preserves the order of all
candidate implementations (it shifts all o, + A, by the same constant). Therefore, the set of
optimizers under £5 and %> coincides.
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Algorithm 3.4: Deriving an input-MD signature
Input: Input MD £ = (071,...,0) (sorted); threshold 6.
Output: Signature sig.
1 sig—%Z
// Alignment
2 foreach o € sigdo
3 ‘ o—0-0)
// Dominance (detect first large gap)
4 fori—nto2do
5 ifo;—0;_1 =0 then
6 foreach o € sigdo
7 o —max{0,0 -0}
8
9

break
return sig

Combining the above steps shows that the optimal implementation for ¥ (under %) is also
optimal for 6, (under %»). O

Dominance states that sufficiently large gaps in £ exclude some leaves from any critical path;
those leaves can be treated as if at MD 0.

The threshold 8 depends on the cut size. For 5-cuts, 8 = 3 suffices because admissible fences
have d < 3. Signatures are then used as cache keys together with the NPN representative:

Theorem 3.4.1. Let6),6> be n-cuts with identical NPN representatives and input MDs £, %».
If Algorithm 3.4 yields the same signature for £ and %>, then 6, and 6, share the same
FHE-cost-optimal implementation.

Proof. Immediate from Lemmata 3.4.1 and 3.4.2. O

Summary. We classify queries by

(i) NPN representative of the local function, and

(i) the input-MD signature.

This avoids redundant SAT calls and accelerates the global flow.

3.5 MC-aware MD Optimization

Building on Algorithm 3.3, we develop a scalable MC-aware MD minimization algorithm for
leveled-FHE circuits. We then embed it in a two-stage optimization flow that interleaves our
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Algorithm 3.5: MC-aware MD minimization (critical-path cut rewriting)
Input: XAG N implementing the target function.
Output: Optimized XAG Nopt.

1 Nopt — N
2 cacphe — precomputed optima for small functions (keyed by NPN rep and MD
signature)

3 repeat

4 IT — CRITICALPATH(Nypy) in topological order

5 foreach node n € I do

6 C[n] < ENUMERATECUTS(Nopt, 1) // k-feasible cuts
7 bestCut— NULL, bestLevel — 6(n)

8 foreach ¢ € C[n] do

9 f —local function of ¢; £ — input MDs of €

10 (fr,sig) — NPNCLASSIFY(f, Z); sig<— DERIVESIGNATURE(sig)

11 N — cachel(f;, sig)]

12 if N =NULL then

13 N — EXACTSYNTHESISFORCUT(¥) // Alg. 3.3
14 cachel(f, sig)] — N

15 Onew — LOCALMDAT (N, n; £)

16 if Opew < bestLevel then

17 ‘ bestLevel — Opew, bestCut— €, bestimpl— Neg
18 if bestCut# NULL then

19 | Nopt — REWRITE(bestCut— bestImpl, Nop)

20 until NOCRITICALMDIMPROVEMENT (Nopt)
21 return Nopt

method with ESOP balancing [95], which is the strongest MD-only technique in the literature.
The two methods explore largely orthogonal design spaces: our algorithm minimizes the root
MD of critical cuts subject to MC-aware filters on admissible fences, whereas ESOP balancing
aggressively reduces MD without regard to MC.

3.5.1 Algorithm Overview

High-level flow. Algorithm 3.5 iteratively walks the current critical path in topological order.
For each node n, it enumerates k-feasible cuts rooted at n; for each cut €, it looks up (or
synthesizes) a locally optimal implementation under the current input MDs 4. Among
candidates, it selects the one minimizing the node’s local MD §(n), then rewrites the network
locally. The process repeats until no improvement in the critical-path MD is detected.

MC awareness. MC awareness enters in two complementary ways:

(i) the library of admissible fences (Section 3.3.3) excludes MD-reduction moves that would

65



Chapter 3 Multiplicative Depth vs. Complexity in Leveled FHE

cause disproportionate MC inflation; and

(ii) the exact synthesis for cuts (Algorithm 3.3) prioritizes schedules/fences by target root
MD while respecting the admissible MC bound.

Caching. We cache solutions using two keys:

(i) the cut’s NPN representative function (Section 3.4.5), and
(ii) the input-MD signature (Algorithm 3.4).

This eliminates redundant SAT calls across structurally different but equivalent synthesis
queries.

Correctness note. For afixed node 7z and cut 6, EXACTSYNTHESISFORCUT returns a minimum-
root-MD implementation under the admissible-fence set. Selecting the best € per node
therefore yields a non-increasing sequence of critical-path MD values; termination occurs at a
local optimum with respect to single-cut rewrites.

3.5.2 Leveled FHE Circuit Optimization Flow

ESOP balancing [95] and our MC-aware MD minimization attack MD from different angles.
We therefore alternate them in a multi-start flow with a light exploration policy.

Passes. MCMD denotes Algorithm 3.5. ESOP calls ESOP balancing [95] over a moving
window of cuts (as in Section 3.2.4). The driver alternates passes; if the selected pass fails to
improve the objective, it switches to the other. If neither improves, the round terminates.

Restarts and relaxation. At each restart (except the first), we relax the structure to escape
local minima by rewriting XOR as

a®b=@ADb)V(anb),

and implementing OR via De Morgan:

XVYy=XAY.

This maps each XOR to three ANDs (plus negations), intentionally inflating MC/MD to expose
new local-improvement opportunities for subsequent passes. The best-so-far circuit seeds
the next restart.
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Algorithm 3.6: FHE circuit optimization flow (leveled FHE)
Input: Initial XAG N.
Output: Best XAG Ny found.
Parameter :num_restarts, cost_metric.

1 Npest — N

2 for r — 1 to num_restarts do

3 Newr — (r=1) 2 N : RELAXATION (Npest) // escape local minima
4 while TRUE do

5 n — PICK({MCMD, ESOP}) // MCMD: Alg. 3.5; ESOP: [95]
6 N’ — APPLY(7), Neyr) if cost_metric(N') = cost_metric(N¢y;) then

7 1 — SWITCH(1n)

8 N" — ApPLY(1], Neur)

9 if cost_metric(N") = cost_metric(N;) then

10 ‘ break // no progress by either pass
11 else

12 ‘ Neur — N"
13 else

14 ‘ Neyr — N’
15 if cost_metric(Ncyr) < cost_metric(Npest) then
16 ‘ Npest — Neur

17 return Npegt

Objective. The flow is parameterized by cost_metric. In our experiments we consider both
MD, which is the traditional objective in leveled-FHE circuit optimization, and our leveled
FHE cost used throughout this chapter,

FHE cost= MC x MD?

(we omit “leveled” henceforth for brevity; cf. the sub-subsection on “Significant of MC-Aware
MD Minimization” in Section 3.2.4). Swapping cost_metric lets us quantify the impact of the
objective on end-to-end runtime.

Remarks on complementarity. ESOP balancing can unlock substantial MD reductions but
may increase MC; our pass filters out MC-expensive moves by construction. Interleaving the
two, therefore, exploits both kinds of opportunities: balanced ESOP trees expose low-MD
cones, while MC-aware cut rewriting preserves parameter-friendly MC where it matters for
leveled FHE.

3.6 Experimental Evaluation

We now present an empirical study of our methods, organized in two parts:
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(i) MC-aware MD minimization as a standalone optimization algorithm; and

(ii) afull optimization flow that interleaves MC-aware MD minimization with ESOP balanc-
ing, evaluated under two objectives (MD and leveled FHE cost).

3.6.1 Experimental Setup
Platform. All experiments were run on an Apple M1 Max with 32 GB RAM.

Implementation. MC-aware MD minimization is implemented in C++ atop the mockturtle
logic-network library. The exact-synthesis back end uses bill with glucose [13] as the
SAT solver; both mockturtle and bill are part of the EPFL logic-synthesis libraries [165].
Homomorphic circuit evaluation uses HE1ib [93] with BGV in a binary plaintext space. We
target A = 128-bit security. Within the leveled-FHE setting, parameters are chosen by HE1ib so
that the entire circuit can be evaluated without bootstrapping. To curb ciphertext growth, we
conservatively relinearize after each homomorphic AND.

Baselines. We compare against LOBSTER [112], a state-of-the-art MD-reduction tool, and
against ESOP balancing [95], the strongest MD-only reduction known. Because both ESOP
balancing and our method are cut-based, we set the cut size to k=5 for all runs.

Benchmarks. Following [112], we evaluate the same benchmark suite for a fair comparison. A
detailed introduction to the LOBSTER benchmark suite is available in Section 2.3.4.

3.6.2 Evaluating MC-aware MD Minimization

Table 3.2 reports MC, MD, optimization time (“Opt.”), and homomorphic evaluation time
(“Eval.”). ESOP balancing and MC-aware MD minimization are each iterated to convergence;
the number of passes is recorded (“# iter.”). The fastest homomorphic evaluation per bench-
mark is highlighted in blue.

Optimization time. Because MC-aware MD minimization performs on-the-fly exact syn-
thesis, it is typically slower to optimize than ESOP balancing; nevertheless the overhead is
modest, owing to our SAT encoding, the cut-exact paradigm, and the cache-based query
strategy that prevents redundant SAT calls. We could not time LOBSTER (no source), but [112]
reports ~125 hours of rule learning per benchmark and ~8 hours of rewriting on large cases
(e.g., msort/isort/bsort). Our method is four orders of magnitude faster in optimization
time than LOBSTER.

Quality of the optimized circuits. Of the 25 benchmarks, at least one method improves 21.
Among these, the new best implementations are attributed to LOBSTER (3), ESOP balancing
(8), and MC-aware MD minimization (10). MC-aware MD minimization consistently yields
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Table 3.2: MC-aware MD minimization vs. prior art.

Initial LOBSTER ESOP Balancing MC-aware MD Minimization

Benchmark

MC MD  Eval.[s] MC MD Eval.[s] MC MD #iter. Opt.[s] Eval.[s] MC MD #iter. Opt.[s] Eval[s]
cardio 109 10 14.47 116 8 10.00 120 8 3 0.11 10.37 108 8 3 9.81 9.35
dsort 708 9 59.91 793 8 51.84 948 7 2 0.13 50.49 708 8 2 3.22 45.18
msort 810 45 1964.69 1450 36 1125.30 1569 36 8 0.75 1229.30 774 45 2 0.74 1228.88
isort 810 45 1830.12 1482 36 1069.88 1569 36 8 0.75 122746 774 45 2 0.49 1212.08
bsort 810 45 1900.51 1482 36 1112.19 1569 36 8 0.75 1226.71 774 45 2 0.49 121317
osort 702 25 520.77 1404 20 333.97 1404 20 6 0.47 405.50 638 25 2 0.62 273.56
hdo1 87 6 5.16 87 6 5.52 102 5 2 0.00 3.42 87 6 1 0.27 5.53
hd02 76 6 5.67 76 6 5.24 76 6 1 0.00 5.15 76 6 1 0.27 5.13
hdo3 27 5 1.78 27 5 1.38 30 4 2 0.02 1.45 29 4 2 0.89 1.43
hdo4 75 10 20.79 78 8 9.20 74 7 3 0.05 5.09 63 8 4 9.53 6.03
hd05 121 7 9.15 121 7 8.02 184 6 2 0.01 10.00 121 7 1 0.09 7.95
hdo6 121 7 7.11 121 7 8.00 184 6 2 0.02 10.02 121 7 1 0.06 8.00
hdo7 17 5 4.25 13 3 0.99 19 3 2 0.01 0.51 15 3 3 0.78 0.48
hdo8 18 6 2.03 18 5 1.00 26 4 2 0.01 1.24 16 5 2 0.17 0.94
hd09 134 14 30.42 177 10 20.73 173 10 4 0.06 17.60 134 10 4 8.78 14.78
hd10 35 6 3.54 36 5 1.71 34 5 1 0.01 1.69 32 5 4 1.51 1.66
hdi1 391 18 133.65 391 15 93.54 411 13 2 0.08 79.46 385 14 3 9.74 83.46
hd12 116 16 29.73 116 15 26.53 126 12 3 0.09 20.25 107 13 3 0.76 24.22
bar 3141 12 460.61 3015 11 370.77 2266 8 2 0.15 163.12 1841 9 4 28.85 149.08
cavlc 655 16 144.26 668 10 63.88 713 8 7 0.37 52.67 607 11 7 4289 76.46
ctrl 107 8 9.87 120 5 4.15 107 4 5 0.03 3.97 89 4 5 9.85 3.49
dec 304 3 4.03 304 3 4.08 304 3 1 0.01 4.13 292 3 2 0.32 3.97
i2c 1157 15  311.52 1215 8 93.34 1254 7 9 0.24 71.53 1152 10 6 19.95 109.30
int2float 213 15 56.27 234 8 17.43 240 7 5 0.10 14.14 205 10 5 4.34 21.21
router 170 19 97.48 190 10 30.18 232 9 5 0.13 19.34 186 13 4 1.95 37.28
Total 7627.78 4468.87 4634.61 4542.62
Norm. 1.71 1.00 1.04 1.02

Notes. “Opt.[s]” is optimization time; values <0.005 s are shown as 0.00s. “Eval.[s]” is homomorphic circuit evaluation time in HE1ib.

the lowest MC among the three — by design, it trades MD reductions only when MC remains
controlled — while ESOP balancing typically attains the lowest (or tied) MD compared with
LOBSTER.

When MC-aware MD minimization underperforms. On a few instances where LOBSTER
or ESOP balancing wins, our method may converge in fewer iterations and avoid transient
high-MC regions that could ultimately lead to lower FHE cost. This observation motivates
the hybrid flow in Section 3.5.2: ESOP balancing can aggressively reduce MD without MC
constraints, after which MC-aware MD minimization consolidates gains under an MC-aware
envelop.

3.6.3 Evaluating the Full Optimization Flow

We evaluate the flow of Algorithm 3.6 under two objectives: FHE-cost-oriented (objective
=MC x MD?) and MD-oriented. We run five restarts to balance runtime and search breadth.
For each benchmark we highlight in blue the fastest homomorphic evaluation time across all
configurations (including Table 3.2); ties on MC/MD are all highlighted even if the evaluation
latency differs slightly.

The flow (either objective) delivers the best-known implementations on 17 of the 21 improv-
able benchmarks. Notably, 11 designs were not reachable by any single method (LOBSTER,
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Table 3.3: Effect of the flow’s objective: leveled FHE cost vs. MD.

FHE-cost-oriented MD-oriented

Benchmark

MC MD Opt.[s] Eval[s] MC MD Opt.[s] Eval[s]
cardio 108 8 70.36 9.35 117 8 45.61 10.16
dsort 708 7 26.77 39.42 948 7 38.28 50.50
msort 788 42 53.86 881.38 1391 36 182.86 1180.46
isort 816 42 45.56 915.46 1324 36 88.24 1178.53
bsort 788 42 45.45 880.41 1354 36 107.31 1214.01
osort 750 24 20.54 320.54 1261 20 121.63 394.29
hdO1 102 5 0.14 3.42 102 5 0.22 3.38
hdo02 76 6 3.53 5.13 76 6 1.89 5.15
hd03 30 4 3.88 1.27 30 4 1.46 1.49
hd04 67 7 17.38 4.81 74 7 14.05 5.11
hd05 121 7 7.95 8.08 184 6 5.66 10.03
hd06 121 7 5.18 7.99 184 6 7.06 10.00
hd07 15 3 1.02 0.48 15 3 0.65 0.49
hd08 21 4 0.67 0.92 21 4 0.62 1.12
hd09 155 10 14.84 16.38 150 10 11.46 16.00
hd10 32 5 1.44 1.67 32 5 0.55 1.71
hdi11 423 13 32.12 83.88 410 13 22.90 80.88
hd12 115 12 3.73 19.35 115 12 3.96 19.30
bar 1942 8 127.06 145.10 2710 7 185.75 160.52
cavlc 691 9 122.10 56.19 717 8 85.62 53.05
ctrl 97 4 10.76 3.71 115 3 12.94 2.02
dec 292 3 1.81 3.96 292 3 2.28 3.94
i2c 1252 7 57.85 70.74 1236 8 22.80 91.04
int2float 217 8 32.24 17.24 309 6 10.49 17.10
router 229 9 19.38 19.06 257 9 15.03 22.07
Total 3515.94 4532.35
Norm. 0.79 1.01

Notes. We use five restarts. Total homomorphic circuit evaluation times are
normalized to LOBSTER.

ESOP balancing, or MC-aware MD minimization) alone, underscoring the complementarity
of the passes. Onmsort, isort, and bsort — previously dominated by LOBSTER — our FHE-
cost-oriented flow improves homomorphic evaluation time by 21.68%, 14.43%, and 20.84%,
respectively, versus LOBSTER. Under the MD-oriented setting, the flow also discovers new
lowest-MD designs for bar, ctrl, and int2float.

Impact of the objective. With leveled FHE cost as the objective, the flow attains the best solu-
tions on 15 of the 21 improved benchmarks and reduces total homomorphic evaluation time
by 21.32% relative to LOBSTER; compared to the initial designs, the reduction is 53.91% (more
than 2x speedup). Using MD as the objective yields the best solutions on 7 benchmarks and a
total homomorphic evaluation time slightly worse than LOBSTER. Despite often achieving the
smallest MD, MD-oriented runs can underperform in Eval. due to elevated MC — highlighting
the practical importance of MC-aware objectives in leveled FHE.

3.7 Discussion

This section reflects on the capabilities, limitations, and future potential of the proposed
MC-aware MD-minimization framework for Boolean leveled-FHE circuit synthesis. While
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our method improves homomorphic circuit evaluation by addressing both multiplicative
complexity (MC) and multiplicative depth (MD), it also opens several directions for further
research. We first articulate why joint optimization matters, then discuss extensibility to
arithmetic circuits, and finally outline limitations — most notably in cost modeling — together
with promising avenues for future work.

3.7.1 The Importance of Joint MC-MD Optimization

Our experiments demonstrate that MD-only optimization can degrade homomorphic circuit
evaluation when it inflates MC. This confirms that MC and MD jointly determine leveled-FHE
performance and motivates optimization frameworks that explicitly account for both. The
contribution of this chapter is therefore twofold:

(i) an algorithmic strategy that concurrently reasons about MC and MD at the cut level, and

(ii) a reconfigurable objective interface.

Although we instantiate the objective with the empirically grounded leveled FHE cost MC x
MD?, the optimization infrastructure accepts any user-specified x(MC,MD). This design
allows practitioners to adopt scheme- or implementation-specific objectives and supports
future, data-driven calibration of cost models.

3.7.2 Extension to Arithmetic FHE Circuits

Arithmetic-circuit optimization is especially pertinent in the leveled setting, where schemes
such as BGV/BFV (and CKKS for approximate arithmetic) are widely regarded as more efficient
than fast-bootstrapping schemes when the plaintext modulus or vector width is large. In this
regime, performing word-level operations directly can amortize costs across many bits/slots
and avoid the overheads associated with frequent bootstrapping.

We have conducted preliminary trials toward this goal using e-graphs (equality-saturation) [167]
to systematically apply algebraic rewrites that do not rely on Boolean-specific properties —
e.g., commutativity, associativity, and distributivity — thus operating over rings/fields beyond
B [46]. This machinery is well-suited to arithmetic FHE circuits, where rich algebraic identities
can substantially reduce ciphertext multiplications and improve data layout before low-level
synthesis.

While the present chapter targets Boolean circuits, the methodology admits a natural gen-
eralization to arithmetic datapaths. The exact-synthesis core currently verifies functionality
via SAT over B (Section 3.3.2); for arithmetic circuits, one can replace SAT with satisfiability
modulo theories (SMT) over fixed-size bit-vectors or finite rings/fields, preserving the overall
search structure:

71



Chapter 3 Multiplicative Depth vs. Complexity in Leveled FHE

1. enumerate admissible “AND fences” (generalized to arithmetic multiplicative levels),
2. schedule inputs under level constraints,

3. solve the resulting satisfiability instances to witness feasibility.

In this setting, MC counts ciphertext multiplications and MD tracks multiplicative levels at
word granularity.

In short, although our current implementation does not directly optimize arithmetic FHE
circuits, it provides a principled scaffold that can be extended with SMT-based equivalence,
e-graph—driven algebraic rewriting, and level-aware cost modeling to form a powerful tool for
low-cost arithmetic synthesis in leveled FHE.

3.7.3 Limitations and Directions for Future Work

Level-aware costs. Our experiments suggest that a uniform multiplication cost can be an
oversimplification. In leveled FHE, each multiplication consumes a modulus “layer”; as
depth increases, remaining layers decrease and subsequent multiplications can become
cheaper due to smaller ciphertext moduli and keys. This effect — visible in benchmarks
such asmsort/isort/bsort — indicates that multiplication cost should depend on where
it occurs (its multiplicative level), not only on how many occur in total. Incorporating level-
sensitive costs (e.g., weighting multiplicative layers or learning a per-level cost profile from
measurements) is a compelling next step.

Operations beyond XOR/AND. Our Boolean model intentionally abstracts away operations
such as rotations, key switching, and relinearization scheduling (beyond the conservative rule
used here), which can materially affect runtime in application compilers. Integrating such
costs into the cost model x (), or augmenting the fence/schedule space to include them, could
further tighten the link between the objective and homomorphic circuit evaluation.

Scalability and search. Exact cut synthesis is effective because it reuses solutions via NPN
classification and MD-signatures, but further scalability gains are possible: larger cut sizes
with incremental SAT/SMT; proof logging to cache UNSAT cores across related queries; and
parallel cut solving. These engineering directions are orthogonal to the algorithmic core.

In summary, this chapter introduces, to our knowledge, the first framework that jointly opti-
mizes MC and MD for leveled-FHE circuit synthesis. Beyond advancing the state of the art in
homomorphic circuit evaluation, the approach contributes a general, pluggable optimization
substrate on which richer, level-aware and operation-aware cost models can be deployed as
they mature.
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Technology Mapping for TFHE: Gate-
Set Design and Multi-Value PBS

4.1 Motivation

From depth-driven to bootstrap-driven optimization. Chapter 3 showed that, in leveled
schemes, homomorphic cost is governed by multiplicative depth (MD) together with the
number of multiplications (MC), motivating MC-MD co-optimization. In fast-bootstrapping
schemes such as TFHE [57], the performance determinant shifts: each Boolean gate triggers a
programmable bootstrapping (PBS), which both evaluates a function and refreshes noise. As a
result, homomorphic circuit evaluation correlates primarily with the number of PBS operations,
rather than with MD. This chapter, therefore, targets a synthesis objective orthogonal to
Chapter 3: minimize PBS operations, under a TFHE-native cost model.

Gaps in current compiler practice. In recent years, we have witnessed many remarkable
TFHE compilers that translate Boolean functions, described in high-level programs such
as hardware description language (HDL) as adopted by Cingulata [42], Romeo [89], or C++
as adopted by Google’s Transpiler [86], into homomorphic Boolean circuits, with each
gate bound to certain homomorphic computation implemented in the TFHE! library. These
compilers enable non-experts to develop secure and efficient FHE applications, significantly
facilitating the transition of recent developments in FHE schemes from theory to practice.
However, we observe that the exploration of circuit optimization — an essential task in a
compilation process that strongly affects the resulting homomorphic evaluation efficiency —
remains insufficient in these compiler designs.

The evaluation of each homomorphic Boolean gate involves performing a PBS operation,
the most computationally intensive task in TFHE. Consequently, the efficiency of homomor-
phically evaluating a Boolean function is closely correlated with the gate count of the circuit
design. This correlation frames TFHE circuit 2 synthesis as a general area-oriented Boolean
circuit synthesis problem. It motivates existing TFHE compilers to rely on off-the-shelf elec-

1o avoid confusion, we distinguish between the TFHE scheme and the TFHE library using different fonts.
2In this chapter, we use “TFHE circuit” and “homomorphic Boolean circuit” interchangeably.
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tronic design automation (EDA) tools, originally developed for hardware circuit synthesis, to
achieve compact TFHE circuit designs. For instance, Romeo leverages the open-source tech-
nology mapper Yosys [186] to map HDL designs to two-input Boolean gates and three-input
multiplexers supported by the TFHE library [89]. A similar methodology is also adopted by
Transpiler [86]. However, this method has two major limitations:

(i) Gate-set myopia. It is constrained by the gate set supported by the original TFHE library.
Existing literature indicates that larger fan-in Boolean gates can also be exploited to
deliver more compact homomorphic Boolean circuit designs [31, 123], yet effectively
exploiting them remains an open problem.

(i) Insufficient exploitation of emerging cryptographic techniques. Specifically, the multi-
value PBS technique [43] suggests that, for multiple Boolean gates with the same supports
(i.e., inputs), their homomorphic evaluation can share a single FBS operation. From a
circuit synthesis perspective, this implies that the cost of a multi-output Boolean gate
can be close to that of a single-output gate, presenting an opportunity to synthesize
higher-performance TFHE circuits. However, this opportunity has not been thoroughly
investigated by existing TFHE compiler designs.

Problem statement. Given an arbitrary Boolean function, synthesize a TFHE circuit that:

(1) selects an appropriate library of TFHE-realizable gates,

(2) maps the network to minimize the number of PBS operations (proxy for homomorphic
cost), and

(3) coalesces gates with identical supports to exploit multi-value PBS.

Unlike the leveled setting, MD is immaterial here (noise is refreshed per PBS); the core chal-
lenge is to reduce and share PBS operations.

This chapter seeks to address the aforementioned limitations. We approach the TFHE circuit
synthesis problem as a technology mapping issue. The approach is not limited to a subset
of functions and applies to any Boolean function. To that end, we first analyze the intrin-
sic properties of large-fan-in Boolean gates to design a suitable gate set for homomorphic
Boolean circuit synthesis (Section 4.3.1). We then customize a multi-value-FBS-aware and
area-oriented mapping algorithm to maximally enhance circuit quality and ultimately reduce
the computational overhead of homomorphic evaluation (Sections 4.3.2-4.4).

Scope and positioning. This chapter operates in the single-ciphertext-space TFHE regime,
exploiting TFHE-native expressiveness — i.e., the size/complexity of a Boolean function realiz-
able by a single PBS — to minimize the number of PBS invocations. Chapter 5 generalizes this
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to dual-ciphertext-space designs that strategically switch spaces to leverage complementary
properties and further improve homomorphic evaluation efficiency. Together, these two chap-
ters constitute the TFHE strand of Part A and complement the leveled-scheme optimization
developed in Chapter 3.

Approach preview. In this chapter, we propose casting TFHE circuit synthesis as technol-
ogy mapping. First, we analyze and build a TFHE-relevant gate library that captures the
cost/benefit of large-fan-in functions under PBS (Section 4.3.1). Second, we develop a multi-
value-PBS-aware, area-oriented mapper that

(i) prioritizes gates that share support (Section 4.3.2), and

(ii) identifies and coalesces them to multi-output gates, to facilitate multi-value-PBS-based
evaluation (Section 4.4).

This design is function-complete (handles arbitrary Boolean functions) and compiler-friendly:
it can serve as a specialized back end beneath existing front ends.

Outcomes. As demonstrated in Section 4.5, this TFHE-native mapping reduces synthesis
time and, more importantly, lowers homomorphic evaluation cost by reducing and sharing
PBS operations — achieving substantial speedups over prior TFHE compilation flows — while
remaining broadly applicable to fast-bootstrapping schemes beyond TFHE.

This chapter builds upon the results originally presented in [196].

4.2 Preliminaries

This section reviews the facets most relevant to TFHE-based synthesis. We briefly position
modern FHE families (Section 4.2.1), summarize TFHE and its PBS primitive (Sections 4.2.2),
recall the homomorphic Boolean gate notions used by our design (Sections 4.2.3), and survey
related work in TFHE-oriented synthesis (Section 4.2.4).

4.2.1 Fully Homomorphic Encryption

FHE enables computation over encrypted data without decryption. Modern schemes split
into two mainstream branches:

Leveled schemes (e.g., BGV [35] and BFV [81]) support a bounded number of homomorphic
multiplications by choosing parameters large enough to accommodate a target multiplicative
depth. Bootstrapping is optional and typically expensive; see Chapter 3.
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Fast-bootstrapping schemes refresh noise frequently. The bootstrapping operation in these
schemes is realized significantly differently from leveled schemes and is commonly referred
to as programmable bootstrapping (PBS). A PBS operation not only refreshes ciphertexts
but also evaluates an operation simultaneously. The most recent advancement in the fast-
bootstrapping branch is the forus FHE (TFHE) scheme [57], a successor of the GSW scheme [83]
and the FHEW scheme [75], which provides efficient evaluation of Boolean functions.

4.2.2 Torus FHE

TFHE is a state-of-the-art FHE scheme optimized for fast and efficient evaluation of Boolean
functions. TFHE achieves this through an innovative bootstrapping mechanism that maintains
low noise levels and high performance. Messages are encrypted as LWE samples or ciphertexts,
one message per sample. With the plaintext space size denoted as p, the LWE encryption of
message m € Z, is a tuple (d, b) such that b— G- §'= m%.

Programmable Bootstrapping

The bootstrapping operation in fast-bootstrapping schemes, often called programmable
bootstrapping (PBS), evaluates any function F: Z,, — Z,, while refreshing noise. Conceptually,
the procedure can be split into four steps:

1. Phase discretization and group embedding. Given an input LWE ciphertext ¢ = (@, b), the
coefficients are rounded (or modulus-switched) to Z,x. We use a cyclic multiplicative
group ¢ = Z, to represent these residues, realized as the powers of X in the quotient
ring modulo the power-of-two cyclotomic polynomial:

G = {X* mod (XN +1) | ke Zon}.

2. Linear combination. We homomorphically evaluate the linear part of LWE decryption
to obtain an RLWE encryption of X%, where the discretized phase

(pzb—ﬁ'§€ZZN.

This is achieved using the bootstrapping key (i.e., GSW encryptions of {X*};). The result
is the accumulator

ACC= EnCRLWE(X(p) €Y.

3. Blind rotation. We multiply the accumulator by a test polynomial (test vector) TV that
encodes a function G: Zyy — Z,,. We take
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where r, is the rounding map that recovers the (noise-free) message m = r,(¢) from the
noisy phase, and F : Z,, — Z, is the desired payload function. The product TV -ACC
implements this lookup homomorphically — thus commonly referred to as the blind
rotation step — and produces an RLWE encryption of G(¢) = F(w).

4. Sample extraction. Finally, we extract an LWE ciphertext from the RLWE ciphertext
TV -ACC, yielding an LWE encryption of F(w) (equivalently, G(¢)).

4.2.3 Homomorphic Logic Gate Evaluation via PBS

To evaluate f via a PBS operation, we first map each input pattern b = (by,..., b,) € B" to an
index in a small plaintext ring by means of a projection (indexing) function (Step 2)

O:B"—Z,.

Operationally, given LWE encryptions of the bits b;, the index ¢(B) is formed homomorphically
by a weighted linear combination:

lin. comb.

Encuye(b1), ..., Encye(bn) = Encree (X7, wi-b; mod p) = Encrye(¢(B)), (4.1)

where w; € Z, are compiler-chosen weights. The subsequent blind rotation interprets this
encrypted index as a rotation exponent and steers the accumulator accordingly.

To return the correct gate output from the encrypted index, we encode a look-up table (LUT)
F:7Z,— Bso that, for all input patterns,

Fbr,....,bp) = F(p(by,..., b))

This correctness relation ensures that querying the LUT at the (encrypted) index produced by
¢, yielding an LWE encryption of the desired output bit.

LUT Construction in the Negacyclic Ring

The LUT F is embedded in the degree-N ring T[X]/(X N 1 1), where T is the discretized torus.
Because XV = —1 in this quotient, the ring is negacyclic and admits 2N coefficient slots
arranged in pairs related by negation. In practice, we choose p so that p | 2N, and we replicate
each LUT entry across %V equally spaced coefficients to
(i) align with the blind-rotation orbits, and
(ii) distribute noise uniformly.

Negacyclicity imposes a symmetry: entries in the second half of the ring are determined (up
to sign) by those in the first half. Writing indices modulo 2N and letting the freely chosen half
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F@2)=f0,10=0 F1)=fQ1,00=0

F@)=fQ,1=1 F(0)=f(0,00=0

Figure 4.1: Naive LUT encoding for a two-input AND gate using ¢(by, b2) = by + 2b, with
plaintext space Zg (p = 8) and polynomial degree N = 16. Colored segments show distinct LUT
entries; each pair of freely assigned and negacyclically determined (negated) entries shares a
color. Because ¢ ranges only over {0, 1,2, 3}, all queried locations lie in the freely assignable
half of the ring. Unqueried locations are “don’t-care” for correctness.

beO,..., g — 1, one must satisfy

__ _p p _
F(w)=-F(w-25) forallwe{z,...,p 1}, 4.2)
Thus, only p/2 LUT values are independent (namely, not subject to the replication effect). The
blind rotation lands on the coefficient block corresponding to the encrypted index (Step 3),
and the associated value is then extracted from the test vector (Step 4).

Naive (Uncompressed) Indexing

When no truth table compression is applied, a natural choice is the radix-2 map

n .
dy,...,by) =) 27 b, €2y, (4.3)
i=1
which assigns a unique index to each input pattern. This requires p = 2" (and p is typically a
power of two with p | 2N) so that all patterns are addressable.

Figure 4.1 illustrates this placement for a two-input AND gate with ¢(b1, b)) = by +2b, in
Zg. With N =16, each LUT entry is replicated across %V =4 coefficients at equal angular
spacing. Since the maximum index produced by ¢ is 3, all accesses fall within the first (freely
encodable) half of the ring; the negacyclic counterparts are fixed by sign, and the remaining
indices are never queried during evaluation and may be treated as don’t-care values. This
explicit embedding ties directly to the four-step PBS procedure above: the linear combination
produces the encrypted index, the blind rotation aligns the accumulator to the correct block,
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and the test polynomial effects the lookup before sample extraction.

Multi-Value Programmable Bootstrapping

Multi-value programmable bootstrapping (MV-PBS) is a key optimization that significantly
improves throughput by evaluating several functions on the same encrypted input within
a single PBS pass [43]. Concretely, suppose one wishes to compute an n-input, m-output
Boolean operator f : B" — B™, whose m coordinate functions share the same inputs and
the same projection weights (cf. Eq. (4.1) and the sub-section on “LUT construction in the
negacyclic ring”). In the standard approach, one would invoke PBS m times — once per
output. In the multi-value variant, the most expensive component of PBS, the blind rotation,
is executed once and its result (the accumulator) is reused to derive all m outputs.

At a high level, this reuse is enabled by factoring the per-output test polynomials into a
common factor and a small, output-specific factor. The common factor drives a single blind
rotation, yielding a shared accumulator ACC that encodes the appropriately rotated state for
the encrypted index. Each output is then produced by multiplying ACC by its output-specific
factor, followed by sample extraction. Because these final multiplications are substantially
less costly than additional blind rotations, the total cost becomes dominated by the single
rotation, and the marginal cost per extra output is small.

Careful selection of low-norm test polynomials together with optimized polynomial arithmetic
keeps noise growth under control, preserving decryption correctness. Benchmarks in [43]
report ~ 1.6s to evaluate a six-input, m-output Boolean gate (for large m), with runtime nearly
independent of m, thanks to blind-rotation amortization. While results for smaller fan-in were
not reported, the cost model suggests a super-linear speedup as fan-in decreases, since ring
dimension and test-polynomial degrees can be reduced accordingly.

4.2.4 Related Works

We review prior work along two orthogonal axes that motivate our synthesis formulations:
support for large-fan-in Boolean gates, and multi-output-aware mapping that exploits MV-
PBS.

Large-fan-in Boolean gates

When a Boolean computation is evaluated homomorphically under TFHE, each gate typically
triggers a PBS; hence, reducing the gate count directly reduces the number of PBS operations.
From a circuit synthesis viewpoint, TFHE circuit construction can be framed as area-oriented
logic synthesis with unit gate cost, and technology mapping is used to target a specific gate
library. Existing compilers such as Romeo [89] and Google’s Transpiler [86] leverage general-
purpose tools (e.g., Yosys [186]) to map to the gate set implemented by the TFHE library, which
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consists of two-input gates and three-input multiplexers).

However, several studies indicate that some larger cells (e.g., full adders [123]) can be evaluated
homomorphically with cost comparable to the small gates provided by the library, enabling
more compact designs. This motivates expanding the target set beyond the default library.
Two strategies have emerged:

1. Fixed, limited extensions. One augments the TFHE gate set with a small number of larger
gates (e.g., only full adders [133]) and then applies standard technology mapping. This
approach is simple but under-exploits the design space due to the narrow extension.

2. Local compounding of small gates. Starting from a two-input network, one locally
compounds chains of small gates into larger ones and validates the compound on the fly.
Greedy compounding (as in [90]) maximizes local use of large gates but lacks a global
objective and can miss globally compact solutions; [40] mitigates this by deferring some
decisions (keeping several local candidates), yet the approach remains inherently local.
These observations suggest that global technology mapping is a more principled way to
exploit large-fan-in expressiveness in TFHE.

Multi-Output Boolean Gates

MV-PBS (cf. the sub-subsection on “multi-value programmable bootstrapping” in Section 4.2.3)
adds a powerful dimension: the cost of an n-input, m-output gate can be close to that of the
corresponding single-output gate, provided all outputs use the same input set and projection
weights. This strongly favors multi-output mapping when such structure is present.

Existing work has only scratched the surface of this topic. To the best of our knowledge, current
compilers exploit MV-PBS via a post-synthesis merging pass that scans a mapped netlist and
groups eligible single-output gates into multi-output ones whenever possible [133, 90]. While
beneficial, this after-the-fact merging is agnostic to upstream structural choices that could
create substantially more (or better aligned) sharing opportunities.

Directly transplanting hardware-centric algorithms is also limiting, because near-unit-cost
multi-output cells are rare in silicon flows. The closest analogues — dual-output LUTs for
field programmable gate arrays (FPGAs) [180] and multi-output standard cells such as half/full
adders [168] — support at most two outputs and do not capture the TFHE setting where the
amortization improves with larger m. In contrast, our TFHE context routinely benefits from
3-5 outputs per gate (and potentially more), which calls for mapping algorithms that plan for
multi-output structure, rather than opportunistically merging at the end. This gap motivates
the multi-output-aware technology mapping and cost models developed in this chapter.

80



Technology Mapping for TFHE Chapter 4

4.3 TFHE Circuit Synthesis via Technology Mapping

Logic gates implementing selected Boolean functions — with fan-in possibly larger than two —
can be used to synthesize TFHE circuits under standard security parameters. By packing more
logic into a single gate invocation, larger-fan-in cells reduce the number of PBS operations and
yield more compact netlists, thereby improving homomorphic circuit evaluation efficiency
without compromising security.

This section addresses two questions:

1. Which larger-fan-in gates are admissible in the TFHE setting (Section 4.3.1)?

2. How can we map arbitrary logic to such a gate set while minimizing gate count (Sec-
tion 4.3.2)?

4.3.1 Homomorphic Gate Set

In TFHE, a gate’s truth table is encoded into the 5 “slots” of a test polynomial used by PBS (cf.
the sub-subsection on “programmable bootstrapping” in Section 4.2.2). For an n-input gate,
the truth table has 2" entries. Note that once the scheme parameters are fixed, the plaintext
space Z, is fixed. Thus, with the naive encoding in Eq. 4.3, an n-input gate is admissible only
if the scheme parameters are configured in a way that the plaintext size p = 2"**!, in order to
fit the 2"-entry table into the g encoded entries. Otherwise, to improve the homomorphic
evaluation efficiency by choosing a smaller p and facilitating relaxing the parameter selection,
it is necessary to compress the table entries.

Compression identifies multiple input patterns with a single encoded slot. In TFHE, this is
enabled by two mechanisms:

(i) atailored projection (weighting, Eq (4.1)) ¢(b) =Y ; w; - b; mod p so that many patterns
sharing the same output collapse to the same index; and

(ii) the negacyclic constraint of the ring encoding (cf. the sub-subsection on “LUT construc-
tion in the negacyclic ring” in Section 4.2.3), which halves the degrees of freedom by
relating the second half of indices to the first.

Below, we characterize admissible three-input gates for the common setting p = 8, rather than
the original requirement that p = 16 (23*1), and use this to define a practical TFHE gate library.

Symmetric Gates

If a gate is symmetric (its output depends only on the Hamming weight of the input), assigning
equal weights to all inputs collapses the 2" entries onto at most z + 1 distinct indices — the
possible Hamming weights. For n =3 and p = 8, this fits comfortably.
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m=Y3 2" -by) | (b, by, b3} F(w)
0 {0,0,0} f(0,0,0)
1 {1,0,0} f(1,0,0) {b1, by, bs} F(w)
2 {0,1,00 | £(0,1,0) = f(1,0,0) {0,0,0} £(0,0,0)
3 {1,1,0} £1,1,0 {1,0,04, {0,1,04, {0,0,1} | f(1,0,0)
4 {0,0,1} f(0,0,1)=£(1,0,0) {1,1,0}, {1,0,1}, {0,1,1} | f(1,1,0)
5 {1,0,1} f1,0,1)=f(1,1,0) {1,1,1} f@,1,1)
6 0,1,1} | f(0,1,1)=f(1,1,0) ¢
7 1,11} fL,LD Correspondence between F(w) and f (b)

(unit weighting / Hamming-weight projection).
Correspondence between F(w) and f(b)
(default radix-2 weighting).

Figure 4.2: Compression for three-input symmetric gates. Left — default radix-2 weights
yield a distinct index per input pattern. Right — unit weights (¢p =Y _; x;) collapse inputs by
Hamming weight, reducing the LUT to four indices. Arrows indicate many-to-one projection
from the uncompressed to the compressed table.

Projection choice. For symmetric gates we use unit weights; the PBS index is

n-1
Qbsym(bo,---;bn—l) = Z bl;
i=0

so that inputs with the same Hamming weight collide to the same ¢ and their truth-table
entries are compressed. Moreover, using unit weights keeps the largest index small, which
helps maintain low noise growth in PBS.

Conclusion. All three-input symmetric gates are admissible under p = 8 with a uniform
weighting.

Negacyclic Gates

Because the test polynomial lives in the negacyclic ring T[X]/(X" + 1), indices in the second
half are tied to those in the first by X"V = —1. Due to the negacyclic property, if 3k € [2*71..2")
suchthatVie [k.2"): fi== f,-_ks, then, only the first k entries must be encoded; the remaining
entries are determined by negacyclic symmetry. For n = 3, admissibility under p =4 requires
k=2""1=4, e, the second half of the table is the bitwise negation of the first.

Definition 4.3.1 (Negacyclic Boolean function). A Boolean function f :B" — B is negacyclic
(with respect to some variable ordering) if, when the truth table is ordered by a most significant
bit (MSB) variable x4, the cofactors satisfy

[lxg=1= _‘(f|xa:0)'

Theorem 4.3.1. A function f : B" — B is negacyclic iff there exist an index « € {0,...,n— 1} and

“«_»

3In the binary message-space setting we study here, logical negation - and additive negation on the torus

coincide at the level of decoded bits, so we use them interchangeably.
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@=%7,2""-by) | (b1, by, b3} | F(w)
0 {0,0,0} £(0,0,0)
1 {1,0,0} £(1,0,0)
2 {0,1,0} £(0,1,0)
3 1,1,0 f1,1,0)
4 {0,0,1} f(0,0,1)==£(0,0,0)
5 {1,0,1} f1,0,1)=7£(1,0,0)
6 {0,1,1} f(0,1,1)==£(0,1,0)
7 {1,1,1} f,1,1)=2f(1,1,0)

Figure 4.3: Compression for three-input negacyclic gates under the radix-2 projection
(Eq. (4.3)) with the disjoint input assigned as MSB. The first half of the table (shaded) is
freely chosen; the second half is fixed by negacyclicity, F(w + 2" = _F(w) (logical ), so only
2"~1 entries need to be encoded.

a function g : B"~! — B independent of x,, such that

f0) =xq®g(x\a).

Proof. (=) Let x4 be the MSB witnessing negacyclicity; by Shannon expansion,
f=&a A )V (xg A fo),

with fi = flx,=1 and fo = flx,=0. Since fi = f and fp is independent of x,, we get
f=&a A fo) V(Oxg A fo) =X @ fp.

(<) If f = xo ® g with g independent of x4, then fly,-1 = g = (flx,=0), i-€., the top half of the
table negates the bottom half when ordered by x, as the MSB. O

Projection choice. For negacyclic gates we reuse the radix-2 assignment from Eq. (4.3),

n .
(pneg(bl,...,bn) = Zzl_l -b;,

i=1

with the disjoint variable placed as the MSB, ensuring the truth table is negacyclic under this
indexing.

Theorem 4.3.2. Negating any subset of inputs and/or the output of a negacyclic function
preserves negacyclicity.

Proof. If f = x, & g with g independent of x,, then for any subset S of variables, define v to
flip those bits. The composition f o vg retains the cofactor relation

(fov8)lxa=1 = ((foVS)lx,=0),
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since v applies identically to both cofactors, and output negation (if applied) only swaps g
and —g. O

Conclusion. Under p =8, all three-input negacyclic gates are admissible, with the “disjoint”
input variable (the x, in Theorem 4.3.1) assigned the largest projection weight 4 (2371), so that
the truth table splits into two negated halves. By Theorem 4.3.2, input/output negations need
not be enumerated separately during matching.

Gate Set Summary

For the common setting p = 8, we adopt as the target TFHE library:

(i) all two-input gates;
(i) all three-input symmetric gates (optionally with one input negated); and

(iii) all three-input negacyclic gates (input/output polarities are implicit via Theorem 4.3.2).

4.3.2 Area-Oriented Technology Mapping

We represent the subject network as an XOR-AND-inverter graph (XAG), in which each node
is either a two-input XOR or a two-input AND, and edge attributes record optional inversion.
This is a natural choice for TFHE: any two-input gate is allowed, so every two-variable Boolean
function can be a single XAG node.

Mapping transforms the XAG into a TFHE circuit over the gate set from Section 4.3.1. The flow
has two phases:

1. Matching. Enumerate feasible cuts (up to size k = 3) at each node; for each cut, Boolean-
match its local function against the admissible gate templates (with the appropriate
projection/weighting to meet the g-slot limit).

2. Selection. Choose one matched cut (one gate) per node to cover the subject graph,
optimizing a gate-count objective (area).

Matching

We perform standard k-feasible cut enumeration (k = 3) [63]. Each cut represents a candidate
implementation of its root via a single gate applied to leaves at lower topological levels.
Boolean matching filters the candidates: for each cut, we check membership in the admissible
families (two-input, three-input symmetric, three-input negacyclic), under a legal projection
¢ that compresses the truth table to < g slots (cf. the sub-subsection on “programmable
bootstrapping” in Section 4.2.2).
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Algorithm 4.1: One selection pass in technology mapping
Input: Subject graph G; cost estimator est_cost.
Output: G with a representative cut selected at each node.
1 foreach node n € G in topological order do
n.cost < +oo; n.rep — L
foreach matched cut c rooted at n do
c.cost — est_cost(G, c¢)
if c.cost < n.cost then
1.C0St — C.COSt
n.rep—c

©® g o o W N

return G

Handling polarities. To increase match coverage without unnecessary duplication:

(i) we include three-input symmetric gates with one input negated in the library. This cap-
tures all useful input-polarity cases for symmetric functions because:

(a) output negation preserves symmetry; and

(b) negating n’ inputs is equivalent to negating the remaining n — n’ inputs and the
output, so enumerating more than one negated input is redundant.

(ii) for three-input negacyclic gates and all two-input gates, we do not enumerate explicit
input/output negations during matching: by Theorem 4.3.2 (and closure of the two-input
set), these polarities are naturally accounted for later (e.g., by edge inversions).

Cost of inversion. Inversions in TFHE are free of PBS (a logical NOT corresponds to a cheap
torus negation). Thus, a matched “gate+inverter” has the same PBS cost as the gate alone.
Missing such matches would bias the mapping toward sub-optimal decompositions.

Selection

We follow the dynamic-programming selection of [130], which assigns each node a represen-
tative (matched) cut minimizing a global area proxy. Because exact area is path-dependent,
we iterate selection with two complementary heuristics — area flow [121] and exact area [130]
— to balance global sharing and local accuracy.

Heuristics. Area flow distributes the area of shared logic across its fanouts to capture global
reuse. For a matched cut ¢ implementing node n with leaves ¢ € Leaves(c),

AF(0)

AF(Q)=1+ ), fanout(?)’

feLeaves(c)
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where the “1” accounts for the single gate implementing n (by construction of the library).
In contrast, exact area computes the size of the maximum fanout-free cone (MFFC) of n if ¢
is selected (Chapter 2), giving a precise local contribution. We alternate passes with these
estimators until the representative cuts stabilize.

Netlist extraction. After selection converges, we traverse the subject graph in reverse topo-
logical order and replace each node by its representative cut. Each selected cut instantiates
one gate from the homomorphic gate library (with edge inversions as needed). The resulting
netlist is a TFHE circuit with minimized gate count under the admissible gate set, ready for
PBS-based evaluation.

4.4 MV-PBS-aware Mapping

This section details how we maximize the use of multi-value programmable bootstrapping (MV-
PBS) [43]. Our support comes from two directions:

1. we integrate the “near-constant PBS cost per input set” property directly into technology
mapping so that multi-output gates sharing the same inputs (and weight assignment)
can be instantiated as a single PBS (Section 4.4.1); and

2. we perform a post-mapping inverter reduction to further increase opportunities to group
outputs into a single multi-value PBS (Section 4.4.2).

4.4.1 Technology Mapping with Label Monitoring

MV-PBS amortizes the cost of blind rotation across several outputs, provided those outputs:

(i) depend on the same set of inputs,
(ii) use the same projection/weight assignment to compute the PBS index, and
(iii) belong to a gate class compatible with a common test polynomial factorization (e.g.,

same symmetric-family instance or same negacyclic structure; cf. Section 4.3.1).

To exploit this during mapping (not only as a post-process), we attach a compact label to every
matched cut and then monitor labels as we select representative cuts. Intuitively, identical
labels indicate that the cuts can be realized by a single MV-PBS.

Labels

During matching (cf. the sub-subsection on “matching” in Section 4.3.2), every cut that
successfully matches our TFHE gate library receives a label summarizing the information
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needed to decide MV-PBS compatibility later. For three-feasible cuts (at most three leaves),
we use:

Label structure.

(i) Ordered leaves: three entries storing the leaf nodes in a canonical order with zero padding
if the cut has fewer than three leaves.

* For symmetric 3-input matches, we list leaves in topological order.

e For negacyclic 3-input matches (Theorem 4.3.1), the disjoint variable must be
the MSB of the weighting. We therefore put the disjoint leaf first and order the
remaining leaves topologically. This guarantees that two labels coincide only if they
choose the same disjoint input for the MSB position.

(ii) Gate class/type: one entry recording the gate family:

* SYM (three-input symmetric),

e SYM_1NEG (three-input symmetric with exactly one input negated; we also mark
which leaf is negated. This is essential because negating an input flips the weight’s
sign in the projection index. Distinguishing these cases prevents false positives
when grouping),

e NEGACYCLIC (three-input negacyclic), or

* BIN2 (all two-input gates; we keep BIN2 to allow MV-PBS across two-input functions
with the same two leaves, as all two-input gates share the radix-2 weight assignment)

Why these fields suffice.

* The ordered leaves encode the support set and the weight layout (MSB position) induced
by the gate class.

* The class/type disambiguates different factorization templates for the test polynomials
(symmetric vs. negacyclic) and ensures we only group functions for which a common
PBS blind rotation is valid.

* The polarity mark guarantees that symmetric-with-one-negated-input instances are
only grouped when their projection signs match.

Two cuts can be realized as a single MV-PBS iff their labels are identical. This check is constant-
time per candidate during selection.
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Enhanced Exact Area Heuristic

We now fold label-awareness into selection (cf. the sub-subsection on “selection” in Sec-
tion 4.3.2). The classical exact area computes the size of the MFFC-like contribution of a
candidate cut by recursively “claiming” the nodes it newly makes necessary. We enhance this
by maintaining a global 1abel_count map over already-selected representative cuts, so that
whenever a new candidate’s label is already present, we charge no additional gate for the root
(it will be merged into an existing gate to form a multi-output one). Only the incremental logic
in its transitive fan-in cone is charged.

Algorithm 4.2 shows the procedure. The key differences from the standard exact area are:

(i) the root gate cost defaults to 1 but becomes 0 if 1abel_count [label]> 0; and

(ii) we use per-node reference counters (ref) to avoid double-counting shared fan-in logic
within the same tentative evaluation.

Discussion and correctness.

¢ The root’s unit cost accounts for one Boolean gate, whose homomorphic evaluation
invokes one PBS operation; setting it to 0 when the label is already present models
“merge into an existing multi-output gate” (same inputs, same weighting, same gate
class), which does not trigger an extra blind rotation.

¢ The recursion through leaves only charges logic whose representative cuts have ref=0
at the time of evaluation — precisely the MFFC of the candidate under the current
partial selection — ensuring no double counting.

* We do not increment 1label_count during tentative evaluations; it is updated only once
when the best representative is committed. This ensures fairness across candidates.

4.4.2 Inverter Reduction

As noted in Section 4.3.2, we allow one input negation for three-input symmetric matches to
capture more opportunities. While this improves compactness, it sometimes prevents group-
ing into a multi-output Boolean gate when two gates with the same support produce outputs
that differ only by a final inversion on a shared internal signal. In such cases, pushing/pulling
inversions across adjacent gates can align labels and unlock grouping.

Example 4.4.1. In Figure 4.4 a, c; computes a minority; its output is inverted before feeding c»
(to produce the next carry). That inverter blocks merging the PBS for s, and c,: their labels differ
due to the polarity on the shared input. By negating the gate functions of c; and s, (respecting
Boolean identities — XOR/XNOR and majority/minority relationships), we can absorb the
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Algorithm 4.2: Representative cut selection guided by the enhanced exact-area
heuristic

7

8 label_count[n.rep.labell—label_count|n.rep.label]+1

Input: Node n, subject graph G, global label counter label_count
Output: Node n with representative cut set; counters updated

n.cost — +o0o
foreach matched cut c rooted at n do
c.cost — ref_cut(G,c)
if c.cost < n.cost then
‘ 1.€OSt — €.COSt; n.rep — ¢
deref_cut(G, c)

// Commit the best candidate and update global counters

ref_cut(G, n.rep); n.ref—1

9 Function ref cut(G,c):

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26

cost—1
if label_count/c.label] > 0 then
‘ cost—0
foreach leaf [ of c do
if [ is a PI then
‘ continue
l.ref— L.ref+1
if l.ref=1 then
‘ cost — cost + ref_cut(G, l.rep)
return cost

Function deref cut(G,c):

foreach leaf [ of c do
if [ is a PI then
‘ continue
l.ref— L.ref—1
if l.ref=0 then
‘ deref _cut(G, l.rep)

inverter and obtain Figure 4.4 b, where s, and ¢, now share the same label. In the 128-bit adder,
this flip is available across almost all adjacent sum/carry pairs, increasing the number of pairs
merged by MV-PBS and reducing the total PBS count from 191 to 128 in this instance.

Post-mapping procedure.

Starting from the mapped network, traverse nodes in topological

order and try to absorb input inversions of three-input symmetric gates back into their driving
gates:

1. Let n be a 3-input symmetric gate with exactly one negated input, driven by node

l. Because output inversion does not change the gate class (cf. the sub-subsection
on “matching” in Section 4.3.2), we may push the inversion into / by negating I’s gate
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Figure 4.4: Least significant three bits of a mapped 128-bit adder, (a) before and (b) after
post-mapping inverter reduction. Gates boxed together share the same support and weighting
and can be grouped into a single multi-output gate (MV-PBS). Bubbles on edges indicate
logic complementation. ‘()" and ‘() indicate Boolean majority and minority operations,
respectively.

function — provided doing so does not introduce extra inverters elsewhere.
2. If I has one fanout (namely n), commit the absorption (safe: no other sinks are affected).
3. If I has multiple fanouts, we tentatively flip / and check the other fanouts n’ # n:

(i) If n’ is a two-input gate or a three-input negacyclic gate, input polarity changes
do not alter gate family/type (Theorem 4.3.2); the new inversion can be absorbed
at n’ by adjusting its (free) output polarity, hence no new inverter remains.

(ii) If n’ is three-input symmetric: skip the absorption only when

(a) the edge I — n' is already negated (two inversions cancel), or

(b) n'isXOR/XNOR (the polarity can be absorbed by toggling XOR—XNOR without
inserting a separate inverter).

In all other symmetric cases, flipping / would force us to add an inverter on [ — n/,
so we do not commit.

This targeted rewrite aligns input polarities across sibling cones, increasing the chance that
downstream cuts acquire identical labels and hence become groupable by MV-PBS in the final
netlist.

Why post-mapping (not during matching)? The configuration in Figure 4.4 a often arises
because the subject graph presents certain nodes in complemented form; allowing input
negations during matching is crucial for area optimality (no PBS cost for inverters). The
observed misalignment is thus an inevitable by-product of optimal mapping. A dedicated
post-pass that globally examines fanout interactions is the right place to reconcile polarities
without harming area.
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Figure 4.5: Homomorphic Boolean circuit synthesis flows evaluated in this work: (a) state-
of-the-art (SOTA) and (b) ours. Both end with a merging pass that combines qualified single-
output gates into multi-output gates to unlock MV-PBS.

Summary. Labels make MV-PBS a first-class optimization objective within mapping (via
enhanced exact area), while inverter reduction cleans up polarity mismatches after map-
ping. Together, they systematically increase the number of outputs merged per PBS, directly
reducing blind rotations and end-to-end homomorphic evaluation time.

4.5 Experimental Evaluations

This section evaluates the proposed homomorphic Boolean circuit synthesis approach in
two stages. First (Section 4.5.1), we profile circuit-level outcomes: the size of the synthesized
TFHE circuits after merging (which directly correlates with the number of PBS operations),
the merge rate (how effectively single-output gates are combined into multi-output gates
to exploit MV-PBS), and synthesis runtime. Second (Section 4.5.2), we estimate the overall
impact on homomorphic circuit evaluation efficiency by deriving per-PBS costs with a TFHE
compiler and aggregating them over the synthesized circuits. Unless otherwise stated, all
experiments were conducted on an Apple M1 Max with 32GB RAM.

4.5.1 Profiling Synthesized Circuits

We compare the following three flows that differ in how they introduce larger fan-in gates and
in whether the mapping step is MV-PBS awatre:

1. SOTA. Because the reference tool AutoHoG is not open-source, we re-implemented
it based on [90]; the flow is shown in Figure 4.5 a. First, area-oriented technology
mapping targets only two-input gates. Next, larger fan-in gates are introduced locally
by compounding pairs of adjacent two-input gates into a three-input gate when a local
structure allows it. Finally, a gate-merging pass combines single-output gates that share

(i) identical supports, and
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(i) the same gate type and weight assignment

into multi-output gates, enabling MV-PBS (cf. the sub-subsection on “multi-value
programmable bootstrapping” in Section 4.2.3).

2. TechMap. To isolate the benefit of leveraging larger fan-in gates via technology mapping
(rather than via local compounding), we modify SOTA so that mapping targets the
homomorphic gate set from Section 4.3.1 directly (all two-input gates, all three-input
symmetric gates, all three-input negacyclic gates). The downstream compounding stage
and the merging stage are retained, so that MV-PBS could be exploited.

3. Enhanced TechMap. Our full flow (Figure 4.5 b). As in TechMap, the mapping targets
the proposed homomorphic gate set. In addition, the selection step adopts the enhanced
exact area heuristic with label monitoring (Section 4.4.1), making mapping explicitly
aware of MV-PBS opportunities. Finally, we perform a post-mapping inverter-reduction
pass (Section 4.4.2), which both reduces spurious inverters and can expose additional
merging opportunities.

Benchmarks and infrastructure. We use the EPFL combinational benchmark suite [5],
which includes ten arithmetic and ten random/control designs. Subject graphs are represented
as XAGs: instead of adopting the MC-optimized version (cf. Section 2.3.1) as the baseline
— as MC is irrelevant to the cost model of this chapter — we convert the original AND-
inverter graphs (AIGs) to XAGs with the mapper of [169]. All flows (and the pre-processing) are
implemented in C++ within mockturtle [165].

Table 4.1 reports the number of gates after merging (“#Gates”), the merge rate (“Merge”), and
the synthesis runtime (“Time”). We define the merge rate as

#gates before merging — #gates after merging

Merge =

)

#gates before merging

so, a higher value indicates that more single-output gates were folded into multi-output gates,
and thus that more MV-PBS opportunities were realized. Since each gate triggers one PBS,
#Gates is a first-order proxy for homomorphic circuit evaluation effort.

TechMap vs. SOTA. The key structural difference is how three-input gates are introduced.
SOTA uses local compounding of adjacent two-input gates; TechMap maps directly to the larger
gate set (Section 4.3.1). Across all benchmarks, TechMap produces circuits with post-merge
gate counts that are never worse and usually strictly better than SOTA. This indicates that
greedy, local compounding lacks a global perspective during cut selection and can prematurely
lock in sub-optimal choices. Although omitted from Table 4.1 for space, we observe that SOTA
instantiates on average 1.92x more three-input gates than TechMap vyet still yields larger post-
merge designs — evidence that “more large gates” do not necessarily lead to “better design”
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Table 4.1: Evaluating the three homomorphic circuit synthesis flows. #Gates is the post-merge
gate count (i.e., number of PBS operations). Merge is the merge rate; Time is the synthesis
runtime. Lower #Gates and Time are better; higher Merge is better.

SOTA TechMap Enhanced TechMap

Benchmark

#Gates Merge[%] Time[s] #Gates Merge[%] Time[s] #Gates Merge[%] Timel[s]
adder 507 20.16 <0.01 191 25.39 <0.01 128 50.00 <0.01
barrel shifter 2496 7.45 0.01 2496 7.45 0.01 2496 7.45 0.01
divider 28773 0.10 0.08 13116 0.31 0.06 13076 0.82 0.06
hypotenus 121325 3.72 0.55 83194 8.82 0.36 78076 14.56 0.40
log2 20160 2.09 0.05 14058 6.34 0.05 13573 9.62 0.06
max 2154 5.77 0.01 2068 8.70 0.01 2066 11.41 0.01
multiplier 14530 3.74 0.04 10442 8.60 0.03 9957 12.85 0.04
sine 3578 1.65 0.01 2502 6.64 0.01 2398 10.92 0.01
square-root 10452 1.19 0.03 8276 17.37 0.03 8218 17.95 0.03
square 11968 2.09 0.03 8661 7.12 0.02 7547 19.11 0.03
round-robin arbiter 11434 0.00 0.06 11605 0.00 0.07 11605 0.00 0.08
coding-cavlc 554 9.62 <0.01 545 8.86 <0.01 542 11.15 <0.01
ALU control unit 97 11.82 <0.01 94 8.74 <0.01 94 10.48 <0.01
decoder 291 3.96 <0.01 292 2.34 <0.01 292 3.95 <0.01
i2c controller 1109 2.89 <0.01 1032 2.46 <0.01 1029 3.38 <0.01
int to float converter 175 8.85 <0.01 171 8.56 <0.01 170 11.46 <0.01
memory controller 36446 2.70 0.28 35510 2.96 0.12 35016 5.45 0.13
priority encoder 833 0.12 <0.01 818 0.12 <0.01 818 0.24 <0.01
look-ahead XY router 174 1.14 <0.01 134 4.96 <0.01 126 11.27 <0.01
voter 5170 12.55 0.03 3306 23.98 0.01 2936 33.15 0.01
Average 13611.30 5.08 0.059 9925.55 7.99 0.039 9508.15 12.26 0.435
Norm. 1 1 1 0.729 1.572 0.661 0.699 2.413 0.737

if without a global selection objective. Overall, TechMap reduces post-merge gate count by
27.08% on average and shortens synthesis time by 33.90%. This is because, in TechMap, all
decisions are made once during cut selection on the subject graph (cf. the sub-subsection on
“selection” in Section 4.3.2) and the TFHE circuit is materialized in a single pass.

Enhanced TechMap vs. TechMap. Adding label monitoring to exact area introduces only a
modest 1.15x runtime overhead, and the overall flow still outperforms SOTA in runtime by
26.27% on average. Most importantly, the enhanced exact area heuristic consistently raises
the merge rate and yields more compact post-merge circuits: we observe an additional 4.20%
gate-count reduction over TechMap, for a total of 30.15% relative to SOTA. Interestingly, before
merging (numbers omitted for space), Enhanced TechMap’s pre-merge gate count is, on
average, slightly higher (= 0.36%) than TechMap’s. This shows that optimizing solely for pre-
merge gate count can be misleading when MV-PBS is available: making mapping MV-PBS
aware at selection time is what delivers superior post-merge designs.

4.5.2 Estimating Evaluation Cost Reduction

The design produced by Enhanced TechMap (Figure 4.4 b) comprises one half adder at the
LSB (one two-input AND and one two-input XOR) and 127 full adders (each with a three-input
majority and a three-input XOR). All these gates are symmetric; using unit weights yields p =6
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for the half adder and p = 8 for the full adder. Moreover, the compressed four-entry tables of
MAJ and XOR are #1100 and #1010. Because the leftmost bit is the negation of the rightmost bit
under the radix-2 layout, these tables are negacyclic, letting us reduce to p = 6. This relaxation
lowers the per-PBS cost relative to designs that require p = 8. Such effects are invisible to a
pure gate-count metric and motivate a more refined cost estimate.

Methodology. We estimate per-PBS cost using the TFHE compiler Concrete [198]. Given a
synthesized circuit, we:

(i) determine the projection (weights) and the Euclidean norm of each PBS index (including
the scaling applied for MV-PBS [43]),

(ii) let Concrete select parameters that allocate sufficient noise budget for correctness at
the target security level, and

(iii) obtain a per-PBS cost estimate under those parameters.

The circuit-level estimate is then

(per-PBS cost) x #PBS (i.e., post-merge gate count).

Results. The “Eval.” column in Table 4.2 shows that Enhanced TechMap reduces homomor-
phic evaluation cost by 29.94% on average compared to SOTA, with a best-case reduction of
76.02% on adder. These results confirm that

(i) mapping directly to an expressive homomorphic gate set, and
(ii) making selection MV-PBS aware

together deliver substantially faster homomorphic circuit evaluation — not merely smaller
gate counts.

4.6 Discussion

This section distills the main takeaways from our study and sketches several directions for
future work. We first reflect on the strategic choice of an incomplete yet principled homomor-
phic gate set for TFHE circuit synthesis, and then discuss implications for a broader class of
logic synthesis problems that arise uniquely in TFHE due to PBS and the cost structure of
multi-output gates.
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Table 4.2: Estimated evaluation cost of synthesized TFHE circuits. “Eval. [ms]” denotes the
estimated time required to homomorphically evaluate the TFHE circuit; lower is better.

SOTA TechMap  Enhanced TechMap

Benchmark

Eval. [ms] Eval. [ms] Eval. [ms]
adder 20280 7258 4864
barrel shifter 99 840 99 840 99 840
divider 1150920 524640 523040
hypotenus 4853000 3327760 3123040
log2 806400 562320 542920
max 86160 82720 82640
multiplier 581200 417680 398280
sine 157432 110088 105512
square-root 418080 331040 328720
square 478720 346440 301880
round-robin arbiter 457360 464 200 464 200
coding-cavlc 22160 21800 21680
ALU control unit 3880 3760 3760
decoder 11640 11680 11680
i2c controller 44360 41280 41160
int to float converter 7000 6840 6800
memory controller 1603 624 1562440 1540704
priority encoder 33320 32720 32720
look-ahead XY router 6960 5360 5040
voter 227480 145464 117440
Average 553490.80 405 266.50 387796.00
Norm. 1 0.732 0.701

4.6.1 Strategic Use of Incomplete Gate Sets

We augmented the TFHE library’s default gate set with two families of three-input gates that
admit strong truth-table compression under PBS: symmetric gates and negacyclic gates (Sec-
tion 4.3.1). For the common configuration with plaintext space Zg, this tailored set is func-
tionally complete for our technology-mapping flow. When the plaintext space grows, however,
the universe of valid gates expands combinatorially [90], making a full, static gate catalogue
impractical.

Our experimental evidence (Section 4.5.1) indicates that maximizing the count of large-fan-
in gates is not the right goal; rather, the goal is to use larger-fan-in gates strategically to
minimize the mapped gate count (and therefore the number of PBS operations). Because
local compounding is greedy by design, AutoHoG tends to instantiate more three-input gates
than our mapper, yet still produces less compact circuits on average. In contrast, our gate-set
design — grounded in symmetry and negacyclicity — enables global, cut-based selection
during technology mapping, so the expressiveness of larger-fan-in gates is applied exactly
where it pays off in area (namely, gate count).

The broader lesson is that, for TFHE circuit synthesis, a well-chosen but incomplete gate set
can be more effective than an exhaustive one: it keeps matching tractable, supports global
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optimization (Section 4.3.2), and avoids the “greedy local optimum” pitfall of compounding.
Going forward, one could enrich the gate set with additional classes that also compress
well under PBS — e.g., threshold [137] or near-symmetric functions — without sacrificing
tractability. Another promising angle is adaptive gate-set selection: profiling the subject graph
to enable just those higher-arity gates that appear frequently (or promise high mergeability),
while retaining a small and optimization-friendly gate library.

4.6.2 Exploring a Unique Logic Synthesis Problem

As noted in Section 4.2.4, TFHE circuit synthesis diverges from classical hardware logic synthe-
sis because multi-output gates can be evaluated by (nearly) the same-cost PBS as single-output
gates (cf. the sub-subsection on “multi-value programmable bootstrapping” in Section 4.2.3).
This collapses a traditional area—fanout trade-off and yields a distinct optimization landscape:
we want to maximize mergeability (shared supports, identical gate types) subject to global
area optimality.

Our mapping flow embraces this through label-aware selection. Concretely, we left the global
area flow heuristic intact to retain its role as a fast, coarse global guide (cf. the sub-subsection
on “selection” in Section 4.3.2), but we enhanced the exact-area phase (Section 4.4.1) with label
monitoring that detects when newly chosen cuts can be realized jointly as MV-PBS, charging
zero marginal area in those cases. Empirically, attempting to “pre-load” merge-awareness into
the early area flow phase did not improve results: at that stage, too few representative cuts are
fixed to make reliable merge predictions. By contrast, exact area runs after area flow, when
many choices are locally decided and small changes can deterministically unlock merges.

These observations suggest several concrete research directions:

¢ Merge-aware global guidance. Design a softened, probabilistic mergeability signal for
area flow (e.g., via learned or analytical estimates of label co-occurrence) so that global
guidance remains stable yet more “merge-attentive.”

¢ Cost models that reward merge potential. Extend the objective beyond pure gate count
to a multi-objective score that balances area against an explicit mergeability term (e.g.,
expected reduction in PBS invocations), while preserving the tractability of dynamic
programming.

¢ Adaptive weighting and label design. Co-optimize the projection weights (for symmet-
ric/negacyclic compression) with mapping choices to increase label matches across
cones, thereby creating more MV-PBS opportunities.

¢ Integration with post-mapping cleanup. Our inverter-reduction pass (Section 4.4.2)
increases merge opportunities without changing gate count. A tighter loop — alternating
localized re-selection with inverter normalization — may expose additional merges that
a single post-pass cannot.

96



Technology Mapping for TFHE Chapter 4

* Beyond Zg. For larger plaintext spaces, develop taxonomy-driven gate curation (e.g.,
classes defined by symmetry groups or negacyclic constraints on Z,) plus scalable
matching that preserves the benefits we observed at Zg.

Summary. Insummary, TFHE mapping with tailored gate-set and MV-PBS awareness is its
own logic synthesis problem, not merely a minor variant of hardware mapping. The combina-
tion of cut-based technology mapping, label-aware exact-area refinement, and lightweight
post-mapping normalization forms a practical baseline. We expect that merge-aware global
heuristics and adaptive gate-set design will push the frontier further, enabling still more
efficient TFHE-based homomorphic evaluation of Boolean functions.
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Encoding Strategy Management for
TFHE: An ESOP-Guided Approach

5.1 Motivation

A different knob: switching plaintext spaces. Chapter 4 focused on TFHE circuit synthesis
when the plaintext space is fixed for the entire circuit, improving evaluation by curating a TFHE-
amenable gate set (symmetric and negacyclic gates) and exploiting multi-value programmable
bootstrapping (MV-PBS). In this chapter, we study a different design knob: the plaintext space
used by a programmable bootstrapping (PBS) need not match that of its input ciphertext. A
PBS can evaluate a small function (via a look-up table (LUT)) and re-encode the result into a
different plaintext space. This enables dual-space (more generally, multi-encoding) evaluation:
keep signals in the Boolean space B to leverage essentially free XOR, and switch to a larger Z,,
only where a PBS operation can also collapse non-linear structure effectively.

Why switching helps—and why it is nontrivial. TFHE exposes a tension:

e In B: XOR is cheap (TLWE additions), but non-linear gates (typically, Boolean AND
gates) have no direct LUT encoding in B; they require a PBS into a larger space. We refer
to such a PBS as a switch PBS.

* In Z,: A single PBS can realize the homomorphic evaluation of a non-linear gate while
refreshing noise, but its cost grows with p and with the norm of the linear index used
to query the LUT. Specifically, we distinguish such PBS operations as compute PBS
operations.

Therefore, it is attractive to remain in B wherever possible, and to switch into Z, only at
non-linear regions where the reduction in PBS count outweighs the higher per-PBS cost. The
difficulty is determining when and where to switch: every switch PBS — whose purpose is only
to change encoding — costs roughly as much as a compute PBS, so poorly placed switches
can erase the benefit.
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Why a new synthesis view is needed. A fixed-encoding flow (as in the previous chapter)
cannot exploit this knob, while ad-hoc switching policies (e.g., “switch for each AND and
switch back after”) over- or under-convert:

* Non-linear nodes with mixed fanout (feeding both XOR and AND) induce conflicting
space requirements downstream.

 Signals that feed multiple non-linear cones (represented by AND trees) of different
arities risk repeated re-encoding unless conversions are coordinated globally.

 Splitting a large-arity AND tree across multiple PBS operations increases PBS count and
can introduce extra switch PBS at the splits; keeping the tree intact for a single PBS may
demand a larger plaintext space p.

These patterns show that encoding strategy is tightly coupled to logic structure; we need a
synthesis method that reasons about structure and encoding cost jointly, instead of bolting
switching onto a pre-existing gate netlist.

ESOP as the structural scaffold for dual-space evaluation. We adopt the exclusive-or sum of
products (ESOP) form as our working abstraction. ESOP separates a Boolean function into
product terms (cubes — ANDs of literals) and a single XOR aggregation:

* Each cube can be implemented by one compute PBS in a suitably chosen Z,, (with p
guided by cube arity and the index norm).
* The XOR of cube outputs is then performed in B by free-XOR after the encoding switches

back to B.

This representation exposes clean boundaries at which to place encoding transitions, and it
provides levers to trade off:

(i) the number of cubes (PBS count)

(ii) cube arities (which influence p and per-PBS cost), and

(iii) the set of places where switches are actually needed.

Cost model and synthesis objective. We formalize a cost model that prices both compute
PBS and switch PBS. It incorporates gate type, chosen p, and the Euclidean norm of the linear
index. Given this model, our goal is to partition a function into ESOP-aligned regions, select
cube structures and encoding spaces, and place the minimal number of switches so that total
cost is minimized.
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Scope relative to the previous chapter. This chapter is an alternative to the single-space
mapping of Chapter 4, not a composable extension. Once we allow encoding transitions, the
non-linear parts that we choose to evaluate in a larger plaintext space are compiled directly to
compute PBS operations; there is no opportunity (and no obvious way) to resynthesize these
regions using the TFHE-native gate set from the previous chapter. Consequently:

* We do not reuse the gate-level technology mapping of Chapter 4 within large-space
regions.

* Our optimization acts at the ESOP and encoding-schedule level (cube shaping, p selec-
tion, and switch placement), with the XOR layer handled in B.

At the thesis level, the two chapters address distinct operating modes for TFHE: Chapter 4
targets single-space designs with rich gate mapping; this chapter targets dual-space designs
where encoding switches are first-class decisions. They are complementary in scope but not
intended to be combined into a single synthesis pipeline.

Empirical outlook. As shown later in Section 5.5, this encoding-aware, ESOP-guided ap-
proach delivers substantial speedups over baselines that either fix the encoding throughout
or reduce multiplicative complexity without explicit management of encoding transitions
— up to 53.46% and an average of 23.34% reduction in homomorphic evaluation time on
general-purpose Boolean benchmarks.

The technical content of this chapter is based on our prior work presented in [191].

5.2 Preliminaries

This section reviews concepts needed for encoding-switch-aware TFHE circuit synthesis. We
first recall how TFHE evaluates Boolean circuits via programmable bootstrapping (PBS) opera-
tions and summarize prior work on gate-set-driven compression and MV-PBS (Section 5.2.1).
We then formalize multi-encoding-space evaluation and why managing encoding transitions
is a synthesis problem in its own right (Section 5.2.2).

5.2.1 TFHE Circuit Synthesis: Fundamentals and Prior Work

TFHE circuits and programmable bootstrapping. A TFHE circuit is a Boolean circuit that
serves as the blueprint for homomorphically evaluating a Boolean function under TFHE. In
TFHE, each logic gate is implemented by a PBS operation, which both refreshes noise and
evaluates a small function encoded as a look-up table (LUT).

We give an informal view sufficient for synthesis; all quantities manipulated during evaluation
are encrypted forus LWE (TIWE) ciphertexts, but for exposition we describe computations as
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F2)=f(0,1)=0 F(1)=f(1,00=0

FB)=f1,1)=1 F(0)= f(0,0)=0
F(2)=-F(0)=1= f(HW(2))

(a) Naive encoding (p =8, N =16). Repro- (b) Compressed encoding (p = 4,

duced from Figure 4.1 for convenience. N =8).

Figure 5.1: Encoding a two-input AND LUT on the polynomial ring T[X]/(X"™ +1). Dotted arcs
mark plaintext-space boundaries on the ring. Colored segments indicate distinct LUT entries;
each freely assigned entry and its negacyclically determined partner share a color. Entries that
are never indexed by design are faded.

if on plaintext. For rigorous cryptographic details, see [57] and optimizations such as [21, 22].

Conceptually, evaluating an n-input Boolean gate f : B” — B by PBS proceeds in two logical
stages:

1. compute an index m that encodes the current input pattern via a projection function
¢:B" — Z,; and

2. query the LUT F: Z,,—B so that

f(b1)~-~)bn):F((p(bl)-'-)bn))

for all (by, ..., by,) € B". Correctness then reduces to ensuring the encrypted LUT is indexed by
the encrypted m produced from the encrypted inputs.

The LUT is embedded in a degree- N polynomial ring T[X]/(X Ni1), where T is the torus.
Because XV=— 1, the ring is negacyclic: among the 2N coefficient “slots,” only N can be
assigned freely; the remaining N are fixed by negacyclic symmetry. Formally, for any index
m > g — 1 we must have

F(m)=—F(m-1%),

so, each LUT entry is mirrored with a sign flip in the second half. In practice, each value F(m)

is replicated across 2¥

consecutive coefficients to equalize noise. The encrypted index m
drives a blind rotation that positions the accumulator under the appropriate replicated block,

thereby returning the desired (encrypted) LUT value.
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Without compression, the LUT has 2" entries and a standard choice for ¢ is the radix-2
weighted sum,

n
Gy,...,bp) = Y 2" by,
i=1
which gives a unique index per input pattern. Figure 5.1 a shows this naive encoding for a
two-input AND with ¢p(by, by) = by + 2b, into Zg; with N =16, each LUT entry is backed by four
coefficients. Because the maximum index is 3, all accessed indices lie in the first half of the
ring; the second half comprises “don’t-care” values that do not affect correctness.

Gate-set—driven LUT compression. Two techniques underpin compact TFHE circuits. The
first exploits LUT compression by choosing ¢ and gate classes whose truth tables admit many
merged entries. Chapter 4 of this thesis systematizes this via Boolean properties — especially
symmetry and negacyclicity — to precompute a library of functions compressible under a
fixed p, along with their projections ¢. This turns “large-fan-in exploitation” into a standard
technology mapping problem and avoids runtime, greedy compounding decisions as in [90,
40].

As introduced in the sub-subsection on “symmetric gates” in Section 4.3.1, symmetric gates il-
lustrate the benefit. For an n-input symmetric function, the output depends only on Hamming
weight, so a uniform-weight projection

(;b(bly---;bn) :Zbl
i=1

maps all inputs of the same weight w to the same LUT entry F(w), reducing the table to
n+1 entries. Moreover, many symmetric gates satisfy F(n) = —F(0) (and more generally,
F(w+n/2) = —F(w) when applicable), allowing further compression by negacyclic symme-
try (cf. the sub-subsection on “negacyclic gates” in Section 4.3.1). Figure 5.1 b shows the
two-input AND under this scheme: compared to the naive encoding in Figure 5.1 a, the com-
pressed encoding achieves the same replication per entry with smaller N (8 instead of 16)
and smaller p (4 instead of 8), hence a cheaper PBS. For larger fan-in, the same principle
permits implementing gates beyond two inputs in a single PBS, often reducing gate count
substantially.

Generalization to larger AND trees. Following the same construction as in Figure 5.1 b, a
(n+1)-input AND tree (realized by n two-input AND gates) can be evaluated in a single PBS by
using the uniform-weight projection, which maps each input pattern to its Hamming weight.
The LUT for an (n + 1)-input AND has 7 + 2 entries indexed by w € {0,...,n+ 1}, with F(w) =0
for w < n+1and F(n+1) = 1. Leveraging the negacyclic constraint F(w + p/2) = —F(w),
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choosing
p=2(n+1)

suffices: the freely programmable region {0,..., p/2 -1} = {0,..., n} contains all zero entries,
while the index w = p/2=n+1 carries the single one, and the remaining »n positions are fixed
by negacyclic symmetry. In practice, pick a ring degree N such that p | 2N so that each LUT
value is replicated uniformly 2N/ p times. Under this encoding, the whole (n + 1)-input AND
tree is computed with one compute PBS in Z,(,+1), replacing the n PBS calls that would be
required if each two-input AND were bootstrapped separately.

Multi-value PBS (multi-output gates). The second technique is multi-value programmable
bootstrapping [43], which evaluates multiple functions sharing the same supports within one
PBS. Algebraically, the test polynomials (test vectors) are factored into a common component
(driving a single blind rotation) and function-specific factors recovered by light polynomial
multiplications. Synthesis flows can therefore prefer multi-output gates (several single-output
gates with identical supports and compatible encodings), amortizing the dominant blind-
rotation cost. Recall that, in Chapter 4, we integrate this idea by biasing technology mapping
toward patterns that enable shared-input, multi-output realizations.

5.2.2 Multi-Encoding-Space Homomorphic Evaluation

The techniques above implicitly assume that everylogic gate is realized by a PBS. An orthogonal
direction reduces PBS usage by performing as many operations as possible via efficient TLWE
arithmetic (addition and scalar multiplication) without bootstrapping, i.e., leveled operations.

Under the Boolean plaintext space B, homomorphic XOR is simply ciphertext addition and is
extremely efficient (“free-XOR”). In contrast, realizing AND as TLZWE multiplication is both
costly and noise-expensive (quadratic noise growth), so a PBS must still follow each multipli-
cation to refresh the ciphertext [57], undermining the benefit.

A natural compromise is to evaluate linear structure (XOR) in B via leveled operations and
evaluate non-linear structure directly by PBS — but PBS LUTs for non-linear gates generally
do not fit into B; for instance, Figure 5.1 b shows how to evaluate a two-input AND gate, the
most basic non-linear logic primitive by invoking a PBS operation in Z,. Recent work [28]
shows that a PBS can also switch plaintext spaces by emitting the output in a target space
encoded in the accumulator; thus, linear portions can stay in B while non-linear regions are
evaluated in a larger Z,, and, if needed, switched back.

This flexibility introduces a synthesis problem we call encoding strategy management: when to
switch, where to switch, and how to restructure logic so that the performance gains of free-XOR
are not erased by excessive switch PBS. Poorly placed switches can easily outnumber saved
compute PBS, especially near nodes with mixed fanout (feeding both XOR and AND logic) or
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when the same signal would otherwise be switched repeatedly to service several non-linear
cones. The central goal of this chapter is to formulate and solve TFHE circuit synthesis under
multi-encoding evaluation with an explicit cost model that accounts for both compute PBS
and switch PBS.

5.3 When to Switch: Analyzing Encoding Strategy Transitions

This section develops a systematic understanding of encoding strategy management — when
and where switching plaintext spaces is beneficial in TFHE-based homomorphic evalua-
tion. We focus on two circuit representations widely used in synthesis: XOR-AND-inverter
graphs (XAGs) and the exclusive-or sum of products (ESOP) form. By examining how structural
and functional properties interact with encoding choices, we derive practical principles that
will inform the algorithmic framework in the next section.

Compute PBS vs. switch PBS. Under a multi-encoding-space setting, each PBS operation
plays exactly one of two roles:

(i) a compute PBS, which evaluates a logic operation (e.g., an n-input gate), possibly also
switching the output into a chosen space; or
(ii) a switch PBS, whose sole purpose is to convert a LWE ciphertext from one plaintext space

to another without performing logic.

Because both types have comparable runtime cost, an effective synthesis must not only reduce
the number of compute PBS operations, but also aggressively avoid switch PBS whenever the
same effect can be achieved by restructuring the computation or unifying encoding choices.

5.3.1 Encoding Strategy Behavior in XAG-Based Evaluation

In an XAG, internal nodes are two-input XOR or AND gates; negations are edge attributes
(see Chapter 2 for circuit notation). Under TFHE, XOR is “free” in B (TLWE additions and
scalar multiplications), while AND requires a PBS. Consequently, encoding transitions tend to
appear around AND/XOR boundaries, especially when an AND output fans out to both XOR
and AND consumers (mixed fanout).

AND gates with mixed fanout

XOR-only fanout. If an AND output drives only XOR gates, that AND is the root of its AND
tree. A single compute PBS at that node can

(i) evaluate the AND tree, and
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Figure 5.2: Handling encoding transitions for an AND gate with mixed fanout. In all panels,
c(-) denotes a TLWE ciphertext; edges are annotated by the current plaintext space; PBS nodes
are labeled as compute PBS (“PBS(c)”) or switch PBS (“PBS(s)”).

(ii) emit its result directly in B, enabling downstream free-XOR without any switch PBS.

Mixed fanout. If an AND feeds both XOR and AND gates (Figure 5.2 a), two evaluation
strategies arise:

(i) Split strategy (Figure 5.2 b): treat the lower mixed-fanout AND as the root of a smaller
AND sub-tree; evaluate both sub-trees with separate compute PBS calls. Because the
lower sub-tree result is needed both in B (for XOR) and in a larger Z,, (as input to the
upper AND), a switch PBS is required. This yields two compute PBS and one switch PBS.

(ii) Preserve strategy (Fig. 5.2 c): treat the whole structure as a single AND tree rooted at
the highest AND. This maintains a consistent encoding throughout, requires only two
compute PBS, and avoids the switch PBS entirely. Although the required plaintext space
grows with the tree arity (the LUT must fit the unit-weight projection over Hamming
weights, with negacyclic pairing as shown in Figure 5.1 b), the small increase in each
compute PBS cost is typically outweighed by removing an entire switch PBS.

Guideline. Prefer preserving AND trees over splitting them; the avoided switch PBS usually
dominates the modest increase in the compute PBS cost.

Primary inputs with mixed fanout

A PI that drives only XOR gates may remain in B; one that drives only AND trees may be placed
directly in the unified Z, used for non-linear evaluation. The challenge is mixed-fanout Pls
that feed XOR and several AND trees (potentially of different arities): naively, the PI must be
replicated across multiple encoding spaces, implying repeated switches.
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Guideline. Unify the plaintext space for all non-linear gates to a single Z,, determined by the
largest AND tree in the circuit. Then, each mixed-fanout PI requires at most one switch PBS
(from B to the unified Z,), regardless of how many non-linear consumers it feeds.

XOR gates with mixed fanout

An XOR output may feed multiple AND trees with different ideal moduli. If each tree demanded
its own Z,,, the XOR result would need multiple space replicas and thus multiple switches.

Guideline. As above, evaluate all AND trees in a single unified Z, sized for the maximum arity.
Then a single switch of the XOR result from B to Z,, suffices, independent of fanout count and
arity diversity.

Strategic evaluation choices for XAGs

The analyses above motivate two pragmatic assumptions that reduce total PBS usage:

(A1) AND-tree consolidation. Treat chains of two-input ANDs as a single logic unit (an (n+1)-
input AND tree) and evaluate the entire tree with one compute PBS in a suitably sized Z,,. This
directly replaces n separate compute PBS calls with one. The required p scales linearly with
the tree arity under unit-weight projection (with negacyclic pairing); in practice, we choose
the smallest p that fits the LUT of the largest AND tree encountered, namely p =2(n +1).

(A2) Uniform encoding for non-linear gates. Fix a single plaintext space Z, for all AND
trees, where p is sized to the largest tree arity. This may lightly over-provision smaller trees,
but it eliminates duplicate copies of signals across multiple Z,, and collapses many potential
switches into at most one per producer.

Together, (Al) and (A2) align the encoding plan with XAG structure, reducing both compute
PBS count and switch PBS count.

5.3.2 Encoding Strategy Behavior in ESOP-Based Evaluation

The ESOP form enforces (cf. the sub-subsection on “exclusive-or sum of product” in Sec-
tion 2.1.1) a strict two-level structure that maximally separates non-linear from linear com-
putation: the first level comprises product terms (AND trees of literals) and the second level
is a single XOR tree that aggregates their outputs. This regularity is especially suitable for
multi-encoding TFHE evaluation.
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Implications for encoding management
The ESOP layering suggests a clean encoding plan:
e First layer (non-linear): evaluate each cube (i.e., each AND tree) via a compute PBS

in a larger space Z,, sized to the largest cube arity. With unit-weight projection and
negacyclic pairing showcased in Figure 5.1 b, p grows linearly with the maximum arity.

* Second layer (linear): configure each compute PBS to emit in B. All cube outputs then
enter the XOR aggregation layer already in B, so the entire second layer is evaluated by
free XOR, with no additional PBS.

This “compute-then-project-to-B” rule ensures a single encoding transition per cube and no
switches between the two layers.

Cost model for ESOP evaluation

We now quantify PBS usage under the ESOP plan above. Let:

* jpbs be the number of cubes of arity > 2 (each requires a compute PBS).

* kmax be the largest cube arity; choose p large enough to encode that cube’s LUT under
unit-weight projection with negacyclic pairing (linear in kpax)-

* S be the set of PIs that must serve both roles: they appear in at least one arity-1 cube
(i.e., they must be available directly in B) and also in at least one higher-arity cube (i.e.,
they must also be available in Z p).l

A conservative (worst-case) count of switch PBS is then
#switch PBS < |S|,

since our plan requires at most one switch per such PI. In practice, switches of the same PI can
often be coalesced, and some cubes can reuse a PI already present in Z, so || is an upper
bound; our synthesis will place switches to minimize their realized count. As a result, the
ESOP evaluation cost is dominated by

Jpbs N
~—~— ~~—
compute PBS  switch PBS (upper bound)

I'When a PI appears only in higher-arity cubes, it can be switched once into Zp, (or encrypted directly in Zp).
When it appears only as arity-1 cubes, it remains in B. The ambiguity — and thus the switch — arises only for PIs
used in bothroles.
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Figure 5.3: Efficient homomorphic evaluation of function f = ((x; A x2) ® x3) A x4 unlocked by
its ESOP representation.

Example 5.3.1. Consider the four-variable Boolean function f = ((x1 A X2) ® X3) A X4, whose
MC-minimum XAG implementation is shown in Figure 5.3 a. An ESOP representation of the

function is known to be
J(x1, X2, X3, X4) = X304 ® X1 X2 Xs.

Within this ESOP, both cubes have arity = 2, so jyps=2. The largest arity is 3, so p is chosen just
large enough for that cube’s LUT; specifically, p = 2 x 3 = 6, as discussed at the end of Section 5.2.1.
Since no arity-1 cubes are present, S = & and no switch PBS is required; the corresponding
homomorphic evaluation plan is visualized in Figure 5.3 c — the evaluation of each product
term invokes a compute PBS, which is the box with the same color. In contrast, the evaluation
plan following the MC-minimum XAG, shown in Figure 5.3 b, includes two compute PBS (for the
two AND nodes) and one switch to reconcile the XOR/AND boundary (the arrow pointing from
the XOR node to the upper AND node in Figure 5.3 a, marked in red). This example highlights
the structural advantage of ESOP in facilitating efficient TFHE-based homomorphic evaluation,
and motivates ESOP-guided synthesis under a multi-encoding model.

5.4 ESOP-Guided TFHE Circuit Synthesis via Cost-Aware Cut Re-
placement

This section presents a synthesis methodology that transforms a Boolean circuit into an opti-
mized network of ESOP-based sub-circuits for efficient TFHE evaluation under a multi-encoding-
space model. Whereas Section 5.3 analyzed how to evaluate a given representation (XAG or
ESOP) with minimal PBS operations, our focus here is on generation: how to restructure a given
network so that it admits evaluation with fewer compute PBS calls and, crucially, fewer switch
PBS calls. The core idea is a cut-based mapping framework that considers small, overlapping
subgraphs (cuts), replaces them with locally optimal ESOP implementations, and commits
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only those replacements that reduce a cost metric reflecting both compute and switch PBS
overhead.

5.4.1 High-Level Flow

Given a Boolean circuit (represented, e.g., as an XAG), the flow proceeds node-by-node in
topological order:

1. Cut enumeration. For each node n, enumerate all k-feasible cuts C = (r=n, L) (Sec-
tion 5.3), with at most k leaves. In practice, we use small k (k =5) to balance quality and
runtime.

2. Local ESOP search. For each cut C, derive a candidate ESOP for its cut function f¢ using
exorcism [129]. This returns an ESOP expression & = @;Zl P; where each cube P; is a
conjunction of literals over L.

3. Cut-aware cost estimation. Estimate the PBS cost of evaluating & in context, i.e., when
& is spliced into the current partially mapped network. The estimator explicitly counts
compute PBS calls (for cubes with arity > 1) and switch PBS calls (to align leaf encodings
with the non-linear layer), cf. Section 5.4.2.

4. Dynamic programming selection. Choose, for each node, the representative cut that
minimizes a global cost estimate, using a two-phase DP (area-flow passes for global
sharing, followed by exact-area passes for local precision; cf. the sub-subsection on
“selection” in Section 4.3.2).

5. Network construction. After the final pass, traverse the graph in reverse topological
order and instantiate the ESOP implementation of each node’s selected cut (outputting
ciphertexts in B so that XOR aggregation remains free).

This process yields a network of ESOP sub-circuits whose structure is deliberately aligned
with the dual-domain evaluation model from Section 5.3: non-linear cubes are grouped and
bootstrapped in Z,, (with p sized for the largest cube arity), and their outputs are immediately
converted (as part of the compute PBS) to B for free-XOR aggregation.

5.4.2 Cut-Aware ESOP Cost Modeling

When ESOP evaluation is applied to sub-circuits (cuts) rather than whole networks, the naive
ESOP cost model from Section 5.3.2 must be refined to reflect boundary conditions:

* Compute PBS. Each cube P; with arity > 1 is evaluated by one compute PBS in Z,,
where p = 2 max; arity(P;) to encode its LUT. Single-literal cubes (arity = 1) are linear
and require no compute PBS.
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Algorithm 5.1: Cut-Aware ESOP Cost Estimation
Input: Cut C = (r, L) with cut function f¢
Output: Local PBS cost cjgcal

& — exorcism(fc) // ESOP: @;P;
jpbs — #{P; € & arity(P;) > 1}

Melean < 0 // leaves that never need a switch
foreach [ € L do

if [ appears only in exactly one cube of arity 1 then
‘ Mclean “— Mclean + 1
Sswitch < |L| — Mclean
return Cjocq; — J pbs T Sswitch

0 N oy Gk W N

* Switch PBS at the cut boundary. Leaves [ € L arrive in B (because upstream ESOPs
output in B for XOR aggregation). If / participates in any cube of arity > 1, / must be
available in 7, at the cube’s compute PBS. This alignment requires a switch PBS unless
| appears only in a single arity-1 cube (i.e., it is consumed exclusively by the XOR layer).

We capture these effects with the following localized estimator (defaulting to unit weights, see
the remarks that follow):

Remarks and practical refinements.

1. Arity and feasibility. If max; arity(P;) = kmax €xceeds the global non-linear domain
capacity (p/2), the cut is infeasible for the current p and is discarded. In practice, we set
p =2K, where K is a user- or tool-chosen upper bound on cube arity, consistent with
Section 5.3.

2. Literal polarity. Complemented literals do not change arity. Negations are absorbed as
sign flips in the linear combination that forms the PBS input and are “free” at the TLWE
level.

3. Context-sensitivity. The test “appears only in one arity-1 cube” is a conservative sufficient
condition for being switch-free. If the same leaf is reused by multiple arity-1 cubes
(across sibling cuts), a single instance can be fanned out in B at no PBS cost; the estimator
can be extended with memoization to recognize such reuse across already committed
cuts.

4. ESOP caching. To avoid repeated calls to exorcism, we cache ESOPs (and their costs) by
a signature comprising the cut truth table and a canonical leaf ordering.
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Algorithm 5.2: Per-Round Cut Selection (one DP pass)
Input: XAG G, prior best costs best_cost(-)
Output: Updated representative cut rep(n) and best_cost(n) for all n
1 foreach node n € G in topological order do
best_cost(n) < +oo; rep(n) — L
foreach k-feasible cut C rooted at n do
Clocal — ESOP_cost(C) // Alg. 5.1
¢ — cost_est(C, cgcal)
if ¢ < best_cost(n) then
‘ best_cost(n) < ¢; rep(n) — C
return rep(-), best_cost(:)

R g o U W

5.4.3 Cost-Aware Cut Selection

Selecting a good set of replacements requires balancing local improvements with global
sharing. We adopt a standard two-heuristic dynamic programming scheme (as in technology
mapping, cf. Section 4.3), adapted to our cost metric.

Global cost estimators. We alternate four DP passes:

* Area flow in Passes 1-2: A global sharing heuristic that accumulates costs downstream,
dividing each child’s contribution by its fanout to reflect reuse.?

* Exact area in Passes 3—4: A local precision heuristic that measures the size of the node’s
maximum fanout-free cone. We simulate committing a candidate cut, recursively adding
the cjocal Of any newly needed internal nodes (whose reference count rises from 0 to 1),
and ignoring nodes already “paid for” by other selections. This effectively counts how
many PBS calls would actually be added by this choice.

Commit and construction. After the final pass, each node n has a representative cut rep(n).
We then build the output network by reverse-topological traversal: for each node, instantiate
the ESOP of rep(n), implement each arity-> 1 cube by a compute PBS in Z,, (with p large
enough for the largest cube arity), and set the PBS output encoding to B so that the XOR layer
is evaluated via free-XOR. Cuts whose ESOP contains only arity-1 cubes are implemented
entirely in B with leveled operations.

5.4.4 Practical Considerations and Implementation Notes

¢ Cutsize k. Larger k exposes deeper ESOP opportunities but increases enumeration and
ESOP search time. We find k =5 to be a good trade-off.

2We use c= (clocal + Liez best_cost(])/fanout(})), with PIs contributing zero.
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* Tie-breaking. When multiple cuts have identical cost, prefer

(i) smaller kpax (to keep p small), then
(i) fewer cubes, then

(iii) lexicographically smaller leaf IDs (stability).

* Global plaintext space. Consistent with Section 5.3, we set a single p = 2K for all non-
linear cubes, where K is the largest cube arity across all committed cuts. This avoids
proliferating switch PBS calls due to heterogeneous p.

* Cachingand signatures. We cache (fc,leaf_order) — & and — cjocq) to amortize exorcism
calls. A simple NPN-aware hash of the cut truth table suffices in practice.

* Soundness. Every replacement implements f¢ exactly. Since cuts form a standard
covering (one representative cut per node, built in reverse topological order), functional
equivalence to the input circuit is preserved by construction.

5.5 Experimental Results

We evaluate the effectiveness of the proposed ESOP-guided synthesis technique for TFHE
circuit generation on a suite of general-purpose Boolean benchmarks. To make the results
interpretable and actionable, we structure the discussion in two parts:

1. an evaluation-time comparison, where we compare estimated homomorphic evaluation
latency across all methods; and

2. an analysis of PBS types, where we separate compute and switch PBS to expose the
impact of encoding strategy management on total cost.

5.5.1 Overview and Methodology

Prior work has shown that carefully hand-crafted cryptographic circuits — whose structures
cleanly separate linear and non-linear logic—benefit substantially from multi-encoding-space
evaluation [28]. However, outside this niche, most Boolean computations encountered in
practice (analytics, control, bit-twiddling, random logic) do not exhibit such regularity. As a
result, the broader practicality of multi-encoding evaluation depends on algorithmic synthesis
support that can create or recover structure suitable for efficient encoding management.

Benchmarks. We therefore evaluate on the LOBSTER benchmark suite [112], which is also
adopted in Section 3.6: medical diagnostics, sorting, bit-twiddling, random logic, and con-
trol logic (cf. Section 2.3.4). These designs are representative of computations expected in
real-world FHE deployments and, unlike crypto circuits, typically lack deliberate separation
between XOR and AND structure — making them an appropriate and challenging testbed.
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Compared methods. We compare three synthesis strategies:

1. AND minimization [171]: reduces the number of AND gates in an XAG to lower the
number of compute PBS. Evaluation uses the multi-encoding strategy in Section 5.3.1
(free-XOR in B, AND trees via PBS in Z}), so both compute and switch PBS may occur.

2. Zg-based synthesis (Chapter 4): targets a fixed larger space Zg to enable large/specialized
gates and multi-output gates via multi-value PBS. Because the encoding space is fixed,
all PBS are compute PBS.

3. ESOP-guided synthesis (this chapter): replaces k-feasible cuts by ESOP subcircuits using
the cost-aware selection from Section 5.4. Evaluation follows the encoding choices in
Section 5.3: AND-tree consolidation and a uniform Z, for all non-linear cubes; XOR
aggregation in B (free-XOR). Both compute and switch PBS may occur, but are explicitly
managed during synthesis.

Implementation and cost estimation. All flows are implemented on top of mockturtle [165].
For ESOP synthesis within cuts we use exorcism [129]. Homomorphic evaluation latency is
estimated with a TEHE cost estimator 2 that queries Concrete [198] to select parameters and
return a per-PBS time based on the required plaintext space p and the Euclidean norm of the
linear combination (scaled appropriately for multi-value PBS when relevant). XOR realized
via leveled TLWE operations in B (free-XOR) is treated as negligible relative to PBS and thus
excluded. Experiments run on an Apple M1 Max (32GB RAM).

Reporting. For each benchmark in Table 5.1 we report:
(i) the arity of the largest AND tree (“max arity”) under the evaluation assumptions in
Section 5.3.1;

(ii) the total number of PBS (“#PBS”), including both compute and switch PBS where appli-
cable;

(iii) synthesis time (“Syn.”, in seconds); and

(iv) total estimated homomorphic evaluation time (“Eval.”, in milliseconds).

5.5.2 Performance Breakdown

Evaluation time comparison. No single method dominates across all 25 benchmarks. The
best evaluation time is achieved by AND minimization, Zg-based synthesis, and ESOP-guided

Shttps://github.com/ssmiler/tfhe_Ibf_eval
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AND Minimization Zg-Based Synthesis This Work (ESOP-guided)

Benchmark

Max arity #PBS  Syn.[s] Eval. [ms] #PBS Syn.[s] Eval.[ms] Max arity #PBS Syn.[s] Eval. [ms]
cardio 12 141 24.14 6139 114 <0.01 4560 8 120 5.98 4392
dsort 5 789  564.00 29316 663 <0.01 26520 5 828 31.39 31617
msort 5 690 50.37 23715 645 <0.01 25800 5 528 100.88 19602
isort 5 690 50.17 23715 645 <0.01 25800 5 528  100.89 19602
bsort 5 690 51.47 23715 645 <0.01 25800 5 528  100.64 19602
osort 5 598 76.45 20553 559  <0.01 22360 5 460 83.38 17058
hd01 32 64 0.43 5096 54 <0.01 2160 5 59 0.58 2296
hd02 32 62 0.60 4030 78 <0.01 3120 5 81 1.33 2791
hd03 4 51 0.44 1679 29 <0.01 1160 4 52 1.13 1748
hd04 26 59 7.86 3298 53 <0.01 2120 7 65 2.28 2500
hd05 17 191 20.70 9173 113  <0.01 4520 6 153 2.00 5725
hd06 17 191 21.67 9173 113 <0.01 4520 6 153 2.02 5725
hd07 4 15 0.05 555 16 <0.01 640 4 14 0.08 526
hd08 13 20 0.09 874 11 <0.01 440 8 12 0.17 508
hd09 33 69 1.02 4521 76  <0.01 3040 8 108 1.73 3964
hd10 32 6 0.08 534 25 <0.01 1000 8 16 0.27 624
hd11 48 168 8.37 23397 310 <0.01 12400 8 411 12.71 15391
hd12 32 67 0.42 3887 73 0.01 2920 8 59 2.05 2287
bar 3 1980 25.37 61887 2437 <0.01 97480 3 2176 51.62 68480
cavlc 30 365 19.12 22300 518 <0.01 20720 8 335 7.83 14371
ctrl 10 61 1.85 2605 84 <0.01 3360 7 73 0.36 3047
dec 8 280 25.37 12280 292 <0.01 11680 2 352 2.49 10208
i2¢c 26 535 24.11 40217 890 <0.01 35600 8 703 10.07 29171
int2float 14 127 591 6665 162 <0.01 6480 8 117 2.03 4849
router 70 51 7.78 7639 111  <0.01 4440 8 95 1.51 3555
GEOMEAN 141.32 7350.23 152.00 6079.87 150.22 5634.95
Norm. (Eval.) 1 0.8272 0.7666

Table 5.1: Comparison of TFHE circuit evaluation costs concerning the LOBSTER benchmark
suite.

synthesis on 2, 9, and 14 benchmarks, respectively. This supports the perspective that the
three methods exploit different forms of structure: Zg-based synthesis excels on bit-twiddling
(hd-01-hd-12), where many gates are compressible and multi-output opportunities abound
in a fixed, larger domain; ESOP-guided synthesis wins broadly elsewhere (medical, control,
mixed random logic), where its cut-wise restructuring can regularize non-linear parts and
reduce encoding friction.

Circuit synthesis time. Zg-based synthesis is consistently fastest to synthesize due to its
technology-mapping nature with a static library. AND minimization and ESOP-guided exhibit
comparable synthesis times (often minutes): the former because aggressive multi-pass opti-
mization converges slowly on complex graphs; the latter because it performs ESOP discovery
per cut. The latter overhead can be reduced in practice via memoization or a precomputed
ESOP database keyed by cut truth tables and simple invariants. While we report synthesis
time for completeness, in many deployments (e.g., cloud services) circuit generation is an
offline, amortized cost; homomorphic evaluation latency is the dominant metric.

Cross—family perspective (leveled vs. fast-bootstrapping). Because this chapter reuses
exactly the same 25 benchmarks as our leveled-FHE study in Chapter 3, it is natural to contrast
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AND Minimization  This Work (ESOP-guided)

Benchmark

#Switch #Compute #Switch #Compute
cardio 91 50 63 57
dsort 294 495 243 585
msort 405 285 198 330
isort 405 285 198 330
bsort 405 285 198 330
osort 351 247 174 286
hdO1 19 45 14 45
hd02 31 31 47 34
hd03 31 20 28 24
hd04 36 23 24 41
hd05 112 79 61 92
hd06 112 79 61 92
hdo7 3 12 2 12
hd08 13 7 2 10
hd09 34 35 56 52
hd10 1 5 6 10
hdi1 73 95 194 217
hd12 40 27 23 36
bar 491 1489 384 1792
cavlc 200 165 44 291
ctrl 23 38 11 62
dec 20 260 48 304
i2c 177 358 154 549
int2float 56 71 26 91
router 31 20 45 50
GEOMEAN 59.93 71.92 45.78 97.44
Norm. 1 1 0.7638 1.3548

Table 5.2: Breakdown of PBS usage: compute vs. switch, for flows that support multi-encoding
evaluation.

the end-to-end homomorphic evaluation efficiency across the two major families of schemes.
On that suite, the best-performing leveled-FHE flow from Chapter 3 — our framework with
the FHE cost configured as the optimization objective — achieved a geometric-mean eval-
uation time of 18198.80ms (cf. Table 3.3). In comparison, on the very same benchmarks,
the ESOP-guided dual-space TFHE flow developed in this chapter attains a geometric mean
of 5634.95ms (Table 5.1), i.e., about 3.23 x faster overall. While these numbers come from
different software stacks and measurement methodologies (Chapter 3 reports measured run-
times in HE1ib, whereas this chapter uses a TFHE cost estimator backed by Concrete), they
nonetheless provide a clear, broad-strokes picture: fast-bootstrapping schemes such as TFHE
are particularly well-suited to the private evaluation of functions over small plaintext domains
— especially Boolean logic.

5.5.3 Analysis of PBS Types

To isolate the impact of encoding management, we break the total PBS into compute and
switch components for AND minimization and ESOP-guided (Table 5.2). The Zg-based flow is
excluded here because its encoding space is fixed and all PBS are compute PBS.

On average, ESOP-guided synthesis reduces switch PBS by 23.62% versus AND minimization.
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This is the direct benefit of encoding-aware, ESOP-structured subcircuits: inputs that cross
the B < Z, boundary are minimized and aligned with ESOP layer boundaries (Section 5.3), so
transitions are fewer and better placed.

As expected, ESOP-guided shows a 35.48% increase in compute PBS relative to AND mini-
mization, which explicitly targets AND-count reduction. However, the net effect still favors
ESOP-guided in total latency (Table 5.1), because:

(i) fewer switch PBS means fewer “overhead-only” bootstraps; and

(ii) ESOP-guided avoids extremely large AND trees, enabling smaller plaintext spaces and
lower per-PBS cost.

In short, while both flows support multi-encoding evaluation, only ESOP-guided manages
encoding transitions during synthesis. That management produces circuits whose PBS mix
and p selection are better balanced, yielding lower end-to-end homomorphic evaluation time.

5.6 Discussion

This chapter studied encoding—switch-aware TFHE circuit synthesis: when and how to change
plaintext spaces during evaluation, and how to structure circuits so that such changes are both
necessary and beneficial. This chapter summarized the mechanics of PBS under multiple
plaintext spaces, analyzed where switches arise in XAG and ESOP representations (Section 5.3),
and then designed a cost-aware, cut-based replacement flow that carves a network into
ESOP-aligned regions while explicitly accounting for both compute and switch PBS operations
(Section 5.4). On 25 general-purpose benchmarks, the resulting circuits reduce homomorphic
evaluation time by up to 53.46% and on average by 23.34% compared to advanced baselines
that do not explicitly manage encoding transitions (Section 5.5). Below is a reflection on what
the results say and the outlined directions that are believed to be the most promising.

5.6.1 What this chapter contributes

* A principled view of switching. Compute PBS (logic evaluation) is distinguished from
switch PBS (space transition only). Their roles in interacting with circuit topology are
shown. In XAGs, AND-tree consolidation and uniform non-linear encoding reduce
avoidable switches; in ESOPs, the two-level structure provides a clean separation that
naturally minimizes switching.

* A localized yet context-aware cost model. Our cut-level estimator (Algorithm 5.1)
counts the compute PBS induced by higher-arity cubes and the switch PBS implied at
cut boundaries, enabling fine-grained trade-offs during mapping.

* A synthesis flow that uses switching — not just allows it. By selecting ESOP implemen-
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tations cut-by-cut with dynamic-programming style selection, the flow actively shapes
where logic is computed (in Z,) and where it is aggregated (in B), rather than applying a
fixed-space policy or switching opportunistically post hoc.

» Evidence across diverse, non-cryptographic circuits. Beyond structured cryptographic
designs, our study shows that general Boolean workloads benefit from encoding-aware
synthesis, often by controlling cube arities (hence p) and by eliminating gratuitous
switches created by mixed-fanout substructures.

5.6.2 Limitations

Our evaluation times are derived from a TFHE cost estimator backed by Concrete; absolute
numbers will vary with libraries and hardware, though the relative trends we exploit — control-
ling p via cube arity and reducing switch PBS — are robust. Also, our flow currently synthesizes
ESOP per cut on the fly; for large designs, ESOP generation dominates runtime.

5.6.3 Future directions

(1) Matching applications to evaluation strategies. Our results indicate that no single strat-
egy dominates all benchmarks. Fixed large-space mapping (Chapter 4) and the ESOP-guided
flow in this chapter each win on different classes of functions. A compelling next step is to
predict which strategy best fits a given Boolean function — or even a region within a function.
Concretely:

» Structural features. Use features such as XOR/AND ratio, AND-tree arity histogram, re-
convergence patterns, ESOP cube-size distribution, and MFFC statistics to characterize
a circuit.

» Cost surrogates. Learn a regressor that maps these features to estimated (compute,
switch) PBS counts and to the implied p and N parameters, yielding a quick ranking of
strategies before full synthesis.

» Per-region decisions. Extend the predictor to operate on cuts or partitions, enabling a
mixed-strategy design within one circuit while keeping switch overhead explicit in the
objective.

The outcome would be a portfolio synthesizer that selects among (or blends) strategies based
on circuit semantics, rather than committing globally a priori.

(2) Toward heterogeneous TFHE synthesis with controlled interfaces. This chapter and
Chapter 4 take complementary angles. Chapter 4 maximizes expressiveness within a sin-
gle (larger) plaintext space by technology mapping onto large, compression-friendly gates
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(e.g., symmetric/negacyclic) and multi-value PBS; this chapter optimizes when/how to switch
spaces, using ESOP to keep non-linear blocks small (thereby keeping p modest) and to mini-
mize switches. Combining the two is non-trivial because our ESOP-guided flow already fixes
both the switching boundary (between non-linear and XOR layers) and the target p (by the
largest cube), leaving little room to invoke large-gate libraries inside those ESOP regions.

A plausible path forward is heterogeneous synthesis: allow the mapper to designate some
regions as ESOP domains (dual-space, free-XOR aggregation) and others as large-gate domains
(fixed large p, technology mapping per Chapter 4). To make this viable:

* Region selection. Identify ESOP regions with low logic sharing (where multi-output
advantages are limited) and high switch pressure — these are good candidates to keep
in the ESOP domain. Conversely, detect regions rich in symmetric/negacyclic structure
or high fan-in opportunities with shared supports — prime candidates for large-gate
domains with MV-PBS.

* Interface contracts. Treat domain boundaries as typed interfaces: each crossing incurs
a switch PBS (if needed) and may constrain the output space (B vs. Z,). The global
objective must price these gates explicitly.

* Joint cost model. Extend our per-cut estimator to a bi-domain model that

(i) prices large-gate primitives (including MV PBS amortization) and
(i) retains switch PBS accounting between domains.
A dynamic programming/integer linear programming hybrid could then select domain

types per cut while ensuring acyclic coverage.

The goal is not to indiscriminately combine techniques, but to partition the circuit so each
region is synthesized by the method that best matches its structure, with switching overhead
controlled at the seams.

(3) Engineering opportunities. Finally, two practical improvements are immediate:
(i) cache or precompute a library of high-quality ESOPs (by support and polarity) to reduce
per-cut synthesis time; and

(ii) parallelize cut evaluation and cost estimation, which are embarrassingly parallel across
nodes.

In summary, this chapter establishes a foundation for systematic encoding strategy manage-
ment in TFHE synthesis: analyzing where switches arise, costing them alongside compute
PBS, and using those insights to restructure circuits into encoding-aligned ESOP regions. The
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results, together with Chapter 4, suggest a broader agenda: structure-aware TFHE design
automation that chooses both the operators and the encoding spaces best suited to the logic
at hand.
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Ciphertext-Efficient Garbled Circuits
via XOR-OneHot Graphs

6.1 Motivation

Why garbled circuits, and why now. Garbled circuits (GC) remain one of the most versatile
protocols for general-purpose MPC: an arbitrary Boolean circuit is transformed into a network
of encrypted tables and evaluated without revealing intermediate values [190]. Compared
with FHE-based MPC protocols [136, 135], GC avoids heavy noise management and typically
involves lighter computational overhead; compared with secret sharing [159], it protects in-
termediate results by design. These properties make GC attractive for privacy-preserving
analytics, secure model inference, and sensitive-data collaboration in domains such as fi-
nance [27, 60, 85] and healthcare [50].

The bottleneck: garbling cost (communication). Despite its simplicity and robustness,
GC performance is dominated by garbling cost — the number of ciphertexts that must be
communicated. Modern schemes have slashed the per-gate cost: Free-XOR renders XOR gates
free (no ciphertexts required for a secure gate evaluation) by exploiting a global key offset [108];
half-gates garble any two-input nonlinear gate (e.g., AND) with only two ciphertexts [197];
and garbling gadgets show that any n-input symmetric gate can be garbled with at most n
ciphertexts [16] (see Section 6.2.1 for a brief introduction). Yet, real applications remain
communication-bound, so further progress hinges on logic-level techniques that minimize
the #ciphertexts a circuit induces.

Status quo: minimize ANDs in XAGs. The dominant logic-level approach models the com-
putation as an XOR-AND graph (XAG) and minimizes the number of two-input ANDs, since
XOR/NOT are free under free-XOR [166, 152, 171, 118]. This “MC reduction” viewpoint (min-
imizing multiplicative complexity) has delivered strong baselines. However, it bakes in a
strong assumption: that the fwo-input AND is the best nonlinear primitive everywhere. With
half-gates (2 ciphertexts per two-input AND gate) and free-XOR, this is often — but not always
— optimal.
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Our premise: ciphertext efficiency varies across primitives. We revisit that assumption
by asking — “Is there a circuit representation whose nonlinear primitives yield lower total
ciphertexts than XAGs, once free-XOR and modern garbling schemes are fully exploited?”
Starting from a systematic study of ciphertext efficiency across small nonlinear gates under
state-of-the-art garbling, we observe that certain three-input symmetric primitives — espe-
cially the OneHot gate, which outputs 1 iff exactly one input is 1 — can be strikingly efficient
when combined with aggressive linear (XOR) restructuring. In our truth-table notation, the
OneHot gate is #16 in hexadecimal and #00010110 in binary. While a single OneHot costs 3
ciphertexts according to the garbling gadget technique [16], it can replace two two-input AND
gates at once, whose garbling requires 4 ciphertexts. The net result can be a lower circuit-wide
ciphertext count than an AND-only nonlinear basis.

From XAG to X1G: a representation built for GC. Motivated by this finding, we introduce
the XOR-OneHot-inverter graph (X1G): a Boolean network whose nonlinear primitives are
OneHot gates, while XOR/NOT remain free. X1Gs explicitly trade a slightly larger per-gate
cost (e.g., 3 for a OneHot gate vs. 2 for a two-input AND) for fewer nonlinear sites overall and
substantially more linear reuse. The representation is tailored to modern garbling: XOR-heavy
structure is “free,” while the remaining nonlinearity is delivered by primitives with superior
ciphertext-per-functionality in many common patterns, as will be revealed later in this chapter.

What it takes to make X1G practical. To translate this premise into practice, one must

(i) determine when OneHot-based nonlinearity beats AND-based nonlinearity,
(ii) map Boolean functions to X1Gs that realize those wins,
(iii) optimize X1Gs aggressively to exploit logic sharing, in order to obtain ciphertext-efficient
garbled circuit designs.

This work contributes the following:

 Ciphertext-efficiency analysis. We characterize, for the first time, the garbling cost
behavior of small symmetric gates under free-XOR, half-gates, and garbling gadgets,
identifying regimes where OneHot primitives dominate two-input ANDs.

* Exact X1G synthesis for small functions. We formulate and solve an exact synthe-
sis problem that produces garbling-cost-optimal X1Gs for small Boolean functions,
enabling a reusable library.

¢ Heuristic X1G optimization for practical functions. We design a suite of X1G-native
optimization passes (linearization, factoring, fuse/split of OneHots, and gadget-aware
rewriting) that scale to realistic circuits and preserve GC-friendliness at every step.
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* Robust empirical gains. Across diverse benchmark suites, our X1G flow reduces total
garbling cost by 7.34%, 26.14%, 13.51%, and 4.34% on average, respectively, compared
with state-of-the-art MC-reduction pipelines, at acceptable runtime overheads.

Scope and positioning. This chapter focuses on communication-efficient SMPC via GC and is
in parallel to the previous chapters on FHE (cf. Part I). Here, we optimize GC’s communication
bound by rethinking the circuit representation itself. The proposed X1G framework is with the
mainstream cryptographic constructions integrated (free-XOR, half-gates, garbling gadgets)
and orthogonal to cryptographic improvements — making it immediately compatible with
current GC engines and future garbling advances.

The results and techniques presented in this chapter are drawn from our earlier publication in
[193, 195, 194].

6.2 Preliminaries

We defer the introduction of the garbling gadget technique until this point, as our later analysis
of the MC compactness of Boolean operators (see Section 6.3.1) critically depends on it. For
background on the GC protocol and other advanced garbling techniques, such as free-XOR
and half-gates, please refer to Sections 2.2.3-2.2.4.

6.2.1 Garbling Gadget

A straightforward garbling of an n-input gate requires a garbled table with 2” ciphertexts —
one per truth-table row — so large fan-in gates are typically avoided when synthesizing GC
circuits. Garbling gadget [16] is an advanced garbling technique that shows this pessimism
is unnecessary for a broad and important class of gates: symmetric functions (whose output
depends only on the Hamming weight of the inputs) can be garbled with linear, rather than
exponential, cost.

Idea in a nutshell. Let f:{0,1}" — {0,1} be symmetric. Then there exists a predicate g :
{0,1,...,n}— {0,1} such that
n
f(x17~-')xn) :g(zxi)'

i=1

Choose a modulus z < n + 1 large enough that g is well-defined on Z,. The garbling gadget
evaluates f in two stages:

1. Modular accumulation (linear stage). Compute the sum s=) ;x; mod z. This is a
linear computation over Z,, so it can be realized in GC using encodings compatible with
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free-XOR — no ciphertexts are needed for this stage.

2. Projection (nonlinear stage). Map the residue s € {0,...,z— 1} to the output bit via
a small “z-to-2” projection gadget that implements g. Using garbled row reduction
(GRR3) [139], this table needs only z — 1 ciphertexts.

Overall, an n-input symmetric gate is garbled with at most z—1 < n ciphertexts, a dramatic
improvement over the naive 2”.

An Example. When exploiting a garbling gadget to garble a two-input AND: since z =3, the
projection costs z — 1 = 2 ciphertexts, which matches the half-gates optimum for two-input
AND [197].

The key takeaway is conceptual: large fan-in symmetric gates can be more garbling-efficient
nonlinearity providers than two-input ANDs. This conjecture motivates logic-level representa-
tions that surface symmetric structure so it can be garbled with near-linear cost — an idea we
will exploit later when proposing circuit forms alternative to XAG for low-cost GC generation.

6.3 A Ciphertext-Efficient Logic Representation

According to the definition of functional multiplicative complexity (FMC) in Section 2.1.1, a
two-input AND (AND2) is the most immediate nonlinearity provider in XAGs. However, AND2
is not necessarily the most ciphertext-efficient primitive under modern garbling schemes. This
section asks a sharper question: Is there a logic primitive that delivers the same (or more)
nonlinearity for fewer ciphertexts than AND2?

Motivated by the garbling gadget perspective (Section 6.2.1), which shows symmetric gates
can be garbled far more efficiently than the naive 2”-entry tables would suggest, we focus our
search on three-input symmetric gates. Larger fan-in primitives (n > 3) are excluded to keep
logic synthesis practical, and asymmetric three-input gates are dominated by garbling cost.

6.3.1 MC Compactness
We quantify the “nonlinearity per ciphertext” of a gate g via MC compactness:

functional MC of g
MC-compactness(g) =

# ciphertexts to garble g
Higher values indicate that a gate provides more nonlinearity for each transmitted ciphertext .

Among the 22’ =256 three-input Boolean functions, exactly 24 = 16 are symmetric (the output
depends only on Hamming weight). After removing the two constants and canonicalizing the

I Throughout, “ciphertexts” refers to entries in the garbled table that must be communicated.
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Gate Truth table Functional MC Garbling cost (#ciphertexts) MC compactness
AND3 780 2 3 0.67
MAJORITY #e8 1 3 0.33
ONEHOT #16 2 2 1.00
GAMBLE #81 1 2 0.50

Table 6.1: Profile of the three-input symmetric candidates (truth tables in hexadecimal; gar-
bling gadget cost (z—1) and MC compactness.

remaining 14 by input/output negations (cf. the sub-subsection on “Boolean classification”
in Section 2.1.2), five representatives remain [122]: three-input AND AND3, three-input
XOR XOR3, three-input majority MAJORITY, three-input onehot ONEHOT, and three-input
gamble GAMBLE. XOR3 has functional MC 0 and thus is not a nonlinearity provider; we
exclude it.

Two observations stand out. First, ONEHOT and GAMBLE admit modulus z = 3 (garbling cost
2), whereas AND3 and MAJORITY require z=4 (cost = 3). For ONEHOT, if HMW(i) denotes all
three-bit patterns of Hamming weight i, then HMW(0) = {0, 0,0} and HMW(3) ={1,1, 1} both
map to output 0, so the function depends only on the Hamming weight modulo 3. The same
holds for GAMBLE. Second, because ONEHOT also has functional MC 2, it achieves unit MC
compactness (2 nonlinearity units / 4 ciphertexts) — the best among the candidates. This
strongly suggests elevating ONEHOT to a first-class nonlinearity provider.

X1G: aciphertext-efficient representation. We therefore propose XOR-OneHot graphs (X1Gs):
logic networks over the basis {XOR, NOT, ONEHOT}. Since XOR/NOT are free under free-
XOR, ONEHOT becomes the only source of garbling cost. Optimizing an X1G thus reduces to
minimizing its number of ONEHOT nodes.

6.3.2 Properties of ONEHOT and Immediate Consequences

Only ONEHOT carries cost. Because NOT(x) =XOR(1, x), NOT incurs no ciphertexts under
free-XOR. Hence, ONEHOT is the sole cost-bearing primitive in X1Gs. We define the XIG
optimization problem as:

minimize #ONEHOT subject to functional equivalence.

Algebraic normal form (ANF) and a key identity. The ANF of ONEHOT is
ONEHOT(x7, X2, X3) = X1 X2X3 ® X1 ® X2 ® X3. (6.1)
A structural-MC-optimal XAG realizing ONEHOT with two AND2s is shown in Figure 6.1.
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ONEHOT(X] , X2, X3)

512
ofo

Figure 6.1: Structural-MC-optimal XAG for ONEHOT (functional MC = 2).

From Eq. (6.1) we obtain
AND3(x;, x2,x3) = ONEHOT (X1, X2, x3) ® XOR3(x1, X2, X3), (6.2)

i.e., one ONEHOT plus (free) XORs realizes AND3. Under free-XOR and garbling gadget,
Eq. (6.1) reduces the cost of an AND3 from 3 ciphertexts (direct garbling with z=4) to 2 (one
ONEHOT with z = 3). This is visualized in Figure 6.2.

Useful constant-propagation rules. Fixing one input yields cost-reducing rewrites that we
apply as a post-processing pass:

ONEHOT(1, x1, x2) = x3 A xp =AND2(—x3,7x2) (@NOR of x1, xp), (6.3)
ONEHOT(0, x1, x2) = X1 ® X2 = XOR2(x1, x2). (6.4)

Both rules replace a cost-bearing ONEHOT with cost-free primitives under free-XOR, directly
lowering garbling cost.

Takeaway. Among compact three-input symmetric gates, ONEHOT uniquely combines

(i) low garbling cost (z =3 = 2 ciphertexts),
(i) nontrivial functional MC (2), and
(iii) favorable algebraic identities that let it stand in for other nonlinearities (e.g., AND3)

using only free XOR around it.

These properties justify X1G as a ciphertext-efficient logic representation for GC generation;
the remainder of this chapter develops exact and heuristic flows to minimize #ONEHOT while
preserving functionality.
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Figure 6.2: A wise choice of logic representation can lead to lower-cost garbled circuits, using
the function f = a A b A ¢ as an example: (a) XAG implementation of f; (b) Garbled circuit
corresponding to (a); (c) X1G implementation of f; (d) Garbled circuit corresponding to (d).
“A”, “@”, and “OH” indicate Boolean AND, Boolean XOR, and Boolean OneHot operations,
respectively. “®,” indicates bit-wise addition in modulo z.

6.4 Mapping XAGs to X1Gs via Algebraic Rewriting

Most prior GC-oriented logic flows implement the target function as an XAG and then reduce
its structural MC (i.e., the number of AND2 gates). To benefit from that body of work and from
the ciphertext—efficiency of ONEHOT gates (Section 6.3), we develop a lightweight mapping
from XAGs to X1Gs that preserves functionality while lowering garbling cost whenever possible.

6.4.1 An Algebraic-Rewriting-Based Mapping

The key identity revealed by Eq. (6.2) allows us to replace fwo adjacent AND2s feeding a
common output by a single ONEHOT plus free XORs, saving fwo ciphertexts (from four down
to two) under garbling gadget (with z = 3) and free-XOR. However, this rule must be applied
carefully: if the output of the lower AND2 has fanout > 1, removing it would disrupt other
downstream dependencies.

To ensure correctness, we first cover the XAG to form disjoint AND trees whose internal nodes
have unit fanout; we use the linear-time covering procedure of [131]. Inside each covered AND
tree, adjacent AND2s can be merged without violating external functionality.

For any remaining AND2 that cannot be paired inside its tree, we fall back to Eq. (6.3), which
preserves cost (two ciphertexts) while moving the nonlinearity to a ONEHOT gate — beneficial
for downstream X1G-specific optimizations.
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Algorithm 6.1: XAG—X1G mapping via algebraic rewriting
Input: XAG N
Output: Functionally equivalent X1G
// Group inner-fanout-1 AND nodes into AND trees

1 covering(N) // [131]
2 foreach AND tree root n€ N do

3 A — linearize n’s tree into a list of consecutive AND2s (leaf—root)

4 while .4 # @ do

5 if |.4| =1 then

6 let {x;, x2} — fanins of .#[0]

7 n' — OneHot(1,1x1, 7x2) // apply Eq. (6.3)
8 replace node . [0] by n’

9 remove . [0]
10 else
11 let {x;, xo} — fanins of ./ [0]

12 x3 < the non-.#[0] fanin of ./ [1]
13 n' — XOR2(OneHot(x, x2, x3), XOR3(x1, X2, x3)) // apply Eq. (6.2)
14 replace .4 [0] and .# 1] by n’
15 remove them from .4

16 return N

Complexity. After one linear-time covering pass, each AND?2 is visited at most once; each
visit induces @ (1) work. The overall mapping therefore runs in time linear in the gate count of
the input XAG.

6.4.2 Limitations and a Motivating Example

Algorithm 6.1 is a fast, practical bridge from AND-count—optimized XAGs to lower-cost X1Gs.
Yet, it can be sub-optimal when the AND connectivity in the input XAG is unfavorable. The
reason is structural: in XAG optimization for MC reduction, all AND2s are “equal cost”; but
after switching to X1G, paired AND2s (eligible for Eq. (6.2)) are preferable to isolated ones
(which force (6.3)). Consequently, an XAG that minimizes the count of AND2s may lack
enough adjacent pairs to realize the best X1G.

Case study. Consider the 5-variable function with truth table #28884000. Its functional MC
is known to be three. Figure 6.3 shows two ciphertext-optimal > implementations:

(a) An XAG whose structural MC matches the lower bound (3 AND2s). Mapping it with
Algorithm 6.1 yields an X1G with three ONEHOTSs (cost 6 ciphertexts).

2When emphasizing fewer ciphertexts as the objective, we use the term ciphertext-optimal rather than optimum:
while ONEHOT is empirically the most ciphertext-efficient nonlinearity among the three-input symmetric gates
we studied, proving global optimality of the representation remains open.
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o

(a) Ciphertext-optimal XAG (structural (b) Ciphertext-optimal X1G (two ONE-
MC=3). Mapping via Alg. 6.1 = X1G with 3 HoTs). Requires an XAG with two adjacent
ONEHOTSs. AND?2 pairs (structural MC=4).

Figure 6.3: Ciphertext-optimal implementations for #28882000. Minimizing #AND2s in XAG
does not necessarily minimize ciphertexts after X1G mapping; the pairability of AND2s
(eligibility for Eq. (6.2)) is crucial.

(b) AnX1G of cost four ciphertexts (two ONEHOTs). The XAG that maps into (b) necessarily
contains two adjacent AND2 pairs and thus has structural MC 4 — worse for XAG, yet
better for the final X1G.

Thus, optimizing only the AND2 count in the starting XAG can paint us into a corner for X1G
mapping; AND connectivity also matters.

Takeaway. Algebraic mapping is a near-zero—overhead way to harvest ONEHOT efficiency
from existing MC-reduced XAGs, but it is not a silver bullet: to approach ciphertext optimality,
the number and the arrangement of ANDs in the seed XAG must be considered. This motivates
the dedicated exact and heuristic X1G-oriented synthesis/optimization engines developed in
the next sections.

6.5 Agilely Synthesizing Optimal X1G Implementations for Small-
Scale Functions

This section develops an exact (SAT-based) synthesis procedure that, for a given Boolean
function, constructs an XAG whose structure is tailored so that the algebraic mapping of
Algorithm 6.1 yields a ciphertext-optimal X1G. Unlike conventional MC-reduction flows that
only minimize the #AND2s, our formulation jointly captures

(i) the count of AND2s, and
(ii) their connectivity (i.e., how many “adjacent pairs” exist),
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because the latter directly controls how many ONEHOT substitutions of Eq. (6.2) are possible
after mapping.

Exact synthesis does not scale to large functions; nevertheless, our formulation is efficient
enough to solve all 150357 representatives of the up-to-six-variable spectral-equivalence
classes. The resulting optimal implementations serve as building blocks in our database-
driven optimization for practical (large) circuits.

6.5.1 AND Fence

We introduce the AND fence as a compact summary of how AND2s are arranged in an XAG 3.
The construction is:

1. Run the linear-time covering procedure of [131] to partition AND2s into disjoint AND
trees (internal nodes have unit fanout). Let the i-th tree contain ¢; =1 AND2s.

2. The multiset & ={cy, ¢y, ..., ¢4} is the AND fence. We order trees by network topology to
make & unique for a given XAG.

From & we can read:

d

sme(F) =) ¢, (6.5)
i=1

COSH(F) = i 2- {ﬁ] (6.6)
i-1 2 '

Here, (6.5) is the structural MC (the #AND2s). Equation (6.6) is the ciphertext cost of the
mapped X1G under Algorithm 6.1: each pair of adjacent AND2s in a tree contributes one
ONEHOT (two ciphertexts), and a leftover single AND2 also maps to one ONEHOT (two
ciphertexts).

6.5.2 Abstract XAG

To expose just the structure that matters for AND fences, we work with a generalized abstract
XAG (39, 163]:

(i) XOR nodes are XOR clouds with arbitrary fanin;

3We reuse the terms “AND fence” and “abstract XAG” introduced in Section 3.3.1, but tailor their definitions to a
different optimization objective. In Chapter 3, the quality of an XAG was judged by multiplicative depth (MD) and
multiplicative complexity (MC). Here, our goal is ciphertext cost, driven by MC and AND connectivity. Consequently,
patterns that are indistinguishable under MD/MC — e.g., two consecutive ANDs versus two ANDs separated by an
intervening XOR — are distinguished here because only the former permits a ONEHOT substitution via Eq. (6.2).
Conversely, the present AND-fence abstraction does not attempt to distinguish all structures that affect MD, so it
should not be viewed as a strict refinement of the Chapter 3 notion.
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(a) Abstract XAG for #2888a000. Blue text
denotes XOR-cloud fanins. (b) Corresponding AND fence & = {2,2}.

Figure 6.4: Abstract XAG of the ciphertext-optimal implementations for “2888a000 and its
AND fence.

(ii) each fanin of an XOR cloud is either a PI or an AND node from a lower level;
(iii) each AND node takes XOR clouds as inputs;

(iv) POs are XOR clouds.

The structural constraints above are consistent with those in Section 3.3.1. Besides, we further
allow AND fanin > 2 so that a tree of ¢ chained AND2s can be written as a single (c + 1)-input
AND node. This makes it trivial both to extract & from a given abstract XAG and to instantiate
an abstract XAG realizing a target & .

Figure 6.4 illustrates the idea on the running example (*2888a000): the abstract XAG in
Figure 6.4 a has two AND3s arranged in two levels, hence its AND fence is & = {2,2} (each
level represents a tree of two AND2s), shown in Figure 6.4 b.

6.5.3 Exact Synthesis of Ciphertext-Optimal X1Gs
Problem Formulation

We solve a sequence of SAT instances. For a candidate AND fence &, we build a skeletal
abstract XAG whose AND nodes (with specified arities and levels) match &, but whose XOR-
cloud fanins are unknown, like the one shown in Figure 6.4 b. A SAT encoding (details omitted
as they are similar to the ones introduced in Section 3.3.2) assigns those fanins so that the
abstract XAG realizes the target Boolean function f.

To guarantee optimality, we enumerate fences in non-decreasing ciphertext cost (cf. Eq. (6.6)).
A solution found for the first satisfiable fence is thus ciphertext-optimal after mapping (Algo-
rithm 6.1).
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Algorithm 6.2: Agile exact synthesis with AND fences

Input: Boolean function f; library of fences Lib (sorted by Eq. (6.6))
Output: Ciphertext-optimal abstract XAG for f, or NULL

1 fmc— functional MC of f

2 foreach & € Libdo

3 if smc(&F) < fmc then

4 continue

5 N — SAT (AbstractXAG(f, #))
6 if N # NULL then

7 ‘ return N

8 return NULL

We pre-compute the set of candidate fences: for structural MC s € {1, ..., 6} (the known upper
bound on functional MC for six-variable functions [39]), all ordered positive-integer partitions
of s are included. The order matters because different levels yield different topologies. This
results in 63 fences. We further prune using f’s functional MC fimc(f): fences with smc(F) <
fimc(f) can be skipped.

Applied to #2888a000, Algorithm 6.2 finds the abstract XAG in Figure 6.4 a, which maps
(Algorithm 6.1) to the ciphertext—optimal X1G of Figure 6.3 b.

On XOR Counts and Decomposition

Abstract XAGs hide XOR structure inside clouds. When converting to an implementable
XAG, each cloud must be decomposed into XOR2s. A naive decomposition may introduce
redundant (functionally equivalent) XOR2s; even optimal decompositions will often exceed
the minimum XOR2 count because the exact formulation does not constrain XOR fanins. We
intentionally leave XOR unconstrained:

(i) with free-XOR, evaluation cost is insensitive to XOR2 count; and
(i) relaxing XOR greatly enlarges the solution space, accelerating SAT search.

After decomposition and Algorithm 6.1, we still obtain ciphertext-optimal X1Gs, thereby
overcoming the limitation discussed in Section 6.4.2.

6.5.4 Database Generation (Up-To-Six-Variable Functions)

While agile, exact synthesis remains exponential. We therefore use it offline to build a func-
tionally complete database of optimal X1Gs for all up-to-six-input functions. We reduce the
synthesis effort through spectral classification (cf. the “Boolean Classification Techniques” sub-
subsection in Section 2.1.2): only 150357 representative functions remain, each synthesized
once.
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Yes
Mapping Logic rewriting N@ DC-based Optmization R Algebraic rewriting
(Algorithm 6.1) (Algorithm 6.3) (Algorithm 6.4) (Eq. (6.4))

Figure 6.5: Proposed flow for X1G optimization: (i) seed an X1G via the algebraic mapping of Al-
gorithm 6.1; (ii) iteratively improve it using the database-driven logic rewriting of Algorithm 6.3;
(iii) post-process with SAT-based SDC elimination (Algorithm 6.4) and constant-driven alge-
braic rewriting (Eq. (6.4)).

Theorem 6.5.1. Let f and g be spectrally equivalent, and let fi be a ciphertext—optimal X1G
for f. Applying the corresponding sequence of spectral operations to fi yields an X1G g, that is
ciphertext-optimal for g.

Proof. If not, there exists g, for g with fewer ONEHOTs than g;. Applying the inverse spectral
operations to g» produces an implementation of f with fewer ONEHOTSs than fi, contradicting
the optimality of f;. O

Representatives follow [124]. For each representative, we run Algorithm 6.2 to synthesize an
abstract XAG implementation, decompose XOR clouds to obtain an XAG, and map it to an X1G
via applying Algorithm 6.1. The resulting database of 150357 ciphertext-optimal X1Gs powers
the database-driven rewriting stage of our large-scale X1G optimization flow (next section).

6.6 A Logic Optimization Flow for X1Gs

This section presents a practical three-stage flow to synthesize high-quality X1G implementa-
tions for large Boolean functions. The flow takes as input XAGs pre-optimized for low structural
MC using prior art [171, 118], seeds an initial X1G by algebraic mapping, and then iteratively
improves it using a database-driven rewriting engine, followed by lightweight post-processing.

Stage One: seeding by algebraic mapping. Given an XAG Ny,g optimized for low structural
MC, we first produce a functionally equivalent X1G Ny1g by applying the algebraic mapping
in Algorithm 6.1: pairs of adjacent AND2s are replaced using Eq. (6.2), and remaining single
AND2s via Eq. (6.3). This step is linear-time and provides a strong baseline but, as discussed
in Section 6.4.2, is not guaranteed to be garbling-cost optimal.

Stage Two: database-driven logic rewriting. Starting from Ny;¢, we repeatedly apply a peep-
hole rewrite based on k-feasible cuts and a precomputed database of ciphertext-optimal X1Gs
for small functions (the spectral representatives from Section 6.5). For each cut, we extract its
local function, look up (via spectral canonicalization) the optimal X1G implementation and
cost, and commit the replacement that maximally reduces #ONEHOTs. We iterate until a full
pass yields no improvement (Algorithm 6.3).
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Algorithm 6.3: Database-driven X1G rewriting (one pass)
Input: X1G network N; database db of optimal X1Gs for small functions
Output: Updated N (non-increasing #0OneHots)
// Recompute cuts only after a successful rewrite

1 cuts <— ENUMERATE_CUTS(V)

2 changed — false

3 foreach node n in N (topological order) do

4 foreach k-feasible cut C € cuts[n] do
5 extract local cone G¢ and its function f¢
6 (r,0) < SPECTRAL_CANONICALIZE(f¢)
7 (Gy, cost™) — dblr] // optimal impl. and #OneHots
8 Gé — APPLY_OPS(G;,0) // map back to f¢
9 record gain Ac — #ONEHOT(G¢) —#ONEHOT(G(.)

10 choose C' =argmax¢ Ac

11 if Ac >0 then

12 replace G¢ by G, in N

13 N — CLEANUP(N)

14 cuts — ENUMERATE_CUTS(NV)

15 changed — true

16 return N // stops when a pass returns with changed=false

Stage Three: post-processing. Finally, we reduce the remaining OneHots using two inexpen-
sive passes:

(i) an SDC-based transformation that replaces a OneHot by XOR3 when input pattern
(1,1,1) is unreachable (Section 6.6.2), and

(ii) constant-propagation followed by Eq. (6.4) (any ONEHOT with a constant 0 input be-
comes XOR2).

These passes do not change topology (other than local node replacement) and thus are safe
late in the flow.

6.6.1 Database-Driven Logic Rewriting

We adopt a standard cut-based, greedy rewriting framework (Algorithm 6.3) specialized to the
X1G cost model, where the objective is the total number of ONEHOT nodes. For scalability,
we use dynamic k-feasible cut enumeration [63] and spectral canonicalization to index the
database (Section 6.5); this preserves optimality within a cut under the cost metric and exploits
Theorem 6.5.1.

Discussion.

(i) Correctness. By construction, each committed replacement is functionally equivalent
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Algorithm 6.4: SDC-based OneHot—XOR reduction
Input: X1G network N
Output: Updated N
1 P — TSEITIN_ENCODE(N) // CNF of whole network
2 foreach ONEHOT node n with fanins {x, x, x3} do
3 let (¢1,¢,,¢3) be the CNF literals for (x1, x2, X3)
4 ifSAT(P/\fl /\fz /\f3)= UNSAT then
5 ‘ replace n by XOR3(x1, x2, X3)
6 return N

and non-increasing in #ONEHOTs.

(ii) Complexity. Each pass is quasi-linear in the number of cuts; spectral canonicalization
and database lookup are ©'(1) on average for the small arities used.

6.6.2 Don’t-Care-Based OneHot Reduction

A key observation is that ONEHOT and XOR3 differ only on input pattern (1,1, 1):
ONEHoOT:* 00010110,  XOR3:*10010110.

Therefore, if a OneHot node n never receives (1,1, 1) at runtime (i.e., this local pattern is an
SDC), we can replace it by XOR3 at zero garbling cost. We detect this with a SAT query formed
by Tseitin encoding [173], as summarized by Algorithm 6.4.

6.6.3 Constant-Driven Algebraic Post-Processing

Lastly, we run constant propagation and apply the identity revealed by Eq. (6.4), namely,
ONEHOT(0, x1, x2) = XOR2(x1, x2),

to remove any residual ONEHOT whose one input is constant 0. This strictly reduces #ONEHOTs
and never increases depth. Meanwhile, we do not use Eq. (6.3) in this stage because it would
reintroduce AND2 nodes and leave the X1G domain.

Putting it together. The overall flow in Figure 6.5 repeatedly alternates Stage two passes
until convergence, then applies Stage three once. In our experiments, this converges quickly
(few passes) and consistently improves over the algebraic seed, closing the gap identified in
Section 6.4.2 while retaining scalability.
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Exact Synthesis Engine #Solutions Accum. #ONEHOTS Accum. Time [s]
Baseline [164, 193] 43 113 1354.58
Ours (Algorithm 6.2) 48 1201 40.23

T Excluding the five instances where the baseline produced no solution, our aggre-
gate #ONEHOTs decreases to 105.

Table 6.2: Synthesizing optimal X1Gs for the 48 representatives of five-variable spectral-
equivalence classes.

6.7 Experimental Results

This section evaluates the two technical contributions introduced in this chapter:

1. the exact-synthesis formulation in Section 6.5 for agilely producing ciphertext-optimal
X1Gs for small functions, and

2. the three—stage optimization flow in Section 6.6 for scalable improvement of X1Gs for
practical designs.

All experiments were run on a machine equipped with an Apple M1 Max and 32GB RAM.

6.7.1 Evaluation of the Exact-Synthesis Formulation

We compare our approach (Algorithm 6.2) against a state-of-the-art exact engine (baseline)
following the single-selection—variable (SSV), area-oriented SAT encoding [164], augmented
with the heuristic guidance from functional MC [193]. Both solvers are implemented using the
C++ reasoning library bi11* with Glucose® as the underlying SAT solver; each SAT instance is
capped at 100000 conflicts.

The benchmark set comprises the 48 representatives of the spectral-equivalence classes for
up-to-five-variable Boolean functions. Results are summarized in Table 6.2. The baseline fails
to find any solution for five functions and returns suboptimal solutions (more ONEHOTSs) for
seven others, while our formulation synthesizes solutions for all 48 and finds strictly better
implementations in those ambiguous cases. In aggregate, our method is 33.67x faster on
average (40.23s vs. 1354.58s) while delivering strictly fewer or equal ONEHOTSs per instance.

Why the improvement? Our formulation explicitly embraces the GC cost model: since XORs
are free under Free-XOR, we remove constraints on XOR counts to inflate the satisfying space
while steering the search with AND fences, which determine #ONEHOTs after mapping. This
substantially improves SAT solvability without sacrificing optimality under the garbling-cost
(i.e., #ciphertexts) objective.

4https://github.com/Isils/bill
Shttps:/ /www.labri.fr/perso/lsimon/research/ glucose/
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6.7.2 Evaluation of the X1G Optimization Flow

We assess the full flow on three widely used benchmark suites:

(i) EPFL combinational designs [5] (reported separately for arithmetic vs. random/control
circuits; cf. Section 2.3.1),

(ii) standard cryptographic kernels (cf. Section 2.3.2), and

(iii) MPC application circuits [152] (cf. Section 2.3.3).

For each design, the starting point is the best available XAG from the literature [152, 171,
118]. GC cost is calculated as 2 - #AND2s. We then run our flow (Figure 6.5) to obtain X1G
implementations, where an X1G’s cost is 2 - #ONEHOTs (cf. Table 6.1).

Implementation details. We use mockturtle [165] for networks and cuts; spectral canoni-
calization limits the number of attempted operations to 100000 per cut (if unmatched, the cut
is skipped); SDC checks (Algorithm 6.4) use percy® with MiniSAT [78], also capped at 100000
conflicts per query. For very large designs (> 30k nodes), we bypass the SDC pass to keep
runtime practical.

EPFLresults. Table 6.3 reports per-stage costs (#ciphertexts), total reduction, and runtime.
We observe:

(i) the XAG—X1G-mapping alone already reduces cost by 2.41% (arithmetic) and 11.90%
(random/control), confirming the intrinsic ciphertext efficiency of ONEHOT as a nonlin-
earity provider;

(ii) the database-driven logic rewrite contributes the bulk of savings (on average, 62.77% of
total reduction at 84.23% of runtime), while

(iii) the post-processing stages are lightweight yet essential to capture residual opportunities
missed by the greedy rewrite.

Overall geometric-mean reductions are 7.34% (arithmetic) and 26.14% (random/control).

Case analyses. For the EPFL benchmark suite, adder, barrel shifter, and decoder, no
reduction occurs. These designs contain AND2s that are already isolated; after mapping,
the resulting ONEHOTs satisfy Eq. (6.3) (namely, with a constant 1 input), which offers no
ciphertext advantage. Conversely, log2, sine, and voter exhibit substantial adjacent-AND2
structure; the flow exploits Eq. (6.2) and database-guided merges to unlock more substantial
savings.

6 Availableat:https://github.com/lIsils/percy
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X1G Optimization Flow (#ciphertexts)

Benchmark SOTA Red. Time [s]
Mapping Logic rewrite SDC Alg. rewrite
Arithmetic
adder 256 256 256 (lf) 256 256 0.00% 1.72
barrel shifter 1664 1664 1664 (1) 1664 1664 0.00% 1.88
divider 10264 9882 9294 (6) 9288 9288 9.51% 129.31
log2 17 546 16986 15584 (4) 15318 15314 12.72% 532.73
max 1744 1662 1636 (2) 1636 1636 6.19% 6.71
multiplier 15170 15022 14698 (3) 14694 14694 3.14% 116.10
sine 3918 3724 3266 (5) 3244 3242  17.25% 214.06
square-root 10434 10176 9406 (5) 9400 9400 9.91% 288.12
square 9192 9052 8662 (4) 8648 8648 5.92% 58.63
GEOMEAN 4503.95 4395.44 4186.17 4173.57 4173.16 7.34%
Random/Control
round-robin arbiter 2348 2260 1488 (2) 1488 1488 36.63% 62.23
coding-cavlc 788 656 524 (2) 512 512 35.03% 39.57
ALU control unit 90 82 74 (3) 74 74 17.78% 2.87
decoder 656 656 656 (1) 656 656 0.00% 1.93
i2c controller 1114 1004 886 (3) 872 872 21.72% 34.75
int to float converter 170 144 132 (3) 130 130 23.53% 9.15
memory controller 9390 8298 7264 (5) 7156 7156 23.79% 296.11
priority encoder 646 592 450 (2) 450 450 30.34% 16.06
look-ahead XY router 186 126 114 (2) 114 114 38.71% 7.29
voter 8514 7848 6344 (6) 6242 6242 26.69% 244.20
GEOMEAN 850.80 749.59 633.83 628.75 628.43 26.14%

T Parentheses in the “Logic rewrite” column show the number of global passes until saturation.

Table 6.3: Results on EPFL benchmark suite: garbling cost (#ciphertexts) per stage and total
reduction.

Stage-wise contributions and runtime. Across EPFL benchmarks, the algebraic mapping
and the logic rewriting contribute 62.77% and 32.64% of the overall reduction, respectively,
consuming 0.07% and 84.23% of runtime. SDC and constant-driven algebraic rewriting are
quick but important for closing residual gaps. The most time-consuming instances are large
arithmetic designs (log2, sqrt, mem_ctrl) due to many profitable cuts and the breadth of the
database search.

Cryptographic and MPCresults. Table 6.4 reports analogous data. For cryptographic circuits,
the geometric-mean reduction is 13.51%; for MPC applications, 4.34%. The smaller gains on
MPC are consistent with two observations:

(i) ANDs are intentionally spaced (few adjacent AND2 pairs), and

(i) these circuits are already designed to be GC-friendly, leaving less room for optimization.

Takeaways. Based on the results reported in Tables 6.3 and 6.4, we summarize that:
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(i) ONEHOT is a more ciphertext-efficient nonlinearity provider than AND2 in many practi-
cal circuits;

(ii) a pure algebraic map already helps, but database-driven rewriting is key to consistent
improvements;

(iii) the benefitis application-dependent—benchmarks engineered to be GC-friendly (namely;,
the MPC circuits) leave fewer optimization opportunities, whereas heterogeneous con-
trol logic (random/control circuits from the EPFL benchmark suite) benefits most from
our flow.

6.8 Discussion

6.8.1 Summary of Contributions

This chapter challenged the XAG-centric view for low-cost GC generation and introduced X1G
as a ciphertext-efficient alternative. Concretely, we:

1. quantified nonlinearity efficiency via MC compactness and identified ONEHOT as a
superior primitive;

2. provided an algebraic XAG—X1G mapping with provable per-instance savings;

3. developed an agile exact-synthesis formulation using AND fences and abstract XAGs
that scales to all up-to-six-input spectral representatives; and

4. assembled a practical, three-stage X1G optimization flow that consistently reduces
garbling cost across diverse benchmark suites.Geometric-mean reductions of 7.34%
(EPFL arithmetic), 26.14% (EPFL random/control), 13.51% (cryptographic), and 4.34%
(MPC) were achieved with reasonable runtime.

6.8.2 Optimization Effort vs. Runtime

Our experiments highlight a familiar tension: higher-effort logic optimization generally yields
lower garbling cost but at nontrivial runtime. This suggests tailoring the flow to the de-
ployment model. For on-the-fly circuit generation, where synthesis latency can bottleneck
end-to-end MPC, lightweight passes are preferable: the algebraic mapping (Algorithm 6.1) and
the constant-driven clean-up via Eq. (6.4) together deliver noticeable savings at essentially
negligible cost. Conversely, for reusable benchmarks (e.g., typical MPC tasks and cryptographic
primitives), investing in high-effort optimization is justified: database-driven rewriting (Al-
gorithm 6.3) and SDC-based reduction (Algorithm 6.4) systematically harvest additional
opportunities. Importantly, publishing optimized netlists does not weaken security — the
privacy of GC stems from the garbling process and encrypted tables, not from obscurity of the
underlying Boolean network.
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6.8.3 Where X1G Helps and Where It Does Not

The mapping and rewriting results confirm that ONEHOT is a more ciphertext-efficient non-
linearity provider than AND2 in many practical designs, especially those with adjacent-AND2
structure that can be folded using Eq. (6.2). At the same time, benchmarks engineered to be
GC-friendly (e.g., many MPC circuits) already space nonlinearities, leaving limited opportuni-
ties for optimization. These observations motivate structure-aware flows that detect when
X1G is advantageous and otherwise avoid unproductive transformations.

6.8.4 Future Work

Several directions naturally follow:

* Scenario-aware flow selection. Build a portfolio of X1G flows (lightweight vs. heavy) and
a learned selector that predicts, from quick structural features (e.g., density of adjacent
AND2, fanout patterns), which flow maximizes garbling-cost reduction per unit time.

» Heterogeneous representations. While this chapter advocates X1G, some subcircuits may
be better served by alternative primitives under certain garbling schemes. A hetero-
geneous mapper that mixes X1G with carefully chosen non-ONEHOT primitives could
capture such cases while preserving free-XOR compatibility.

* Richer database and matching. Extending the exact-synthesis database beyond six
inputs via improved SAT encodings and tighter pruning, plus faster spectral canonical-
ization, would broaden the reach of database-driven rewriting.

e Sharper DC usage. Beyond SDCs, incorporating scalable approximations to ODCs (e.g.,
windowed SAT or implication-based filters) may enable additional ONEHOT—XOR3
substitutions (Eq. (6.4)) with modest overhead.

e Tighter coupling with scheme-level advances. Our logic-level methods assume free-XOR
and standard point-and-permute; future garbling schemes that improve symmetric
gates or support new gadgets can be surfaced as cost models inside the same optimiza-
tion framework, allowing the representation to co-evolve with protocol advances.

6.8.5 A Question Pointing Forward

While we now have an automated way to produce low-cost garbled circuits for a given function,
must the entire function be garbled? If portions of the computation depend only on a single
party’s data, can we maximize such local evaluation and minimize the GC core accordingly?
Pursuing this orthogonal and complementary direction opens a new avenue for reducing
garbling cost and overall communication — an avenue we explore in the next chapter.
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Benchmark SOTA X1G Optimization Flow (#ciphertexts) Red. Time [s]
Mapping Logic rewrite SDC Alg. rewrite
Cryptographic
AES (KeyExp) 10880 10240 10240 (2) 10240 10240 5.88% 41.17
AES (No KeyExp) 13600 12800 12800 (2) ¥ 12800  5.88% 50.22
DES (KeyExp) 13830 13346 12864 (4) 12482 12474 9.80% 533.58
DES (No KeyExp) 13666 13194 12690 (5) 12280 12278 10.16% 525.35
Comp. 32-bit SLT 168 138 120 (3) 120 120  28.57% 6.81
Comp. 32-bit SLTEQ 174 152 134 (2) 134 134 22.99% 7.24
Comp. 32-bit ULT 168 138 120 (3) 120 120 28.57% 6.81
Comp. 32-bit ULTEQ 174 152 134 (2) 134 134 22.99% 7.26
MD5 18734 18734 18734 (1) 18732 0.01% 27.61
SHA-1 22966 22834 22636 (3) 22636  1.44% 107.32
SHA-256 52928 51832 50086 (3) 50086  5.37% 335.79
GEOMEAN 3322.25 3066.13 2890.11 2873.61 2873.38 13.51%
MPC
auction_2_16 194 194 194 (1) 194 194 0.00% 1.92
auction_2_32 386 386 386 (1) 386 386 0.00% 1.92
auction_3_16 464 464 460 (2) 460 460  0.86% 3.04
auction_3_32 912 912 908 (2) 908 908  0.44% 3.11
auction_4_16 990 990 986 (2) 986 986  0.40% 3.26
auction_4_32 1950 1950 1946 (2) 1946 1946  0.21% 3.44
knn_comb_1_8 1108 1108 1100 (2) 1100 1100  0.72% 4.42
knn_comb_1_16 2324 2324 2300 (2) 2300 2300 1.03% 4.87
knn_comb_2_8 1762 1726 1676 (4) 1676 1676 4.88% 10.40
knn_comb_2_16 3838 3754 3648 (4) 3648 3648 4.95% 15.21
knn_comb_3_8 2120 2108 2082 (3) 2082 2082 1.79% 7.90
knn_comb_3_16 4788 4760 4694 (3) 4694 4694  1.96% 13.64
voting_1_3 14 14 12 (2) 12 12 14.29% 1.92
voting_1_4 30 28 26 (2) 26 26 13.33% 2.18
voting_2_2 42 40 38(2) 38 38 9.52% 2.93
voting_2_3 110 110 110 (1) 110 110  0.00% 2.37
voting_2_4 208 208 204 (2) 204 204 1.92% 3.72
voting_3_4 550 550 536 (2) 536 536 2.55% 7.47
stable_matching_4_8 32002 29416 27824 (6) 27824 13.06% 379.88
stable_matching_8_8 119546 108320 105086 (3) 105086 12.10% 502.04
GEOMEAN 790.95 777.04 757.74 756.64 756.64 4.34%

T Gray entries indicate the SDC stage was skipped due to size (>30k nodes).

Table 6.4: Results on Cryptographic & MPCircuit benchmark suites: garbling cost (#ciphertexts)
per stage and total reduction.
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fd Redefining Cost in Garbled Circuits:
Joint Multiplicative Complexity

7.1 Motivation

Garbled circuits (GC) offer a general-purpose path to secure multi-party computation (SMPC)
with constant-round protocols and a clean Boolean abstraction. Yet the price of this generality
is well known: the secure evaluation of Boolean gates must be realized through ciphertext
exchange (i.e., garbled tables), and thus dominates both communication and computation
cost.

However, it is rarely highlighted that this applies only to those gates whose outputs depend on
inputs held by different parties. In contrast, any operation whose value depends on a single
party’s inputs can be performed locally, with no interaction and negligible overhead. This
simple observation raises a practical question that most GC pipelines leave implicit: Given a
target function f, how much of its Boolean implementation truly requires joint evaluation, and
how much can (and should) be pushed into local, non-interactive computation?

Recent systems hint at the power of this perspective in domain-specific settings. For secure
analytics, Senate decomposes SQL operators and handcrafts circuit templates that minimize
joint work across filtering, joins, and set operations [145]. In secure model adaptation,
Marill reduces joint cost by freezing layers that need no retraining, thereby avoiding interac-
tion over large swaths of the network [148]. Similar ideas appear in data-processing platforms
that distinguish local preprocessing from secure aggregation [178]. These systems demon-
strate a common principle — think locally before compute jointly — but they rely on manual,
application-specific engineering and do not generalize to arbitrary Boolean computations.

This chapter pursues that principle in a protocol-agnostic, compiler-integrated way. Our
goal is to operate directly on gate-level circuits (the common currency of GC toolchains)
and systematically maximize local computation while preserving functionality and privacy.
Concretely, we want an automated flow that, given a Boolean circuit for f: {0, 1}"* — {0,1}""
with inputs partitioned across parties,
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(i) identifies subcircuits whose support lies entirely within one party,
(i) restructures the network so that these subcircuits are evaluated locally, and

(iii) minimizes the residual “joint frontier” that must be garbled.

Why is this worth doing on top of the logic-level savings developed in the previous chapter?
Representation choices (e.g., X1G vs. XAG) reduce the cost per joint gate; maximizing locality
reduces the number of joint gates. These two axes are complementary. Even after aggres-
sive garbling-cost optimization, joint gates remain the primary driver of communication;
shrinking their population directly cuts ciphertext volume. In this chapter, we deliberately
adopt the more classical XAG model. This is out of the understanding that, our goal here is
to demonstrate a direct conceptual progression from prior work: shifting the optimization
objective from multiplicative complexity (MC) to the refined metric of joint multiplicative
complexity (JMC); working within the standard XAG framework makes this transition trans-
parent, allowing the contribution of the new cost model to stand on its own. One shall note
that the methodology proposed in this chapter can be seamlessly integrated with improved
representations such as X1G, thereby further amplifying the benefits.

Designing a general, automated solution is non-trivial. Several challenges arise:
* Discovery. Determining which gates are truly single-party requires precise support
analysis under fanout, reconvergence, and sharing.

¢ Restructuring. Pushing local computation toward the inputs must not increase the
downstream joint region disproportionately (e.g., via duplication) or break logic sharing
opportunities.

¢ Cost awareness. The transformation must weigh reduced joint work against any local

expansion, under realistic GC cost models.

Guided by these considerations, and inspired by the application-specific gains reported in
prior systems [145, 148, 178], we develop a gate-level framework that automatically restruc-
tures circuits to minimize joint computation before garbling. As we will show, this simple shift
in granularity yields substantial savings across diverse benchmarks.

7.2 Preliminaries

This chapter assumes the GC protocol and circuit notation introduced in Chapter 2. We review
two ingredients that we will use repeatedly:

(i) Boolean decomposition techniques that expose structure and locality in gate-level net-
works, and
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(ii) related work on optimizing garbled circuits — both in terms of per-gate costs and, closer
to our focus here, the amount of joint computation.

7.2.1 Boolean Decomposition

Boolean decomposition expresses a Boolean function as a composition of simpler sub-
functions whose recombination reconstructs the original. For a single-output function
f (%) :{0,1}"* — {0, 1} with support X = (x1,..., X,), a decomposition partitions the variables into
k pairwise-disjoint subsets ¥}, ..., X such that

X=X U U, fjﬁfj:Q)fOIi#j.
A valid decomposition then seeks sub-functions g (¥}), ..., §(Xr) and a top-level combiner /
satisfying

f@ = 1(§@), (&), ..., §r(F).

This divide-and-conquer view is valuable both theoretically and practically: smaller com-
ponents admit stronger optimization (e.g., SAT-based exact synthesis on tractable subprob-
lems [91]); their optimized implementations can then be combined to yield high-quality
networks that are difficult to obtain monolithically.

Shannon Decomposition

A classical, variable-oriented technique expands on a single input x; and expresses f via its
cofactors:

fD=x;flxr,...,xi=1,...,x5) + 7x; - f(x1,...,%;=0,...,xp)

=(xi- fy,) ® (Ox;- fax),

where fy, and f-, are the positive and negative cofactors [160]. The XOR form is particularly
attractive in secure computation because it foregrounds linear combinations that can be
handled with free-XOR, pushing non-linearity into the cofactors. Recursing on carefully
chosen variables exposes regular structure and supports systematic exploration of alternatives
(e.g., in classifier circuits [65]).

Ashenhurst-Curtis Decomposition

Ashenhurst-Curtis decomposition (ACD) is a more general technique [10, 67]. It systematically
partitions the input space of a Boolean function into independent components, enabling
functional simplification through intermediate abstractions. For a single-output Boolean
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function f(x), the ACD expresses the function in the form

F(X)=1(8(Xps, Xss), Xss, Xrs),

where the input variable set X is partitioned into three pair disjoint subsets: Xs, ¥ss, and Xgs,
known respectively as the bound set (BS), shared set (SS), and free set (FS). The sub-functions §
are referred to as the BS functions, as they capture the behavior of f over the bound variables,
while the function [ serves as the combining logic.

Historically, ACD underpins many LUT-oriented flows for FPGAs [125, 170]. In our setting,
variable partitions are also a natural vehicle to separate per-party support: when inputs are
annotated by ownership, a decomposition that isolates supports within a single party directly
surfaces subcircuits eligible for local gate evaluation.

7.2.2 Related work

Optimal garbled-circuit generation

A large body of prior work automates low-cost GC generation by treating it as a problem of
multiplicative complexity (MC) reduction. The standard recipe is to implement the target
function as an XAG and minimize the number of AND nodes (non-linear operations), since
XORs are essentially free under free-XOR while ANDs dominate cost [166]. This has led to a
rich ecosystem of MC-oriented optimizations and toolflows [172, 171, 118].

Our perspective is complementary. Beyond reducing the cost per non-linear gate, we refine the
objective to the amount of non-linear work that truly requires garbling. Concretely, we will use
a notion of joint multiplicative complexity (JMC): the number of non-linear gates whose fanin
support spans more than one party and thus must be evaluated jointly. By explicitly targeting
JMC, we can restructure circuits to maximize local (single-party) computation before applying
any scheme-level garbling optimizations.

Joint computation minimization

Several systems reduce joint computation in application-tailored ways. For secure analytics,
Senate designs operator-specific circuits (filters, joins, set intersections) that min-
imize communication cost when composed into SQL queries [145]. In secure ML, Marill
reduces garbling cost during LLM fine-tuning via layer freezing, avoiding joint work where
accuracy permits [148]. Data-processing platforms similarly separate local preprocessing from
secure aggregation [178].

These approaches demonstrate substantial gains but rely on manual, domain-specific engi-
neering. In contrast, our contribution is an automated, gate-level, general-purpose framework:
given any Boolean circuit with inputs partitioned by party, we algorithmically identify and

148



Redefining Cost in Garbled Circuits Chapter 7

extract local subcircuits, minimize the residual joint region, and thereby cut garbling cost
without application-specific templates or human-in-the-loop design.

7.3 Overview

This section presents a high-level overview of our proposed optimization framework for
garbled circuit optimization via joint computation minimization. We first introduce a refined
cost model based on the notion of node ownership, which distinguishes between operations
that require secure joint evaluation and those that can be executed locally. We then outline the
architecture of our optimization framework, highlighting its cut-based peephole optimization
strategy. Finally, we explain why decomposition-driven resynthesis — in particular, ACD (cf.
the sub-subsection on “Ashenhurst-Curtis decomposition” in Section 7.2.1) — is a scalable
backbone for this task.

7.3.1 Node ownership and refined cost model

Limitations of MC as a cost proxy

While MC serves as a coarse indicator of the garbling cost for a Boolean circuit, it does not
fully capture the actual cost incurred in MPC using garbled circuits. As also observed in prior
work (e.g., [178]), garbled gates whose execution depends solely on data from a single party
need not be part of the MPC protocol. Such gates can be evaluated locally and in plaintext,
making them effectively free in terms of cryptographic overhead. Consequently;, it is not the
total number of AND nodes in the XAG representation of the target function that dictates cost,
but rather the subset whose evaluation requires joint inputs from multiple parties.

This insight exposes a key limitation of using MC as the sole cost proxy: it overestimates the
cryptographic cost by failing to distinguish between local and joint computation. In practice,
identifying and excluding locally derivable operations from the garbled circuit offers a near
cost-free efficiency improvement. In this work, we take this observation a step further by
asking: beyond passively identifying local computation, can we actively restructure the logic
to reduce the number of jointly evaluated operations, possibly at the expense of increased
local processing?

To formalize this idea, we introduce the notion of node ownership, a mechanism to statically
determine whether a node in a logic network requires joint computation or can be evaluated
locally. This refined view enables a more accurate cost model that distinguishes the truly costly
components of an MPC task from those that can be offloaded without interaction.
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Node ownership

To enable finer-grained cost modeling for GC-based MPC, we introduce the notion of node
ownership, which classifies each node in a logic network as either locally derivable or jointly
derived. This distinction reflects whether the node’s computation depends solely on inputs
from a single party or requires data from multiple parties and must therefore be computed
securely within the MPC protocol.

Let G=(V, E) be alogic network with PInodes I € V, and let 22 = {#,,2%,,...,27;} denote the
set of ¢ semi-honest parties participating in the computation. Each PI node v € I is owned by
exactly one party, indicated by a mapping:

own:I— 22,
which specifies the party 22; € £ that privately holds the value of v.

We define the set of locally derivable nodes with respect to party 2?;, denoted LDg, < V,
recursively as:

ve I and own(v) =%;,
vELDg, < {or

Vu € fanin(v), u€LDg,.

In other words, a node is locally derivable by party £?; if it is either: (1) a PI owned by £2;, or (2)
a gate whose fanin nodes are all locally derivable by 2;.

The set of jointly derived nodes, denoted JD < V, is defined as:
JD={veV|Viell,...,t}, v¢ LDg,}.
That is, a node belongs to JD if it is not locally derivable with respect to any single party.
We further define the frontier set, denoted FR < JD, as:
FR={v € JD|3u € fanin(v) s.t. u € LDg, for some i}.

Intuitively, the frontier consists of jointly derived nodes that are immediately preceded by at
least one locally derivable node. This concept is of particular interest, since the goal of this
work, namely, minimizing joint computation via maximizing local data processing, can be
viewed as a process of “pushing” the frontier from the PI side towards the PO side.

Refined cost model

The limitations of using MC alone as the cost proxy for garbled circuits generation can be
illustrated by the example in Figure 7.1. We review two XAG implementations for Boolean
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(a)
Figure 7.1: Two MC-optimal XAGs for Boolean function f, whose truth table is *0b, under
ownership a; € o, by, by € 98. Nodes locally derivable by «f (resp. 98) are shown in red (resp.

blue); jointly derived nodes are . (@) Both ANDs are joint JMC = 2. (b) Only one AND is
joint JMC=1.

function f (truth table: #0b) under an MPC context: among the three PIs, a; originates from
party «, while by and b, originate from party 2.

These two XAGs are both MC-optimal. This follows from the fact that, for this small-scale,
three-variable function f, SAT-based exact synthesis [163] can determine that its functional
MC is 2, meaning that at least two AND gates are required in any XAG implementation. Both
implementations meet this lower bound. If MC were used as the sole optimization metric,
these two XAGs would be considered equally good; moreover, from a pure graph complexity
perspective, the network in Figure 7.1 a might even appear preferable due to having fewer
total nodes.

However, incorporating the notion of node ownership reveals a different picture. We annotate
nodes locally derivable to </ and 28 in red and blue, respectively, and jointly derived nodes
in orange. Although both implementations contain exactly two AND gates, in Figure 7.1 a,
both AND gates (v4 and vs) are jointly derived, each incurring one unit of garbling cost. In
contrast, in Figure 7.1 b, only one of the two AND gates (vg) is jointly derived; the other (v4) is
locally derivable to 28 and can be evaluated offline without any MPC overhead. Consequently,
when adopting the implementation in Figure 7.1 b for garbled circuit generation, the effective
inputs from %8 become v, and v5 rather than b, and b,.

This example demonstrates that MC alone cannot identify computation that could be executed
outside the GC protocol. Our refined cost model addresses this by focusing on the subset
of non-linear nodes (AND nodes) that are jointly derived. Formally, for an XAG G = (V, E),
let JD < V be the set of jointly derived nodes as defined in the previous sub-subsection. We
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Algorithm 7.1: Peephole Optimization Framework

Input: XAG G, synthesis engine Syn, cut size bound x
Output: Optimized XAG G
1 foreach v € V(G) in topological order do
% — EnumerateCuts(G, v,x)
Gbest — NULL
jmebest — IMC(G)
foreach c € € do
fe — ExtractFunction(G, ¢)
Ggand - Syn(fc)
if =StructurallyDifferent(G¢*, c) then
‘ continue
if IMC(GS"?) < JMC(c) then
Gtemp — Replace(G, c, Ggand)
if IMC(Gremp) < jmc® then
GBest - Gtemp
jmcbest — M C(Gtemp)
if GU°" % NULL then
16 | G—Gbest
17 return G

© N o s W

—_ =
w N o= O

—
ZIN

define the joint multiplicative complexity (JMC) as:
JMC(@® =l{re JD | o, =A}l.

The JMC precisely counts the number of AND gates whose evaluation requires joint computa-
tion, and thus serves as the target metric for our logic optimization framework. By minimizing
JMC rather than MC, we directly reduce the actual garbling cost and improve MPC efficiency.

7.3.2 Logic optimization framework

Our optimization framework adopts a peephole rewriting strategy operating directly at the
gate-netlist level of an XAG. The core idea is to iteratively identify small sub-networks, rep-
resented by cuts of bounded size, and resynthesize them using a dedicated synthesis engine
(introduced in Section 7.4). The objective is to minimize the number of jointly derived AND
nodes (i.e., JMC) while preserving functional equivalence. This strategy is inspired by [154],
but adapted to our cost model.

As presented in Algorithm 7.1, the process begins with a topological traversal of all nodes in G.
For each node v, we enumerate all cuts rooted at v whose number of leaves does not exceed
the bound « (line 2). We initialize placeholders G2°t and jmcbest (lines 3-4) to store the best
candidate implementation for node v.

152



Redefining Cost in Garbled Circuits Chapter 7

Each cut ¢ defines a x’-input, single-output Boolean function f,, where x’ < x. Once f, is
derived (line 6), the synthesis engine is invoked on the function to obtain a candidate imple-
mentation G4 (line 7). Candidates structurally identical to the current implementation are
skipped.

We perform a two-stage evaluation. In Stage one (line 10), we compare the JMC of the can-
didate against that of the current cut in isolation. If it improves locally, we run Stage two, a
global dry run (line 12): temporarily replace ¢ with Ggand in G and re-evaluate JMC for the
entire network to account for shared sub-structures. If the new JMC beats the best found so
far for v, we record it (lines 13-14). Only after all cuts of v are examined do we commit the
best recorded implementation (lines 15-16). This ensures that for each root node, we adopt
the cut replacement yielding the maximum global cost reduction. This two-stage evaluation
strategy enables the framework to pursue aggressive local improvements while maintaining
global caution, ensuring that the final implementation minimizes jointly derived computation
across the entire network.

7.4 Methodology

Building on the insights from the previous section, we now present the design of our Boolean
synthesis engine tailored to minimize jointly derived computation. At the core of our ap-
proach is an ACD-based strategy, which enables systematic partitioning of functions into
sub-components aligned with party-specific input ownership.

7.4.1 Joint-Compute-Oriented Decomposition

Recall the symbolic formulation of Ashenhurst—Curtis decomposition (ACD) introduced in
Section 7.2.1:

f(X) =1(§(Xps, Xss), Xss, Xrs),

where a decomposition is successful if one can construct a set of BS functions g over the
variables (Xps, Xss) and a top function I such that together they realize f.

Following recent advances in scalable ACD realization [170], we adopt the standard interpreta-
tion of [ as a top-level multiplexer (MUX) driven by a set of FS functions 7 defined over Xgs. In
this view, the BS functions g and the SS variables jointly serve as the select signals of the MUX,
while the FS functions 7 form its data inputs. From the perspective of the MUX structure, BS
and SS variables play an indistinguishable role, as both contribute to the select lines, except
that SS variables appear both directly and through the BS functions g(¥gs, ¥ss). This obser-
vation allows us to conceptually merge the BS and SS into a single set of “selector variables,”
which we continue to denote by ¥gg for simplicity.
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Figure 7.2: Illustration of rephrased Ashenhurst—Curtis decomposition. A four-variable func-
tion is decomposed into three free-set functions 7 = {hy, h2, h3} and two bound-set functions
g§=181,8}. The top function / is implemented as a multiplexer, using g to select among the
FS functions #.

Under this consolidation, the symbolic form of ACD can be written equivalently as:
f(X)=1(g(Xps), H(Xes)),

where [ is explicitly realized as the top MUX. This equivalent formulation preserves the full
generality of ACD while significantly simplifying the variable-partitioning problem — an
advantage that becomes central to designing an efficient JMC-oriented resynthesis engine.

An illustration of this formulation is given in Figure 7.2, which shows the decomposition of a
four-variable function into three FS functions 7i = {h1, hy, h3} and two BS functions g ={g1, g2}

Guided by this blueprint, our synthesis engine is structured into three stages: (1) partition
variables and derive the FS functions (F); (2) assign encodings to the FS functions and con-
struct the BS functions (g); (3) synthesize the top MUX (I). The remainder of this subsection
describes the first two stages; the construction of the MUX is presented in Section 7.4.2.

Variable Partitioning and Free Set Function Construction

Our variable partitioning procedure is described in Algorithm 7.2. Given a cut ¢ with leaves L
and its function, we first separate exclusively owned leaves by party (lines 1-2). This explicitly
identifies signals that can be assigned to a single party’s local computation, and therefore, on
the FS side.

Once the FS set Xrg is determined, the corresponding FS functions are uniquely fixed. These
functions are obtained by enumerating all value assignments of the BS variables: for each
assignment, the restricted function defines one FS function. Collecting the distinct outcomes
yields the FS function set /. This process is most naturally visualized through the truth table
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Algorithm 7.2: Ownership-Aware Variable Partitioning
Input: Cut ¢ with leaf set L,
ownership map own: L — &
Output: Set of candidate partitions &
foreach 2; € &2 do
| Li—{leLlown(l) =2}

FL =
foreach &; € &2 do

Xps — L;

Xps — (L\L;)

if | Xrs| > 1 then

| add (¥gs, Xrs) to .

return .

© o N o gk Wy

X X
o o0 o 1 a | by b |f
0 0 0|1
0 0 1|1
0 0 11|60
0 1 o010 hy
reorder 0 1 0 0
0 1 111 —
] 0 0 0 variables 0 1 1 0
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Figure 7.3: Deriving FS functions for the partition Xgs = {by, b2}, Xgs = {a1}. Reordering the
truth table by a, reveals two distinct FS functions: k) = —b; A by and hy = —1b».

representation.

Running example. In the example shown in Figure 7.1, among the three primary inputs, a; is
exclusively owned by party «/, while b; and b, are exclusively owned by party 9. According
to Algorithm 7.2, this leads to a single valid partition: Xgs = {b;, b2} and ¥gs = {a1}. As shown
in Figure 7.3, reordering the variables in the truth table reveals two distinct FS functions,
namely 7 = {h;, hy}, with truth tables #1 and #3. These correspond to the Boolean expressions
hi=-b1byand hy = b,.

Encoding and Bounded-Set Function Derivation

The number of FS functions |/i| directly determines the number of BS functions required to
distinguish them. In principle, log, |7l < |g] < |/|. However, in an MPC context, the compu-
tation of BS functions typically involves multiple parties, thereby contributing to the jointly
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derived computation. To reduce this cost, we enforce the constraint

|81 =og, IAll,

ensuring that the number of BS functions is minimized while still preserving the ability to
encode all FS functions uniquely.

This formulation naturally connects the problem to an encoding task: each FS function must
be assigned at least one [log, |7i|1-bit code that specifies its selection by the BS functions at
the input of the top multiplexer [. In the simple case previously introduced in Figure 7.3, two
FS functions are present, i.e., |Fi| = 2. The encoding is straightforward: one function is assigned
code 0 and the other code 1. This implies a single BS function g;, implemented directly over
the BS variable a;. Depending on the assignment, g; may realize either the identity g; = a; or
the negation g; = —ay, both of which yield equivalent garbling costs.

While the encoding is trivial for small |7i|, the general case involves a significantly larger design
space. Each FS function must be mapped to a codeword such that all functions remain
distinguishable, and the induced BS functions are minimized in both number and support
size. This can be interpreted as a constrained encoding problem and solved via a two-step
encoding-minimization process [170]:

1. Candidate code generation: Each FS function is associated with at least one codeword
of length [log, |7i|]. Codewords are selected so that different FS functions are mapped to
distinct encodings, guaranteeing that they can be separated by the BS signals.

2. Support minimization: For each bit position of the codewords, the induced Boolean
function over the BS variables defines a candidate BS function. Since multiple encodings
may be valid for a given FS function, the assignment is optimized so that the resulting
BS functions have minimal support, i.e., they depend on as few BS variables as possible.
This reduces the complexity of the BS side of the decomposition, thereby limiting the
amount of joint computation required.

The outcome of this procedure is a strict encoding, where each FS function is assigned a
unique code, leading to a decomposition that balances distinguishability with minimal joint
computation. The codes correspond to a compact set of BS functions g.

Running example. With |7i| = 2, a single BS bit suffices. Assigning h; — 0, hy — 1 yields g1 = a;
(or equivalently —a; if codes are swapped). Figure 7.4 shows the network before synthesizing
the top MUX.

Synthesis of Derived BS and FS Functions

At this point, both the set of BS functions g and the set of FS functions 7 have been derived,
and the next task is to implement them as XAGs. For this purpose, we devised a near-MC-
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(@)

Figure 7.4: Partial circuit after deriving and synthesizing 7 (local) and g (joint). The top MUX [
remains abstract at this stage; see Section 7.4.2.

minimum XAG synthesizer based on the SAT formulation introduced in [163]. The original
formulation is limited to the synthesis of singular-output Boolean functions with up to five
inputs. However, the cardinality of g and 7 is typically larger than one, indicating that the
functionality of our BS/FS blocks is essentially multi-output functions defined respectively
over the BS variables and FS variables. To accommodate this case, we extended the SAT-based
approach to facilitate the synthesis of near-MC-minimal XAGs for multi-output functions by
means of incremental synthesis: the solver targets one output function at a time, synthesizing
an MC-minimal implementation in the sense that only the minimum number of additional
AND nodes are introduced into the XAG synthesized for the outputs already considered. This
approach achieves near-optimal quality while exhibiting far superior scalability compared to
enforcing exact MC-optimality for multi-output functions, which scales poorly in practice.

One may question why the implementation quality of the BS and FS functions is measured in
terms of MC. The rationale lies in the ownership of the underlying variables. As discussed in
Section 7.3, BS variables are often jointly derived, which implies that most BS functions must
be evaluated jointly; hence, their MC coincides with their JMC, making MC minimization
directly relevant in this context. In contrast, FS variables are guaranteed by construction
to be exclusively owned by a single party, ensuring that FS functions represent purely local
computation. Nevertheless, for convenience and consistency, we also synthesize FS functions
using the same incremental near-MC-minimum XAG synthesis engine.

With the BS and FS functions synthesized, the only remaining task to fully reconstruct the
original function f is the synthesis of the top multiplexer /, which uses the outputs of the |g|
BS functions to select among the outputs of the |7i| FS functions. This final step is detailed in
the next subsection.

7.4.2 Low-MC MUX Construction

Why target MC-optimality. As established in the previous subsection, the data signals
(outputs of FS functions) belong to a single party, whereas the selecting signals (outputs of BS
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functions) are typically jointly derived. In standard MUX realizations (e.g., —sel -ing +sel -iny),
data and select entangle from the first logic level, which makes it reasonable to treat the
entire MUX as joint computation. Consequently, for MUX synthesis we have JMC = MC, and
pursuing MC-optimal (or provably low-MC) constructions directly reduces the GC cost.

Base case: 2-to-1 MUX with one AND (MC/JMC=1) Using the SAT-based MC-minimal XAG
synthesis for single-output functions [163], a 2-to-1 MUX requires exactly one AND:

MUX(sel,ing,in7) =sel 2ing :ing

=[(ing®iny) Asel] @ino.

Intuitively, if the data inputs are equal, the output ignores sel; if they differ, the output toggles
by sel relative to ing.

General case: n-to-1 MUX via binary composition A well-known decomposition builds an
n-to-1 MUX as a full binary tree of 2-to-1 MUXes, requiring (n — 1) such nodes !. Substituting
the one-AND realization for each 2-to-1 MUX yields an XAG with

MC=JMC=n-1

for the top MUX. This construction is deterministic, avoids SAT solving, and therefore adds
negligible synthesis time.

Implication for ACD-based flow. In our setting,  selects among |7i| FS outputs using |g| =
[log, |Fil1 control bits, so

JMC(]) = |k -1.

In the running example (Figure 7.4, |Fi] = 2), JIMC(I) = 1, reproducing Figure 7.1b and halving
JMC relative to Figure 7.1a.

Implication for our ACD-based flow Since the top MUX [ selects among | /i| FS outputs using
|g| = llog, |Fil]] control signals, the above construction gives

JMC(I) = |A| - 1.

Applying this to the running example reproduces Figure 7.1 b, achieving a 50% reduction in
JMC compared to the original implementation in Figure 7.1 a.

1The binary-tree composition of multiplexers is standard in digital design; any fan-in-n MUX can be realized by
(n—1) cascaded 2-to-1 MUZXes organized as a balanced tree.
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In summary, the techniques presented in this section — joint compute-oriented decompo-
sition, near-MC-minimal synthesis of the derived BS and FS functions, and low-MC MUX
construction — jointly constitute the sub-network resynthesis engine invoked in line 7 of
Algorithm 7.1. This engine forms the computational core of our framework, enabling the
systematic replacement of sub-networks with optimized XAG implementations that minimize
jointly derived computation while preserving functional correctness.

7.5 Experimental Evaluation

To assess the effectiveness of our proposed optimization framework, we conducted a series
of experiments on representative arithmetic benchmarks. The goal of this evaluation is to
assess how the proposed ownership-aware analysis and its supporting logic optimization
framework uncover circuit-level optimization opportunities that are complementary to, and
extend beyond, conventional MC reduction.

7.5.1 Experimental Setup

All experiments were conducted on a Qualcomm Snapdragon X Plus machine with 16 GB RAM.
All benchmarks were preprocessed using high-effort MC reduction techniques [171, 118]. For
each benchmark, the optimization iteratively applies the framework (Algorithm 7.1) until no
further improvement is found. The cut size bound « is empirically set to 8, which offers a
favorable trade-off between optimization granularity and runtime efficiency.

We report the following measures:

* #ANDs: number of AND gates in the baseline XAG after MC reduction;

* #Joint ANDs (w/o opt.): number of AND gates identified as jointly derived under the
ownership analysis introduced in Section 7.3.1;

* #Joint ANDs (w. opt.): number of jointly derived AND gates after applying our optimiza-
tion framework.

* Red.: relative reduction in garbled AND gates, i.e.,

Red #ANDs — #Joint ANDs (w/ opt.)
ed. = ;
#ANDs

* Time: end-to-end optimization time.

7.5.2 Benchmarks

We test our method on sixteen circuits drawn from three standard MPC-oriented benchmark
suites — slightly deviating from those introduced in Section 2.3 for a more targeted evaluation
— and organize them into two categories for analysis.
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#Joint AND #Joint AND Red. Ti
Benchmark #ANDs Joint s #Joint S ed ime

(w/o opt.) (w. opt.) [%] [s]
INT-add 128 128 128  0.00 1.44
INT-div 5291 5205 5121 3.21 123.17
INT-mul 7653 7410 7377 3.64 17.98
INT-eq 92 92 92  0.00 1.00
FP-add 5141 4938 4824 6.17 1520
FP-div 48408 44834 44564 7.94 77.42
FP-mul 16684 13113 12859 2293 18.25
FP-eq 315 191 97 69.21 7.29

Table 7.1: Results on arithmetic and comparative benchmarks.

Arithmetic and comparative functions The first category includes seven benchmarks per-
forming numerical or relational operations: 128-bit integer addition (INT-add), 64-bit integer
division (INT-div), 64-bit integer multiplication (INT-mul), 32-bit integer equality (INT-eq),
64-bit floating-point addition (FP-add), 64-bit floating-point multiplication (FP-mul), and
64-bit floating-point equality (FP-eq). The integer circuits are taken from the EPFL combina-
tional benchmark suite [5], while the floating-point circuits are taken from Nigel Smart’'s MPC
Circuits collection 2. All these benchmarks compute a relation over two numeric operands;
accordingly, we assign one operand to each party, yielding a natural two-party ownership
model.

Cryptographic and general-purpose kernels The second category comprises five circuits
from the TinyGarble suite [166]: AES-128, SHA3, 32-bit Hamming distance, 32-bit Encoder,
and the LiteMIPS processor core. For these benchmarks, we adopt the original input-
ownership assignments provided with the suite.

While all experiments thus instantiate two-party computations, we emphasize that the pro-
posed notion of JMC and the accompanying resynthesis and optimization framework are not
limited to two-party scenarios, just as demonstrated throughout the chapter.

7.5.3 Results

Analysis of results on arithmetic and comparative benchmarks The first group of results
(Table 7.1) exhibits two clear patterns: (1) Floating-point operators provide substantially
more opportunities for reducing joint computation than their integer counterparts; and (2)
Floating-point comparison benefits most from our optimization framework.

While integer operators are structurally dominated by joint dependencies, floating-point
operators differ fundamentally. Despite the large circuit size, only a core portion of the
computation, such as mantissa addition for FP-add or partial-product accumulation for

2Available at: https:/ /nigelsmart.github.io/MPC-Circuits/
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#Joint AND #Joint AND Red. Ti
Benchmark #ANDs ot s #Joint s Red ime

(w/o opt.) (w. opt.) [%] [s]
AES-128 6446 5153 5153 20.06 1.61
SHA3 1600 1600 1600 0.00 1.18
Hamming 48 48 48 0.00 0.92
Encoder 53 10 6 88.68 225
LiteMIPS 11465 9380 6965 39.25 32.06

Table 7.2: Results on cryptographic and processor kernels.

FP-mul, genuinely mixes the two operands; much of the surrounding logic (e.g., extracting
fields, preparing operands, post-processing results) acts on each operand independently.
Our framework leverages this structure to isolate local regions and shrink the jointly derived
portion. This yields meaningful reductions for FP-add, FP-div, and FP-mul, while integer
operators remain comparatively rigid.

FP-eq exhibits the largest reduction in this group, because its behavior is driven primarily by
case analysis rather than heavy two-operand arithmetic. Many outcomes, such as handling
zeros, infinities, or NaNs, depend on only one operand, and even the remaining comparison
logic is implemented with lightweight predicates. As a result, most of the computation is local,
and the small joint core is aggressively compressed by our optimizer.

Analysis of results on cryptographic and general-purpose kernels The cryptographic
benchmarks exhibit very limited potential for joint computation minimization. Designs such
as AES-128 and SHA3 intentionally isolate their nonlinear operations: AES concentrates all
nonlinearity in the S-boxes, and SHA3 derives it exclusively from the y step. These components
leave little scope for restructuring the circuit to further reduce joint computation.

The general-purpose kernels (Hamming, Encoder, LiteMIPS) contain richer mixtures of dat-
apath and control logic, and their locality properties vary significantly. Hamming distance
entangles the two inputs immediately through bitwise XOR, eliminating any chance for local
computation. In contrast, the LiteMIPS processor exposes substantial regions of operand-
local computation, such as instruction decoding and control steering, which translate into a
39.25% reduction in garbling cost: 18.19% comes from incorporating ownership awareness,
and an additional 25.75% is achieved through the optimization framework.

Overall, these experiments demonstrate that our framework unlocks a new dimension of
garbling cost reduction that is orthogonal to classical MC minimization. Because all input
circuits have already undergone high-effort MC reduction, the total number of AND gates is
hardly further irreducible; yet, by distinguishing local from joint computation, our method
systematically reduces the number of jointly derived ANDs and thereby lowers the true cost of
garbled evaluation. At the same time, the results confirm that the extent of achievable savings
is inherently application-dependent.
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7.6 Discussion

7.6.1 Application-Dependent Benefits

The experimental results highlight both the promise and the boundaries of our framework. As
suggested by the analysis of the results reported in Tables 7.1 and 7.2, the practicality of our
approach is inherently application-dependent. This aligns with the intuition that functions
with richer structural diversity and more opportunities for variable partitioning expose greater
potential for maximizing local computation, whereas structurally uniform functions such as
integer addition remain bottlenecked by unavoidable joint operations.

7.6.2 Role of Ownership-Aware Analysis

Second, the correlation between the existence of local ANDs and successful JMC reduction
underscores the importance of ownership-aware analysis. Just as information-flow tracking in
hardware security propagates taint labels through gates to identify potential leakage points,
our framework leverages ownership propagation to identify precisely where local processing
can replace costly joint computation. This analogy highlights that JMC reduction is not
merely a gate-count minimization exercise, but rather a finer-grained restructuring of the
computational dependency graph.

7.6.3 A New Dimension of Secure Computation Optimization

Finally, the results reaffirm that our proposal opens a fundamentally new dimension of op-
timization in secure computation. While classical MC reduction, including Chapter 6, ex-
haustively removes non-linear gates, our perspective in this chapter explicitly distinguishes
between locally derivable and jointly derived computation, which is complementary to prior
works. This distinction enables systematic confinement of the MPC protocol to its essential
core, reducing the garbling overhead without compromising correctness. In practice, this
translates to more efficient deployments of secure computation frameworks in scenarios
dominated by arithmetic kernels, where even modest reductions in jointly derived gates yield
substantial performance gains.

7.6.4 Parallels with Information Flow Tracking

Beyond garbled circuits, the conceptual parallels with gate-level information flow track-
ing (GLIFT) [100] are particularly noteworthy. GLIFT was introduced as a methodology for
tracking information flows through hardware circuits in order to detect malicious behaviors
and ensure provable security guarantees [8, 99]. In practice, GLIFT operates by associating a
taint label with each signal and propagating it through logic gates according to well-defined
rules, such that if one input is tainted, the output is typically also tainted. This mechanism is
strongly reminiscent of our ownership-aware propagation, where a node is deemed jointly
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derived if any of its fanins are jointly derived. Here, jointly derived nodes in our setting cor-
respond to tainted signals in GLIFT, while locally derivable nodes correspond to clean ones.
This parallel suggests potential extensions of our methodology to GLIFT optimization, where
systematic reduction of tainted gates and signals remains a largely unexplored problem [98].
Exploring such cross-fertilization offers a promising avenue for future research.
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Conclusions and Outlook

This chapter reviews the core ideas and contributions developed across the thesis and reflects
on their implications for the broader secure computation ecosystem. We begin with a compact
summary of the five technical chapters — what problem each addresses, the key technical
approach, and the measured impact. We then discuss overarching lessons that cut across
secure-computation schemes, and close with higher-level remarks on standardization and
cross-layer co-design that, in our view, are essential to make secure computation truly practical
at scale.

8.1 Summary of Technical Contributions

Chapter 3(Beyond Depth: Joint MD/MC Synthesis for Leveled FHE). For leveled schemes
(e.g., BFEV/BGV), prior logic flows largely minimized multiplicative depth (MD) and treated the
resulting increase in multiplicative complexity (MC) as a tolerable side effect. This chapter
shows that this extensively-adopted MD-only optimization strategy typically leads to subopti-
mal leveled-FHE circuits. In contrast, we

(i) formalize an MD-MC composite objective guided by an empirical Pareto frontier,

(ii) develop an exact synthesis engine for small/medium cuts that yields provably optimum
implementations under this objective, and

(iii) design a scalable, Boolean-correct rewriting framework that reduces peak MD without
gratuitously increasing MC.

On standard benchmarks, this translates into consistent reductions in the cost model, more
modest parameter sets, and tangible improvements in end-to-end evaluation latency.

Chapter 4 (Technology Mapping for TFHE: Gate-Set Design and Multi-Value PBS). This
chapter targets fast-bootstrapping FHE for Boolean computation in a single plaintext space.
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We revisit the common “two-input LUT mapping” formulation. Building on results that larger
plaintext spaces permit higher-arity LUTs per programmable bootstrap (PBS), we provide

1. a constructive method to pack larger-input functions into a single PBS using Boolean
properties, specifically, symmetry and negacyclicity, and

2. an MV-PBS-aware LUT mapper that increases input sharing to amortize PBS cost.

Compared to prior mappers, our designs invoke fewer PBS operations and deliver lower
end-to-end latency across Boolean benchmarks.

Chapter 5 (Encoding Strategy Management for TFHE: An ESOP-Guided Approach). We
enable cross-space TFHE-based Boolean function evaluation: exploit the binary space for
cheap linear work (XOR) and jump via PBS to a larger plaintext space for compact non-linear
LUTs, then return to binary as needed. The chapter introduces

(i) formal semantics for safe inter-space conversion,

(ii) a planner that places switching points and selects LUT granularities to minimize the total
PBS (invoked for either computation or encoding-space switch) count,

(iii) an implementation that shows end-to-end speedups over single-space baselines on
composite workloads.

Conceptually, Chapter 4 optimizes within a plaintext space; Chapter 5 orchestrates across
plaintext spaces.

Chapter 6 (Ciphertext-Efficient Garbled Circuits via XOR-OneHot Graphs). In the garbled
circuit (GC) protocol, XOR is free (via free-XOR), and the dominant cost is non-linearity. We
show that AND is not necessarily the ciphertext-optimal carrier of non-linearity once translated
to a garbled circuit. An analysis of primitive expressiveness and garbling cost motivates the
XOR-OneHot-inverter graph (X1G) as a more cost-efficient representation. We provide

1. an optimal algebraic mapping from XAGs to X1Gs (preserving prior MC reductions while
exploiting OneHot efficiency), and
2. X1G-specific optimizations that harvest savings unavailable to XAG-only flows.

The result is a consistent reduction in communicated ciphertexts for public benchmarks at
negligible mapping overhead.
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Chapter 7 (Redefining Cost in GC: Joint Multiplicative Complexity). Not every gate in a syn-
thesized Boolean network needs to be garbled: nodes depending on a single party’s inputs can
be computed locally. We formalize node ownership and define joint multiplicative complex-
ity (JMC) — the count of non-linear gates that must be garbled because their values depend
jointly on multiple parties. We then introduce the first automated, general-purpose, gate-level
framework to reduce JMC via ownership-aware subcircuit resynthesis. A decomposition-based
engine provides low-JMC replacements; a global accept/reject strategy commits only rewrites
that strictly decrease JMC in the whole circuit. This dimension is orthogonal to Chapter 6:
together, they lower the cost per jointly evaluated non-linear gate and reduce the number of
such gates, yielding end-to-end communication cost savings for the GC protocol.

8.2 Lessons Learned Across Projects

Two overarching lessons emerged repeatedly across the five projects:

(i) representation matters, and

(ii) cost models must match cryptographic reality.

To avoid repetition, chapter-specific limitations and prospects for extension are discussed in
the closing section of each technical chapter; here, we focus only on cross-cutting insights
that span projects.

8.2.1 Representation Matters

The right representation can cut costs immediately and unlock new optimization oppor-
tunities. Switching the logic representation can lower cost even before sophisticated opti-
mization and can reveal transformations that were previously invisible. In GC, replacing the
conventional XAG with the X1G (namely, pointing OneHot gates, rather than AND gates, as
the nonlinearity provider in logic networks) shifts the basic nonlinearity unit: a three-input
ONEHOT carries twice the nonlinearity of AND2 but garbles for the same ciphertext cost. As
shown in Chapter 6, this yields

(i) direct garbling-cost reductions even under isomorphic mappings from XAG to X1G, and

(ii) new optimization passes (algebraic and don’t-care rewrites, etc.) that are specific to
ONEHOT semantics.

The representation must match the execution regime of the target scheme. A single cryp-
tosystem can warrant different representations under different evaluation settings. In TFHE
with a single plaintext space (every gate via PBS), a LUT network is the natural IR, and the
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objective is to minimize LUTs/PBS calls (Chapter 4). In multi-space TFHE (cheap XOR in
binary; expressive LUTs in larger spaces; PBS as a switch), an XAG is preferable: it cleanly
exposes the linear/nonlinear boundary where switches occur and lets the optimizer place
transitions to maximize linear work while minimizing PBS/conversion overhead (Chapter 5).
In short, the chosen representation should mirror the scheme’s actual execution model.

8.2.2 Cost Models Must Match Cryptographic Reality

Optimize against the true bottleneck, not alegacy proxy. As libraries and systems evolve,
single-metric proxies can become misleading. In leveled FHE, minimizing multiplicative
depth (MD) alone often inflates multiplicative complexity (MC) and slows execution. Chapter 3
shows that a composite MD-MC objective — guided by an empirical Pareto frontier — and
algorithms that reduce MD without exploding MC deliver faster end-to-end evaluation, even
when MD is not absolutely minimal.

Cost should further encode application semantics. The application context can change,
which gates actually incur cryptographic cost. In GC, only non-linear gates whose values
depend on multiple parties need garbling. By formalizing node ownership and minimizing
joint multiplicative complexity (JMC), Chapter 7 reduces the number of gates that truly require
GC, complementing representation-level gains (e.g., X1G). To conclude, effective objective
functions must encode both protocol costs and application semantics, reflecting what must
be computed securely.

8.3 Cross-Layer Reflections and a Call for Standardization

This thesis operates at one layer of a much broader stack (cf. Figures 1.2 and 1.3). Stepping
back, we close with several high-level observations on how the community might accelerate
progress by coordinating across layers — applications, cryptographic constructions and li-
braries, compilers, and hardware — so that work at any one layer composes smoothly with
advances at the others.

A fragmented but fast-moving ecosystem. Unlike modern Al, where a set of dominant
model families have catalyzed convergent compiler and hardware targets, secure computation
(and FHE in particular) remains deliberately pluralistic: different scheme families (leveled
vs. fast-bootstrapping; exact vs. approximate) offer complementary trade-offs and continue
to evolve rapidly. This diversity is healthy, but it impedes large, long-horizon investments
in downstream tooling and accelerators when interfaces and performance envelopes shift
quickly. The risk is that downstream work becomes obsolete or even unreusable because
assumptions were implicit and interfaces were ad hoc.
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A pragmatic stance. We do not advocate waiting for a mythical “final” scheme before build-
ing the rest of the stack. Instead, we argue for stronger standardization and modularity so
that improvements at one layer are quickly consumable at the others, and so that downstream
artifacts (optimizers, kernels, accelerators) survive scheme evolution with minimal rework.
Concretely, we propose the following community actions.

8.3.1 Recommendations for a Composable and Future-Proof Stack
Versioned cost model interfaces. Standardize an API whereby a crypto library exposes a
capability and cost profile to compilers:

e supported operators;

* parameter ranges and security defaults;

e calibrated latency/energy models for primitive kernels.
Treat these as versioned contracts so that libraries can evolve while compilers remain compati-
ble. Compilers then optimize against the declared costs rather than stale proxies. A promising

community effort along these lines is HEIR, an open-sourced compiler for FHE that is being
developed with participation from both academia and industry [3].

Reproducible benchmarks and reference workloads. Publish suites that exercise diverse
patterns (dense linear algebra, control logic, etc.) with:

* functional specifications in the form of plaintext reference,
* IR configurations, and

* ground-truth traces, including operator counts, parameter sets, runtime on reference
backends, etc.

A public “leaderboard” for end-to-end metrics, such as latency, throughput, energy, and
memory footprint, would make improvements comparable across layers and prevent metric
cherry-picking.

Hardware abstraction for FHE/MPC kernels. Create a minimal cryptography-oriented kernel
API with clear data-layout contracts. This gives CPU/GPU/FPGA/ASIC implementers a stable
target while allowing aggressive microarchitectural specialization underneath. In this way,
compilers focus on mapping IR primitives to this API.
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8.3.2 What This Means for Representations and Cost Models

The technical message of this thesis — choose the representation that matches the execution
regime; optimize against the cost that matches today’s cryptographic reality — extends naturally
to standardization:

¢ IRs must carry the semantics that drive cost (e.g., switch sites (Chapter 5), ownership
(Chapter 7)), not only structure.
* Cost models must be adjustable while empirically calibrated (Chapter 3), so that com-

pilers can re-target as libraries and hardware improve.

With these enhancements, advances in cryptography (or more generally, mathematics), com-
pilers, and hardware can be composed rather than re-implemented. This is how we collectively
move secure computation from promising prototypes to dependable, everyday infrastructure.
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